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Recovering from Human Error using Flashback

Purpose

This lesson describes the Oracle Database 10 g Flashback features that support self-service error correction.
Topics

This lesson discusses the following:

m Overview
@ Filling the Recycle Bin
1 Querying Tables in the Recycle Bin

b Recovering Tables from the Recycle Bin

 Emptying Tables from the Recycle Bin

@ Using Flashback Table to Recover a
Table

Overview

Back to List of Topics

In Oracle Database 10 g, flashback functionality has been extended. It is now possible to flash back an entire table and
quickly recover a table that has been inadvertently dropped.

What is the Recycle Bin?

In previous releases of the Oracle server, the DROP command permanently removed objects from the database. Now
when you drop a table and its dependent objects it is placed in the recycle bin. It is not removed from the database until
you empty the recycle bin. The extents allocated to the segment are not deallocated until you purge the object. You can

restore these dropped objects from the recycle bin at any time.
Filling the Recycle Bin

Back to List of Topics

First, you will need to add an object to the Recycle Bin. Perform the following steps:
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01 Open SQL*Plus and enter the following commands to create a new table:

connect systen <passwor d>
@reate_job_hist

= o

File Edit Seftings Help

bash-2,08% cd wkdir -
baszh-2,058% =glplus systemforacle

oHL#Plus: Release 10,1.0.1.0 - Beta on Wed Sep 17 12:80:45 2003
Copyright (c) 1982, 2003, Oracle, All rights reserved,

Connected to:

Oraclelli Enterprize Edition Releasze 10,1,0,1,0 - Beta

With the Partitioning, OLAP and Data Mining Scoring Engine options
SHL> @createjob_hist,=gl

Table created,

seL> B Eé

]2 Now enter the following SQL statement to drop the table you just created.

drop table hr.jobs_hist;
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File Edit Seftings Help

bash-2,08% cd wkdir -
baszh-2.,058% =glplus system/oracle

oHL#Plus: Release 10,1.0.1.0 - Beta on Wed Sep 17 12:80:45 2003
Copyright (c) 1982, 2003, Oracle, All rights reserved,

Connected to:

Oraclelli Enterprize Edition Releasze 10,1,0,1,0 - Beta

With the Partitioning, OLAP and Data Mining Scoring Engine options
SHL> @createjob_hist,=gl

Takhle created,

SHL> drop table ke, jobs_hist;

Takle dropped,

s> s

The table has been dropped. You have just added this table to the recycle bin.

Querying Tables in the Recycle Bin

Back to List of Topics

You can still query tables after you have dropped them. You can issue a SELECT statement against the objects in the
recycle bin using the name of the object in the recycle bin. You can also issue a Flashback Query against objects in the
recycle bin to query past data, as long as the undo information required to satisfy the query is available. You can only
issue these queries if you are the original owner of the object. Perform the following
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At this point, you can query the recycle bin for the table you just dropped
enter the following URL:

. Open another browser window and

htt p: // <host nane>: 5500/ em

Enter sys/<password> as SYSDBA and click Login .
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- Click the Administration tab.

1I|-..:I.- Lrd erprise Manager (575) - Database; orclusoracke, oom - Micorosoft Intermet ERplorer
Pl Wew  Pavorker  Took  Help
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DRACLE ) S Profeerces Hep Logd =
Enterprise Manager
Ligged in Az 5.3
Database: orcl.us.oracle.com
Home ' Ferfprmance  Adm rE!-gpgr HManienance
Latest Data Colected From Taget Aug 26, 2003 12:46:25 AM | Refresh
Yiew Datal Real Time: Manual Refesh =
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Up Sece Mg 25, 2000 2:18:56 PM k-
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lssues  Configue Archivng  Disabled ~ Fespendad Executons 0
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Bk .ﬂ

3 Click Tables .
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1I'|-.-|:I|- Enderprise Manager (575) Diatabase; orclss.orace, cpam - Fonosolt Tnkermet [upkq'gr
Fls  Edt  ‘Vew Favorbes  Took  Help
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Bekdeiid [ ] hitp 144,258,226 T500 em fonsolejdat shase finst ance skemaptevenk ool cadi anget morcl Ars. orade combtypemcrack_databaseipageiiumes =] P s
oRACLE ) St Profeerces Hep Loesd =
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Lq:lal_lélj A S
Database: orcl.us.oracle.com
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[T [ wkemet

] 4 Enter HR for the Schema and click GO .
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1 Tables - Microsalt Inbernet Daplorer
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s Click the Recycle Bin link.
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1 Tables - Microsalt Inbernet Daplorer

Fls £t Wew FPeorkes Took Help
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Enterprise Manager =
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Tables
Search
Seleet an object type and eptionally enler & schems name and an object name Lo fiter the data that i displeyed in your resulls sel.
Object Typa Schama Object Mams
[Tatia = = o | ()

feample: Erferrg Tecs] will reburn all 8o begering with upper cace TET, 10, TESST A& excesd Tor Jarves Soeace aned Java (dass wiech wope cage gavcons searches Libe double guoies Bo pragerem
cage e embed wikdcandn %)

Results
.Ll‘.rllt:}
| Edit ), Wiew ) Detete JActiona| Create Live =]ica)
Select Schema  [Table Name [rablespace |Panition Type | Panisions] Subpantitionsl0T [Clustered |
MR COLNTRIES EXAMPLE (1 OIOT MO
© HR DEPARTMENTS EXAMPLE o o HO
C HR EMPLOYEES EXAMPLE 0 0 HO
© HR JOBS EXAMPLE 0 o HO
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© HR LOCATIONS EXAMPLE o o MO
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© HR BECIING EXAMPLE 0 o MO
D'-:-.";E" Bin =
Database | Selup | Pmissnces | Halp | Loegou =

e Select View Recycle Bin of all users from the View Options list box and enter the HR schema and click GO .
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7 You notice that the table you dropped is listed. Click View Content .
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1I|II||' 144,258,072 0: 5500 'emy console /datsbase  rec Tlashback PviewDption = viewHARecpcelinbt engSch - Microselt Inbemet Esplorer
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[T (e okemen

s You see the contents of the table you dropped. Click OK .
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J D ke Enderprise Mansger SMicrosnlt Inbemet Eaplorer

Recovering Tables From the Recycle Bin

You can recover the table from the recycle bin by performing the following:

file:///DJ/my_data/obepdf/obe10gdb/halflashback/flashback.htm2 (11 of 46)2/17/2004 3:48:31 PM

Fis  Edt  Wew Favorbes Took FHelp
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1 In the recycle bin, select the checkbox next to the JOBS_HIST object and click Flashback Drop.

W hittp:/ 144250220
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=

[T e wkemen

To recover a table from the recycle bin, you are required to recover all dependent objects as well. In this case
there are no dependencies. Click Continue .
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Dropped Olgects Sedection  Feorame  Raview

Recovery Wizard

) cope

Databaes | Sequp | Pmlesnces | Help | Loegou

Cogpryright 1956, 2000, Oracke Al righls ressnvesd.
gl Cvwiiy 8 i bl bn k) ok ape Cenpoly

3 Click Next .
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A http:
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Tahla Cramar |'I'lH| Mame |Hl|r Hama I
HH JOBS_HIST FI:JES_HIST
Rislurs Tyge Sal (Cancel) {Back | Step 2 o83 [ Next
Databage | Selup | Pefersnces | Help | Logoul
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[ v L] 2 F 1] i il

[T [ wkemen

] 4 Before you submit the job to recover the table, click Show SQL... to see what will be executed.

file:///DJmy_data/obepdf/obe10gdb/halflashback/flashback htm2 (14 of 46)2/17/2004 3:48:31 PM



Recovering from Human Error using Flashback

R hrbp (144,250,220 5500 mmyconsoke database | rec Tashback 7 source stabilebay Boeale =1 pageSeq =28um - Microsalt internet Doplorer
Fis  Edt Wew Favorbes Took Help
wack - = - Q[ A | Dsewch aiFuvcres Freda | N S - H A/

—— —— —
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1 t:ancel:l- BBk |t-"|?|. Jal s .i.l:lrl'll}
Object Type  Tables
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Follreang tables wall be fashed back Al the degendent objects of the 1ablas will be Naghed Back il ey could be lached Back

Impact Analysis
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1.Table Name HR.JOES_HIST
Heow Nampc JOBIE_HIST

Bslure Typs Selctios (Cancer) (Back | Step3of3 (Submir)
[T e antemen

=

s Review the SQL statement that will run. When done, click OK .
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O e.
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ek~ = - Q[ A | Dsewch [afFavories PHeda P |5 S - H &
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Enterprise Manager o
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¥
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Click Submit .
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Jlullp' 144,250, 22 0: 5500 femy console /database  rec Tlashback fewent —hack ToPrevPageiit srget =orclus, - Microsolt Inbemet Explorer

Fls Rt Wew Feorkes Took Help
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Object Type  Tables
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Follreang tables wall be fashed back Al the degendent objects of the 1ablas will be Naghed Back i ey could be lached Back

Impact Analysis
[Tha following tables will be flashed back =

1.Table Name HR.JOES_HIST
Hew Nampc JOBIE_HIST

E
e SL
B iy Twpe Sal . | Cancel ) | Batk | Step 3 of3 | Subre )
Databags | Seluo | Prfeences | Helo | Loaoul .ﬂ
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7 You receive a message saying the flashback drop was successful. Click OK .
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_’-l Recowrery Wizard - Fonosolt Inderret | H|||||r|-r

Pl R Wew  Pavorkes  Took  Help
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OoRACLE Sehp Profwences Hep Logoed -

Enterprise Manager =

Dratabass: onclug. oracle com

fale Confirmation
The selected tables, HR.JDBS_HIST, hawe been flashed back from the recycle bin.

e
Database | Siup | Pufersnces | Halp | Logoul ‘8

Copmight € 1996, 2003, Oracle. Al rights nesered
- bl o )

& o

[T (e okemen

The JOBS_HIST table no longer appears in the Recycle Bin. You want to make sure that the table now appears
in the list. Click the Tables breadcrumb.
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o You now see the JOBS_HIST back in the list.
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Results
._fl'l'lt;}
| Extit ), View ) Cetete JActions| Create Live = co)
Gelect Schema  |Table Name [Tablespace [Panition Type ] Pantitions] Subpanifionsl0T  [Clustered |
& HR COUNTRIES EXAMPLE 0 DIOT  NO
 HR = e EXAMFLE a o HO
™ MR EMPLOYEES EXAMFLE 0 0 NO
" HR JOES EXAMFLE a [1] MO
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& N T

Emptying the Recycle Bin

Back to List of Topics

At some point, you may want to permanently remove the object from the database and release the space allocated to it
after you have dropped the object. To remove an object from the recycle bin, perform the following:
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1 Select the radio button in front of the JOBS_HIST table and click Delete.
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]2 Click Yes to confirm deletion.
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=, Confirmation

Are you sure you wanl 1o delete Table HRJDBS HIST?

©®

() (yes)
=
T

3 Click the Recycle Bin link.
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] 4 Select View Recycle Bin of all users from the View Options list box and enter the HR schema and click GO .
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s In the recycle bin, select the checkbox next to the JOBS_HIST object and click Purge.
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e Click Continue to confirm deletion.
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7 The table has been purged from the recycle bin. Click your Tables breadcrumb . .
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Using Flashback Versions Query to Recover a Table to a Point in Time

Back to List of Topics

In Oracle9 i , Flashback Query was introduced. This feature provides a way for you to view and repair historical data. You
can perform queries on the database as of a certain wall clock time or user-specified system change number (SCN).

In Oracle Database 10 G , Flashback functionality has been expanded. You can use the VERSI ONS BETWEEN clause to
retrieve all of the versions of the rows that exist or ever existed between the time the query was issued and a point back
in time. This type of query is referred to as a Flashback Versions Query.

The rows returned by the Flashback Versions Query are a history of changes of the rows across transactions.

The Flashback Versions Query retrieves all committed occurrences of the rows. Changes made by the current active
transaction are not returned. In other words, uncommitted row versions within a transaction will not be shown.

You can use Flashback Versions Query to retrieve row history. It provides you with a way to audit the rows of a table and
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retrieve information about the transactions that changed the rows. You can use the transaction ID obtained from
Flashback Versions Query to perform transaction mining using LogMiner or Flashback Transaction Query to obtain
additional information about the transaction.

You will perform the following tasks:

= Update the JOBS Table
= Enable Row Movement on the JOBS Table

= Recover the JOBS Table to a Particular Point in
Time

Update the JOBS Table

Back to List

To show how flashback works, you need to make a change to a table. Perform the following:

1 From your SQL*Plus session, execute the following script logged on as system .

updat ej obs. sql

The updatejobs.sql contains the following:

UPDATE hr. j obs

SET max_salary = max_salary + 2000
WHERE job id = ' I T_PROG

/

COMWM T
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=1k

File Edit Settings Help
-
Copyright {c) 1982, 2003, Oracle., All rights reserved,
Connected to:
Oraclelli Enterprize Edition Releaze 10,1.0,1,0 - Bets
With the Partitioning, OLAP and Data Mining Scoring Engine options
oHL> Gcreate job_hist,=sgl
Tahle created,
oL drop table hr, jobs_hist;
Tahle dropped.
SEL» Bupdate jobs
1 row updated,
Commit complete, % T
s> [

O To see the current value, enter the following SQL statements:

connect hr/hr
select * fromjobs where job_ id="IT_PROG ;

file:///DJ/my_data/obepdf/obe10gdb/halflashback/flashback.htm2 (29 of 46)2/17/2004 3:48:31 PM



Recovering from Human Error using Flashback

File Edit Setlings Help

SHL > @Bupdate jobs

1 row updated,

Commit complete,

SHL> connect hrfhr
Connected,
SHL> =elect * from jobs where job id="IT PROG';

JOE_ID JOE_TITLE MIM_SALARY MAX_SALARY
IT_PROG Programmer 4000 12000
SEL IS

You see the current value after your update is 12000.

Enable Row Movement on the JOBS Table

B

Back to List

You must first enable row movement on the table you want to perform flashback table on.Enabling row movement lets
you specify whether Oracle can move a table row. It is possible for a row to move, for example, during table compression

or an update operation on partitioned data. Perform the following:

1 Switch to your Enterprise Manager browser session, click on the JOBS table.
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]2 Select the Options tab.
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3 Select Yes for Enable Row Movement and click Apply .
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] 4 Now you can perform a flashback table. Click the Tables breadcrumb.
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Recover the JOBS Table to a Particular Point in Time

Back to List

Now you are ready to recover the JOBS table to a particular point in time. Perform the following:
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1 From your Enterprise Manager browser session, click the Tables link.
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]2 Enter HR as the Schema and click GO .
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3 Select the radio button in front of the JOBS table and select Flashback Row History from the Actions list box
" and click GO .
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Select JOB_TITLE and MIN_SALARY and click Remove . Then enter WHERE job_id ='IT_PROG' in the
Where Clause to Filter Rows field and click Next .
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s The update you made previously is in the list. Click Next .
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Click Next .
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You may want to see what will change. Click Show Row Changes .
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s Click Continue .
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You will see the objects that will change as a result of the flashback operation. Click OK .
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You are now ready to perform the flashback operation. Click Submit .
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The flashback operation has completed successfully. Click OK .
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Switch to your SQL*Plus session again and perform the following SQL Statement to check to see that the salary
value has changed back.

select * fromjobs where job_ id="IT_PROG ;
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=[[B][]

File Edit Seftings Help
bash-2,058% =glplus /nolog -]

oHL#Plus: Release 10,1.0.1.0 - Beta on led Sep 17 13327145 2003
Copyright (c) 1982, 2003, Oracle, All rights reserved,
SEL> connect hrfhr

Connected,
SOL> =elect * from jobs where job_id="IT PROG';

JOE_ID JOBE_TITLE MIM_SALARY MAX_SALARY
IT_PROG Programmer 4000 10000
SEL> | )

You see that the value has been changed back to 10000.
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