About me

Farzad Heydari

» Training, Support & Consultant

» MikroTik Certified Trainer

» Over 10000 hours teaching network
» 17 years experience in IT

> Certificates

(MTCNA,MTCUME,MTCRE,MTCTCE, MTCWE,MTCIPv6,MTCINE,
CCNA,CCNP,CCIE written,LPIC1,ITIL,HP-UX,HPE Server,EMC-
ISM)
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Agenda

* VRRP Introduction
 Sample Configuration
* Operation

e Security consideration
* VRRP Hello Packet

* |pv6 Configuration

* Q&A
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VRRP

Virtual Router Redundancy Protocol
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Why we should use VRRP?

Insure the availability of the default gateway as

long as one is Master and the other is Backup
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Why we should use VRRP?

PC1 MikroTik1

Cisco Router
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Advertising Default route into OSPF

& Guick S
1 CAPsMAN
| Interfaces
1 Wirgless
&5 Bridge
= PPP

== Switch
% Mesh

sl P

Interfaces Metworks  Areas Avea Ranges Virtual Licks  Neighbors  NEMA Neighbors. ..

[+][=] |+]%]|a] 7]

(SPF Instance <default>

General | Metrics | MPLS  Status
Name: |default | Cancel
:m (1 selected) Rauter ID: |1.1.1.1 | ﬂl
| |
iecismtiutg Default Route: |ff installed (as type 2) | § | Disable
Redistribute Connected Routes: |r1::| || ¥ IM
Redistribute Static Routes: |no || ¥ Copy
Redistribute AIF Routes: no |* Remove
Redistibute BGP Routes: |r1c " *
Redistribute Other OSPF Routes: |no [E:
In Fitter: |aspfn =]
Out Fiter: |ospf-out |#
RouingTable: | |~
Use DN: | -
\defaut



VRRP Configuration Router 1 (step by step)

| Interace List _ :""IEIH."EH?_.

2= 1l (o] (7

Name / [Type MTU  [Actual MTU [L2MTU |Tx x|

MNew Interfface
VRID: |5
Priorty: | 150
Interval: |1.00 s
Preemption Mode

et
Cnone  smple & ah

‘|
Fitems out of &

dalGEa

Password: | MikrOt k| | a

Version: |2 =]

V3 Protocol; [IPv4 %]




= MetaROUTER
#L Partition

| 4 Make Supout rif
& Manual

-ﬁ Mew WinBowx

Bl Eda

VRRP Configuration Router 2 (step by step)

Genersl VRRP | Scipts  Status  Traffic

[ Preempticn Mode

| Cancel |
| #eply |
rtervet: [1.00
| Remowve |

- Authentication
i none  simple = ah
Password: | Mikritlk | - (
Wersion: |2 ||1|
V3 Protocol: [1Pwd =]
*| |enabled [ rearriir v \backup
1 tem out of 7 {1 selected) e i
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v'VRID

Virtual Router Identifier. Range 1-255

Mew Interface

Genersl VRRP | Scipts Status | Traffic

Interface <ymp 1z

-

Cancel

[v| Preemption Mode

- Authertication

[+| Preemption Mode

[ 0K | Genenl VRRP | scipts | Status | Traic
rieface: [cher [#] | | cancel riofece: [T |
Priority: Eﬂ | @ Priority: | 110 |
irterval: [1.00 & @ interval: [1.00 E
o
| Remove

" none " simple & ah

[lisable

Password: | MikrQtlk]

Wersion: |2

V3 Protocal: |IPvd

‘enabled

g
afats

Remove - Puthentication
" none ¢ simple & ah s
| - Torch Torch
Password: | Mikrltk |-~
===
* Version: |2 £
I i' V3 Protocal: ||F"~r4 |i * |
|E.nabled !backun
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v’ Priority

Priority value use for selection Master. The range 1-254
is available. e

Genersl VRRP | Scipts Status  Traffic
. , =5

Default value is 100 ifhes o2 BN

VRID: |g | Apply
(—- |
Interval: [1.00 |s

[w! Preemption Mode
”
- Authentication
T none  simple & ah Remave

Tarch
Password: | Mikrltlk] |~
Yersion: |2 " ¥ |
V3 Protocol: |IPv4 | |
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v’ Priority

Priority value use for selection Backup.

MUM
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|| Interface <ymp 1>
General WRRF |smm.-s Status | Traffic

interface: [T ¥ |
VRID: |3 | Poply
™ |
Interval: | 1.00 | s
Commert
[v| Preemption Mode
-':DD‘.-’
- Authentication
¢ none ¢ simple & ah Femove
] Torch
q  FPassword: ll'ulkrllﬂc [ - o
Wersion: |2 |i ¥
V3 Protocal: |IPvd =]
1|enabled [ai= backup
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Imteface cwmp 1>

v'All VRRP routers Gereal VARP |5 S Tt
belonging to the same veiD: 3

Priority: 110 _

VR must be configured [reelio]

|v Preemption Mode

with the same e
advertisement interval. r& -
If interval does not
match router will discard

received advertisement

packet

{enabled

MUM
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interface: |EiEFI

+

e8]z

|backup

(=]
X

I
.

&’
b=
[+
@

Dizable

m

Remove

g



Preemption Mode

when router with higher

| Interface <vmp 12

priority becomes availabl@e=a v s sue e ox

u

Inteface: .ether.E. [#] Cancel

it is switched to master. - 3 | e

Priorty: | 150

Disable '

Sometimes this behavior ,_
is not necessary. To e

i~ none { simple

override it preemption | ru s =
mode should be disabled| ‘=

V3 Protocaol: [IPvd

Comment

I

Copy

& zh Remove

f

e | [wl]
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Authentication Method

Inteface <vmp 1= = E3 .

Genersl VRRP | Scripts  Status | Traffic 0K
Interface: év-a;t.HerE i fat Cancel
VRID: |9 ; Apply
Priority: | 150
o AL Di=able

“* Simple T Bli—

[ [FPresemption Mode

I el

- Authertication )
“‘ ¢ none ¢ simple ¥ ah Remove
* A I I | Tk
|l
Version: 2 3
V3 Pratocol E_II_P_V4
enabled |runming . ) =
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Add IP address on VRRP Interface

MIWWLHIM &WTMIPTMIGEETW VLAN ‘u"HﬂF|m L?E

][] []=] =] [v]

Name /| Type IMTU  [Actual MTU [L2MTU [Tx |Hx|v
Fvmp VRRP 1500 Obps

EE o]l [ ]

/| Network Interface |-
-?wuuem 10.0.04 ether]
T 192.168.1.1/24 192.168.1.0 ether2

\enabled

(MU
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Identify Master

Interface List

| E
1item out of 7 (1 selected)
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Identify Backup

Irterface List
Interface | Inteface List  Bthemet  EolP Tunnel 1P Tunnel GRE Turnel VLAN VRRP |Emcﬁng LTE

Actual MTU |L2 MTU | T Fx | Tx Packet (p/s) \Rx Packet p/s)  |FFw

m % o E. -

JI.
1

¢
1item oLt of 7 (1 selected)
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Add IP address on Windows Device

Rename this connection View status of this connecticn > i,i

L_'- Local &rea Connection
e Mebwork T2
1 @2 hareell Yukon S82E2040 PCI-E Fast.,

U Local Area Connection Properties

Metworking | suthertication | Sharing| ‘

= — T
|' Internet Protocel Version 4 (TCP/IPw4) Properties M
= e e i
] General
] fou can get IP settings assigned automatically if your network supports

this capability, Otherwise, wou need to ask wour network adminisktrator
for the appropriate IP settings,

(7 Obtain an IP address autornatically

@ Use the following IPF address:

IP address: 192 . 168 . 1 . 100

Subnet mask: Z55 .55 255 . 0

192 . 168 , 1 .'2"54'|'I

] I Default gateway:

Obtain DMS server address automaticalls:

@ Use the Following DMNS server addresses:

Preferred DMS server:

Alternake DMNS server: g g =] a
s
— [T validate settings upon exik e
1 [ Ok ] [ Cancel ]
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Testing VRRP

- —
ER Administraton CAWindows\system32\emd.exe - ping 4224 -t =i Ehﬁ

from time=9"ms TTL=47
from time=95ms TTL=47
from time=%4ms TTL=47
from time=93ms TTL=47
from time=99%ms TTL=47
from time=18Ym= TIL=47
from time=186m= TTL=47
from time=18ims TTL=4%
from time=124m= TTL=47
from time=99ms TTL=47
from time=98m=s TTL=47
from time=18m=s TTL=47
from time=1802Zm= TTIL=47
from time=95ms TTL=47

time=112m=s TTL=47
time=98ms TTL=47
time=18im= TIL=47
time=100m= TTL=47
time=9%ms TTL=47
time=9"ms TTL=47
time=%6ms TTL=47
time=94ms TTL=47
time=1Ams TTL=47

e b o e e R R e R s e

from
from
from
from
from
from
from
from
from

b o ol e e o o P T P e P P el e ol o ol ol ol e W

[ ] [ ] B [ ] B [ ] [ ] [ ] [ ] nl [ ] B [ ] B [ ] B [ ] [ ] [ ] [ ] [ ] [ ]

bbb b b b Db Ba DD D D D DD T2 [ D [ DD B B2 D DD

[ ] L] [ ] L] [ ] L] [ ] L] [ ] n N ] [ ] L] [ ] L] [ ] L] [ ] L] [ ] L] [ ] ]

B I Dot o Bl Bl B2 I Bd 2 B B B2 DD B B2 B2 B B2 D B3 B2 B 2

[ ] [ ] ] [ ] ] [ ] ] [ ] ] H‘I [ ] ] [ ] ] [ ] ] [ ] ] [ ] ] [ ] ] ]

ph b ol e e o e R
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Which MAC Address?

PC1 MikroTik1

MikroTik2
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Virtual Router MAC
Address

The virtual router MAC address associated with a

virtual router is an IEEE 802 MAC address in the
following format:

00-00-5E-00-01-[VRID]
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Host ARP Request

When a host sends an ARP request for one of the virtual router IP address, the Master
virtual router must respond to the ARP request with the virtual Mac address for the
virtual router.

The Master virtual router must not respond with physical MAC address.This allows the
client to always use the same MAC address regardless of the current Master router.

MUM
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VRRP Virtual MAC address

File  Tools

Connect To: |EE:3E!:EB:EB:1 00

Logir: | admit

Pazsword: |
| Add/Set | Connect To FioM
. |
Managed Meighbors
|i| | Refresh |
! MAC Address I IP Address | [ dentity \"ersian | B oard _i_l__l_ptime |
— 6C:3B6B.. —— : == ==
BL3BEBERATDD 0000 (OSFF 5.43.8 [stable] RBISIUIZHAD 001856
BC:3B:ER:EE:151D 192.168.1.2 WYRPZ B.43.8 [stable) RBY51L-2HnD 00:38:01
BC:3R:ER:EA: 3493 192 168.1.1 Wi/ R £.43.8 [stable] RBY51L-2HnD 00:37:39
\— D0:00:5E...
00:00:5E:00:01:09 192 168.1.254 YW RFT B.43.8 [stable] RBS51Li-2HnD 00:37.39

MUM
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ARP Table

m Administrator: C:A\Windows\system
Tunnel adapter isatap.{CDDBZFES-8UE6—4/B1-BBAT-B1CFR2C?B4AYE>:

|

Media State . . . . . « .« & - . . Media disconnected
Connection—specific DMS Suffix .

C:sUserssFarzad?
C:xUserssFarzad>
C:sUserssFarzad>
C:sUserssnFarzadrarp —a

Interface: 192.168.1.2808 —— Bxb
Internet Address Phyzical Address Type
169.254_.78.228 bhc—ae—ch-5e—-2c—dl dynamic
122 .168.1.1 bc—3b—6b—ea—8a—923 dynamic

103 A8 4 @ brn—Th_Efth—oh_1L_14d Ao aman

192.168.1.254 HA-A-5e—-HH-A1-89 dynamic
224 _HA.8_18 H1-A8-5e-HAH-AA-12 static
224.8.8.22 #1-88-5e-B8-BB-16 static
224.8.8_.251 H1-A8-5e-BA-AA-fh static
224.8.8.252 B1-88-5e-88-B8-fc static
239 .255 255,258 B1-A8-5e-f—ff-fa static
255255255 255 ff—ff—ff-ff—ff-ff static

:sUsers~Farzad’p
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Source Address of VRRP packet

The primary IP address of the interface the packet is being sent from.

Destination Address

The IP multicast address as assigned by the IANA for VRRP is :

224.0.0.18
14 31.388587 192.168.1.1 224.8.8.18 VRRP 6@ Announcement (v2)
15 32.818827 19Z2.168.1.1 224.8.8.18 VEEP 60 Announcement (v2)
16 34.134385 192.168.1.1 224 .8.8.18 VRRF 68 Announcement (v2)
17 35.557450 192.168.1.1 224.98.9.18 VRRP 68 Announcement (v2)

Frame 5: 6@ bytes on wire (48@ bits), 60 bytes captured (488 bits) on interface 8
» Ethernet II, Src: IETF-VRRP-VRID 09 (60:00:5e:06:81:09 Dst: IPvdmcast 12 (81:00:52:80:
Internet Protocol Version 4, Src: 192.168.1.1, Dst: 224.0.0.18
* Virtual Router Redundancy Protocol

MUM
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TTL

The TTL must be set to 255. A VRRP
router receiving a packet with the TTL
not equal to 255 will discard the
packet




IPv6 Configuration

To make VRRP work in IPv6 networks, several additional
options must be enabled - v3 support is required and protocol
type should be set to IPv6:

/interface vrrp add name=vrrp1l interface=etherl version=3
v3-protocol=ipv6

Now when VRRP interface is set, we can add global address
and enable ND advertisement:

/ipv6 address add address=FEC0:0:0:FFFF::1/64 advertise=yes
interface=vrrpl

No additional address configuration is required as it is in IPv4

case. IPv6 uses link-local addresses to communicate between
nodes.
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Contact: Heydari.Farzad@gmail.com



