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FOREWORD

We are proud to add this book, M LITARY CRYPTANALYSTS, PART Il, recently
declassified by the U'S. Government, to our Cryptographic Series. As in the
case of MLITARY CRYPTANALYSIS, PART I, we have added a |arge nunber of

problens to the book. These problens, largely keyed to the order that the
material is presented in the text, not only will provide the student with
many hours of enjoyment, but at the same tinme will act as the ultimte

teaching aid.

In keeping with what mght be terned nodern cryptol ogi c advances, we have
al so added to the book sone conputer prograns. There is no doubt that the
conputer has greatly affected nodern cryptol ogy, and today cryptographic and
cryptanal ytic "tasks" which at one time took hours and even days to acconp-
lish can now be done in seconds, if not m croseconds. The added conputer
programs, found at the end of the book, following the problens, are only
representative of the many progranms that can be used with the large class of
ci pher systems discussed in this book. The student should set his sights on
nodi fyi ng, inproving, and devel oping other progranms which will assist himin
his solution efforts.

Comments concerning this book, or any book in our Cryptographic Series,
are always greatly received.

Sept ember 1984 AEGEAN PARK PRESS
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SecTIoN I
INTRODUCTORY REMARKS
Paragraph
The essential difference between monoalphabetic and polyalphabetic substitution 1
Primary classification of polyalphabetic systems. 2
Primary classification of periodic systems. 3
Bequence of study of polyalphabetic systems. 4

1. The essential difference between monoalphabetic and polyalphabetic substitution.—a.
In the substitution methods thus far discussed it has been pointed out that their basic feature
is that of monoalphabeticity. From the cryptanalytic standpoint, neither the nature of the
cipher symbols, nor their method of production is an essential feature, although these may be
differentiating characteristics from the cryptographbic standpoint. It is true that in those cases
designated as monoalphabetic substitution with variants or multiple equivalents, there is a
departure, more or less considerable, from strict monoalphabeticity. In some of those cases,
indeed, there may be available two or more wholly independent sets of equivalents, which,
moreover, may even be arranged in the form of completely separate alphabets. Thus, while a
loose terminology might permit one to designate such systems as polyalphabetic, it is better to
reserve this nomenclature for those cases wherein polyalphabeticity is the essence of the method,
specifically introduced with the purpose of imparting & positional variation in the substitutive
equivalents for plain-text letters, in accordance with some rule directly or indirectly connected
with the absolute positions the plain-text letters occupy in the message. This point calls for
amplification.

b. In monoalphabetic substitution with variants the object of having different or multiple
equivalents is to suppress, so far as possible by simple methods, the characteristic frequencies
of the letters occurring in plain text. As has been noted, it is by means of these characteristic
frequencies that the cipher equivalents can usually be identified. In these systems the varying
equivalents for plain-text letters are subject to the free choice and caprice of the enciphering
clerk; if he is careful and conscientious in the work, he will really make use of all the different
equivalents afforded by the system; but if he is slip-shod and hurried in his work, he will use the
same equivalents repeatedly rather than take pains and time to refer to the charts, tables, or
diagrams to find the variants. Moreover, and this is a crucial point, even if the individual
enciphering clerks are extremely careful, when many of them employ the same system it is entirely
impossible to insure a complete diversity in the encipherments produced by two or more clerks
working at different message centers. Tle result is inevitably to produce plenty of repetitions
in the texts emanating from seversl stations, and when texts such as these are all available for
study they are open to solution, by a comparison of their similarities and differences.

¢. In true polyalphabetic systems, on the other hand, there is established a rather definite
procedure which automatically determines the shifts or changes in equivalents or in the manner
in which they are introduced, so that these changes are beyond the momentary whim or choice of
the enciphering clerk. When the method of shifting or changing the equivalents is scientifically
sound and sufficiently complex, the research necessary to establish the values of the cipher
characters is much more prolonged and difficult than is the case even in complicated monoalpha-
betic substitution with variants, as will later be seen. These are the objects of true polyalpha-
betic substitution systems. The number of such systems is quite large, and it will be possible to

@
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describe in detail the cryptanalysis of only a few of the more common or typical examples of
methods encountered in practical military communications.

d. The three methods, (1) single-equivalent monoalphabetic substitution, (2) monoalpha-
betic substitution with variants, and (3) true polyalphabetic substitution, show the following
relationships as regards the equivalency between plain-text and cipher-text units:

A. In method (1), there is a set of 26 symbols; a plain-text letter is always represented by
one and only one of these symbols; conversely, a symbol always represents the same plain-text
letter. The equivalence between the plain-text and the cipher letters is constant in both enci-
pherment and decipherment.

B. In method (2), there is a set of n symbols, where n may be any number greater than 26
and often is a multiple of that number; a plain-text letter may be represented by 1, 2, 3, . . .
different symbols; conversely, a symbol always represents the same plain-text letter, the same as
is the case in method (1). The equivalence between the plain-text and the cipher letters is
variable in encipherment but constant in decipherment.!

C. In method (3) there is, as in the first method, a set of 26 symbols; a plain-text letter
may be represented by 1, 2, 3, . . . 26 different symbols; conversely, a symbol may represent
1, 2, 3, . . . 26 different plain text letters, depending upon the system and the specific key.
The equivalence between the plain-text and the cipher letters is variable in both encipherment
and decipherment.

2. Primary classification of polyalphabetic systems.—a. A primary claselﬁcatlon of poly-
alphabetic systems into two rather distinct types may be made: (1) periodic systems and (2)
aperiodic systems. When the enciphering process involves a cryptographic treatment which is
repetitive in character, and which results in the production of cyclic phenomena in the crypto-
graphic text, the system is termed periodic. When the enciphering process is not of the type
described in the foregoing general terms, the system is termed aperiodic. The substitution in
both cases involves the use of two or more cipher alphabets.

b. The cyclic phenomena inherent in a periodic system may be exhibited externally, in
which case they are said to be patent, or they may not be exhibited externally, and must be un-
covered by a preliminary step in the analysis, in which case they are said to be latent. The
periodicity may be quite definite in nature, and therefore determinable with mathematical
exactitude allowing for no variability, in which case the periodicity is said to be fired. In other
instances the periodicity is more or less flexible in character and even though it may be deter-

1 There is a monoalphabetic method in which the inverse result obtains, the correspondence being constant
in encipherme 1t but variable in deciphermeat; this is a method not found in the usual books on cryptography
but in an essay on that subject by Edgar Allan Poe, entitled, in some editions of hia works, A few words on secret
wriling and, in other editions, Cryptography. The method is to draw up an enciphering alphabet such as the
following (using Poe’s example):

Phain.......ABCDEFGHIJKLMNOP
Ciphet.ee..... SUAVITERINMKMODOFO

In such an alphabet, because of repetitions in the cipher component, t!
oonsziderable degree of variability, as will be seen in the deciphering Alpha

Cipher. ABCDEFGHIJKLIINOPQR
c MGO E KJL H
U I XN Q

v

Y

q T
R T
the

Plain.. . z s P

w
This type of variability gives rise to ambiguities in decipherment. A cipher group such as TIE, would yleld
such plain-text sequences as REG, FIG, TEU, REU, ete., which could be read only by confext. No system of such a
character would be practical for serious usage. For a further discussion of this type of cipher alphabet see
Friedman, William F., Edgar Allan Puoe, Cyrptographer, Signal Corps Bulletins Nos. 97 (Juiv-Sept.) and 98
(Oct.~Deec.), 1937.
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minable mathematically, allowance must be made for a degree of variability subject to limits
controlled by the specific system under investigation. The periodicity is in this case said to be
flezible, or variable within limits.

3. Primary classification of periodic systems.—a. Periodic polyalphabetic substitution
gystems may primarily be classified into two kinds:

(1) Those in which only & few of a whole set of cipher alphabets are used in enciphering
individual messages, these alphabets being employed repeatedlyin a fixed sequence throughout each
message. Because it is usual to employ a secret word, phrase, or number as a key to determine
the number, identity, and sequence with which the cipher alphabets are employed, and this
key is used over and over again in encipherment, this method is often called the repeating-key
system, or the repeating-alphabet system. It is also sometimes referred to as the multiple-alpha-
bet system because if the keying of the entire message be considered as a whole it is composed
of multiples of a short key used repetitively.? In this text the designation ‘“repeating-key
system’’ will be used.

(2) Those in which all the cipher alphabets comprising the complete set for the system are
employed one after the other successively in the encipherment of a message, and when the
last alphabet of the series has been used, the encipherer begins over again with the first alphabet.
This is commonly referred to as a. progressive-alphabet system because the cipher alphabets are
used in progression.

4. Sequence of study of polyalphabetic systems.—a. In the studies to be followed in con-
nection with polyalphabetic systems, the order in which the work will proceed conforms very
closely to the classifications made in paragraphs 2 and 3. Periodic polyalphabetic substitution
ciphers will come first, because they are, as a rule, the simpler and because a thorough under-
standing of the principles of their analysis is prerequisite to a comprehension of how aperiodic
systems are solved. But in the final analysis the solution of examples of both types rests upon
the conversion or reduction of polyalphabeticity into monoalphabeticity. If this is possible,
solution can always be achieved, granted there are sufficient data in the final monoalphabetic
distributions to permit of solution by recourse to the ordinary principles of frequency.

b. First in the order of study of periodic systems will come the analysis of repeating-key
systems. Some of the more simple varieties will be discussed in detail, with examples. Subse-
quently, ciphers of the progressive type will be discussed. There will then follow a more or less
detailed treatment of aperiodic systems.
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times. If a short key is employed, repetitions may be plentiful. For example, note the fol-
lowing, in which S, is the interruptor letter:

Key ... BANDSBANDSBANDSBANDSBANBANDSBANDSB
Plain._____.__._.__ .. FROMFOURFIVETOFOURFIFTEIENAMBARRAGE
Cipher...._.__________. KTAKZUWXIIDACBNZWXTIDKWS|[JONKTBTIDHJ

c. This last example gives a clue to one method of attacking this type of system. There
will be repetitions within short sections, and the interval between them will sometimes permit
of ascertaining the length of the key. In such short sections, the letters which intervene between
the repeated sequences may be eliminated as possible interruptor letters. Thus, the letters
A, C, B, and N may be eliminated, in the foregoing example, as interruptor letters. By extension
of this principle to the letters intervening between other repetitions, one may more or less
quickly ascertain what letter serves as the interruptor.

d. Once the interruptor letter has been found, the next step is to break up the message
into “uninterrupted’’ sequences and then attempt a solution by superimposition. The prin-
ciples explained in paragraph 20 need only be modified in minor respects. In the first place, in
this case the columns of text fcrmed by the superimposition of uninterrupted sequences will
be purely monoalphabetic, whereas in the case of the example in paragraph 20, only the very
first column is purely monoalphabetic, the monoalphabeticity falling off very rapidly with the
2d, 3d, . . . columns. Hence, in this case the analysis of the individual alphabets should be
an easier task. But this would be counterbalanced by the fact that whereas in the former case
the cryptanalyst is dealing with the initial words of messages, in this case he is dealing with
interior portions of the text and has no way of knowing where a word begins. The latter remarks
raturally do not apply to the case where a whole set of messages in this system, all in the same
key, can be subjected to simultaneous study. In such a case the cryptanalyst would also have
the initial words to work upon.

22. Concluding remarks.—a. The preceding two paragraphs both deal with the first and
simplest of the three basic cases referred to under paragraph 18. The second of those cases
involves considerably more work in solution for the reason that when the interruption takes
place and the keying sequence recommences, the latter is not invariably the initial point of the
sequence, as in the first case.

b. In the second of those cases the interruptor causes a break in the keying sequence and
8 recommencement at any one of the 10 keying elements. Consequently, it is impossible now
merely to superimpose sections of the text by shifting them so that their initial letters fall in
the same column. But a superimposition is nevertheless possible, provided the interruptions
do not occur so frequently ? that sections of only a very few letters are enciphered by sequent
keyletters. In order to accomplish a proper superimposition in this case, a statistical test
is essential, and for this a good many letters are required. The nature of this test will be
explained in Section XI. ,

¢. The same thing is true of the last of the three cases mentioned under paragraph 18.
The solution of a case of this sort is admittedly a rather difficult matter which will be taken up
in its proper place later,

d. (1) In the cases thus far studied, either the plain-text groupings were variable in length
and were enciphered by a constant-length key, or the plain-text groupings were constant in

2 When no interruptor or “influence letter’” is used, the igterruption or break in the keying sequence occurs
after the encipherment of a definite number of letters. Once this number has been ascertained, solution of
subsequent messages is very simple.
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d. In the foregoing examples, direct standard alphabets are employed; but mixed alphabets,
either interrelated or independent, may be used just as readily. Also, instead of the ordinary
type of cipher alphabets, one may employ & mathematical process of addition (see par. 40f of
Special Text No. 166, Advanced Military Cryptography) but the difference between the latter
process and the ordinary one using sliding alphabets is more apparent than real.

e. Since the analysis of the case in which the cipher text constitutes the auto key is usually
easier than that in which the plain text serves this function, the former will be the first to be

discussed,

462861 O - 42-3
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AVHXTXNHO
BWIYUYOIP
CXJZVvVzZPJQ
DYKAWAQKR
EZLBXBRLS
FAMCYCSMT
GBNDZDTNU
HCOEAEUOV
IDPFBFVPW
JEQGCGWQX
KFRHDHXRY
LGSIEIYSZ
MHTJFJZTA
NIUKGKAUB
OJVLHLBVC
PKWMIMCWD
QLXNJNDXE
RMYOKOEYF
SNZPLPFZE
TOAQMQGAH
UPBRNRHBTI
vVQesSo0oSsSICJ
WRDTPTJDK
XSEUQUKEL
YTFVRVLFM
ZUGWSWMGN
FiGURE 7.

b. If, as a result of the analysis of several messages (as described in par. 25), mixed
primary components have been reconstructed, the solution of subsequent messages may readily
be accomplished by following the procedure outlined in @ above, since in that case the cipher
alphabets have become known alphabets.

25. General principles underlying solution of cipher-text auto-keyed cryptograms by
frequency analysis.—a. First of all, it is to be noted in connection with cipher-text auto-keying
that repetitions will not be nearly as plentiful in the cipher text as they are in the plain text,
because in this system before a repetition can appear two things must happen simultaneously.
First, of course, the plain-text sequence must be repeated, and second, one or more cipher-text
letters (depending upon the length of the introductory key) immediately before the second appear-
ance of the plain-text repetition must be identical with one or more cipher-text letters immediately
before the first appearance of the group. This can happen only as the result of chance. In
the following example the introductory key is a single letter, X, and digect standard components
are used in the usual Vigenére manner:

Key oo XCKBTMDHNVHLY .KDKSJMDHNVHLY
Plain FIRSTREGIMENT . . THIRDREGIMENT
Cipher...coeceeeeeo. CKBTMDHNVHLYR .KDKSJMDHNVHLYR
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d. The phenomena noted above can be used to considerable advantage in the solution of
cryptograms of this type. For instance, if it is known that the ordinary Vigenére method of
encipherment is used (ekm_em, 8,1=0.), then the initial letter of the plain component is
the base letter. If, further, it is known that the plain component is the normal direct sequence,
then the base letter is A and a word such as BATTALION will be enciphered by a group having
the formula AABCCDEFG. If the plain component is & mixed sequence and happens to start
with the letter E, then a word such as ENEMY would be enciphered by a sequence having the
formula AABBCD.? Sequences such as these are, of course, idiomorphic and if words yielding
such idiomorphisms are frequent in the text there will be produced in the latter several or many
cases of isomorphism. When these are analyzed by the principles of indirect symmetry of
position, a quick solution may follow.,

e. A final principle underlying the solution of cipher-text auto-keyed cryptograms remains
to be discussed. It concerns the nature of the frequency distributions required for the analysis
of such cryptograms. This principle will be set forth in the next paragraph.

26. Frequency distributions required for solution.—a. Consider the message given in
paragraph 23c (1). It happens that the letter R, occurs twice in this short message and, because
of the nature of the cipher-text auto-keying method, this letter must also appear twice in the
key. Now it is obvious that all plain-text letters enciphered by key letter Ry will be in the same
cipher alphabet; in other words, if the key text is “offset” one letter to the right of the cipher
text, then every cipher letter which immediately follows an R, in the cryptogram will belong to the
same cipher alphabet, and this alphabet may be designated conveniently as the R cipher alphabet.
Now if there were sufficient text, so that there were, say, 30 to 40 R.’s in it, then a frequency
distribution of the letters immediately following the R.s will exhibit monoalphabeticity.
What has been said of the letters following the R.’s applies equally well to the letters following
all the other letters of the cipher text, the A 's, B.s, C.’s, and so on. In short, if 26 distributions
are made, one for each letter of the alphabet, showmg the cipher letter 1mmedmtely succeeding
each different letter of the cipher text, then the text of the cryptogram can be allocated into 26
uniliteral, monoalphabetic frequency distributions which can be solved by frequency analysis,
provid'mg there are sufficient data for this purpose.

b. The foregoing principle has been described as pertaining to the case when the introductory
key is a single letter, that is, when the key text is “offset” or displaced but one interval to the
right of the cipher text. But it applies equally to cases wherein the key téxt is offset more than
one interval, provided the frequency distributions are based upon the proper interval, as deter-
mined by the displacement due to the length of the introductory key. For instance, suppose
the introductory key consists of two letters, as in the following example:

Key texto . XZIMRHFHGFNQRXOMRMVWEE
Plain text.cooooeomeeeee RELIABLEINFORMATION.
Cipher text............. MRHFHGFNQRXOMRMVVWEE.

The key text in this case is offset two intervals to the right of the cipher text and, therefore, fre-
quency distributions made by taking the cipher letters one interval to the right of a given cipher
letter, each time that letter occurs, will not be monoalphabetic because some letter not related
at all to the given cipher letter is the key letter for enciphering the letter one interval to the
right of the latter. For example, note the three R.’s in the foregoing illustration. The first
R, is followed by H,, representing the encipherment of L, by My; the second R, is followed by X.,
representing the encipherment of F, by Qy; the third R, is followed by M., representing the en-
cipherment of 4, by M,. The three cipher letters H, X, and M are here entirely unrelated and do

1 Six letters are shown because the idiomocrphism in this case extends over that many letters.
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not belong to the same cipher slphabet because they represent encipherments by three different
key letters. On the other band, the cipher letters two intervals to the right of the R,’s, viz,
F, 0, and V, are in the same cipher alphabet because these cipher letters are the results of en-
ciphering plain-text letters I, 0, and T, respectively, by the same key letter, R. It is obvious,
then, that when the introductory key consists of two letters and the key text is displaced two
intervals to the right of the cipher text, the proper frequency distributions for monoalphabeticity
will be based upon the letter at the second interval to the right of each cipher letter. Likewise,
if the introductory key consists of three letters and the key text is displaced three intervals to
the right of the cipher text, the distributions must be based upon the third interval, and so on,
in each case the interval used corresponding to the amount of displacement between kev text
and cipher text.

¢. Conversely, in solving a problem of this type, when the length of the introductory key
and therefore the amount of displacement are pot known, the appearance of the frequency dis-
tributions based upon various intervals after each different cipher letter will disclose this un-
known factor, since only one set of distributions will exhibit monoalphabeticity and the interval
corresponding to that set will be the correct interval.

d. Application of these principles will now be made, using a specific example.

27. Example of solution by frequency analysis.—a. It will be assumed that previous studies
have disclosed that the enemy is using the cipher-text auto-key system described. It will be
further assumed that these studies have also disclosed that (1) the introductory key is usually a
single letter, (2) the usual Vigenére method of employing sliding primary components is used,
(3) the plain component is usually the normal direct sequence, the cipher component a mixed
sequence which changes daily. The following cryptograms, all of the same date, have been
intercepted:

MessaGge I
IJXWX EECDA CNQET UKNMYV DIWEPP
QZSXD HIFEL NNJJI DIVEY GTCZM
EHHLM RVCUR GDIERQ SGTAR JJQQy
CARPH MGLDY FYTCD GYFXKR FKSET
TDIQK KMLTU RQGGN KMKIX JXWKA
OKNTB TZJO0OQ YSCDTI DGETX GXXXX

Message 11 »
GRVRM ZWKXG WPCKK RMIXAN JCCXU
RTNJU AKOBL NLMWK YYZJU CSUHF
FHIJA QBMLT PURRS UEQEYV ZEYGC
FFNFI BWNYS TCETP DGTTZ RRQHQ
AOOXD BUYNK LBWCD GGKXZX

Mgessage I11
RWKAO LTCJM ZDKVU JCDDY BZELM
MWTQO HQVGX CHOLM WVGRK IBRXD
LAQYU KIROZ TQYUX
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Message IV

XJJPM LTZKZX ECAQZ NTTOC ONDUC
TUTCV. GRJPF FDIPP DIXCE SETWW
SUMUUJ CSLGX HXMO0Z E KA I SUAOX
Message V
GISUH WZHST TZO0ID DHOOV NBTJG
XCTBS FKIRH MMVYM IIVUU CZMJE
HAGIE WMEHH LMWKY PPDQZ GBOIW
PSFAJ UQZHZ MTFHZ MLACZ ROVDI
WPVIB OBCCX NNDGI ESJOC XBJHAQ
MUZEL YOOVU JWKIE IBBCZ AJIEF
FORSA JLNQM BQXXX
Mzessage VI
TBJPA ARYYP VHIDTI TUXNJ MXGSS
BDAQY MMTTF UUNMG QPUXM OVUYE
CECZM MWOHC FOBHV NKAZC KMXXX
Messacge VII
TBJPA QAAZT RXALX FKKME IAABD
SFTQT CJJGJ OVMRG LVEYTT JUAWL
XUKTX GGBOX MXDID SPBSF LYZKC
FXXXX

b. A distribution table of the type described in paragraph 25¢ is compiled and is shown as
Figure 8 below. In making these distributions it is simple to insert a tally in the appropriate
cell in the pertinent horizontal line of the table, to indicate the cipher letter which immediately
follows each occurrence of the letter to which that line applies. Obviously, the best method of
compiling the data is to handle the text digraphically, taking the first and second letters, the
second and third, the third and fourth, and so on, and distributing the final letters of the digraphs
in a quadricular table. The distribution merely takes the form of tally marks, the fifth being a
disgonal stroke so as to totalize the occurrences visibly.
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SECOND LETTER
ABCDEFGHTI JKLMNOPQRSTUVWIYZ

Al i / m ey ro | wa / "
B o / i Il ml m ;o
C VIR / VR / vl w|
DV I TR / i R
E A o R it nomel b o
Fl R AR TR R r o
G "R 7 7RI T AR TRAR r
H |/ / / "ol noo it / R i
I ey I TR n i
J 7R e | e | i 7 ol T

e K bl | P i [ i i I b / "o

E Lw Y / / M it / i

S M 7 m i o no | I ima i

SN 7 7 R i / /

20 A 7T amr i 1l W o

E Pl / / N | / n | _
Qv vy i ] / " [T /o / WL
R A R A RN
Sy i o Ll / AT ;-
vy i T / A R
U 7 / 7 7RI | R
v TG T IR / |y o
w / T VA VO VO TR ;o T /
X | R T n A n n
Y T IR uoyowow o "o
Z o i i M / /AT /

F1GURE 8.

¢. The individual frequency distributions give every appearance of being’ monoalphabetic,
which checks the assumption that the enemy is still employing the same system. The total
number of letters of text (excluding the final X’s) is 680. If the base letter is A then there should
be approximately 680X7.29,=49 cases of double letters in the text. There are actually 52
such cases, which checks quite well with expectancy. The letter A is substituted throughout
the text for the second letter of each doublet. :

d. The following sequence is noted:

Message V, line 1..._____ GISUH WZHST TZO0ID DHOOV NBTJG
A. ... A..A.

Assume that the sequence DDHOOVNBT represents BATTALION. Then the frequency of H, in the
D cipher alphabet should be high, since H,=T,. The H has only 2 occurrences. Likewise, the
frequency of O, in the H alphabet (=T,) should be high; it is also only 2. The frequency of V
in the O alphabet should be medium or low, since it would equal L,; it is 5, which is too high.
The rest of the letters of the assumed word are similarly checked against the appropriate fre-
quency distributions, with the result that, on the whole, the assumption that the DDHOOVNBT
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sequence represents BATTALION does not appear to be warranted. Similar attempts are made
at other points in the text, with the same or other probable words. Some of these attempts
may have to be carried to the point where the placement of values in the tentative cipher com-
ponent leads to serious inconsistencies. Finally, attention is fixed upon the following sequence:

Message VI, line 2......._. BDAQY MMTTF UUNMG

. A LA, A
The word ngzgggggg is assumed. The appropriate frequency distributions are consulted

to see how well the actual individual frequencies correspond to the expected ones.

Assumed Frequency
Alpha- Approxi-
bet mation
64 Sy Expected | Actual
M T v Low 2 Fair
T F I High 2 Fair
F U L Medium 1 Good
U N B Low 1 - Good
N M L Medium 2 Fair
M G E High 3 Fair

The assumption cannot be discarded just yet. Let the values derivable from the assumption
be inserted in their proper places in a cipher component, and, using the latter in conjunction
with a normal direct sequence as the plain component, let an attempt be made to find corrobora-
tion for these values. The following placements may be made:

Plain ... ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher____......_____ M FG UN T

The letter M, appears twice in the cipher sequence and when this partially reconstructed cipher
component is tested it is found that the value L,(Ny)=M, is corroborated. Having the letters
M, F, G, U, N, and T tentatively placed in the cipher component, it is possible to insert certain
plain-text values in the text. For example, in the M alphabet, F.==D;, G.=E,, U.=0,, N.=F,,
T.=V,. In the F alphabet, G,=B,, U.=L,, N.=M,, T.=S,, M.=X,. The other letters yield
additional values in the appropriate alphabets. The plain-text values thus obtainable are
inserted in the cipher text. No inconsistencies appear and, moreover, certain ‘‘good” digraphs
are brought to light. For instance, note what happens here:

Key.oooeooo.e .UQZH ZMTFH ZMLAC Z
Message V,line 4. Cipher......... UQZHZ MTFHZ MLACZ
Plain___________ VI

Now if the letter H can be placed in the cipher component, several values might be added to this
partial decipherment. Noting that F and G are sequent in the cipher component, suppose H
follows G therein. Then the following is obtained:

.U H Z H ZMLAC Z
Message V,line 4 ................ Cipher......_.. UQ Z M Z MLACZ

<=
3
Qn ™
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It is obvious that an introductory key of more than one letter was used, since the first few letters
yield unintelligible text; but it also appears that the last cipher letter of the introductory key
was used as the introductory key letter for enciphering the subsequent auto-keyed portion of
the text (see par. 23¢(3)). However, assuming that the IVE before the word FIRE is the ending
of the first word of the plain text, and that this word is INTENSIVE, the introductory key word
is found to be WICKER. Thus:

Key. ......WICKE ITRXDIMLEXRKVDBDDQGS
-Plain_. ... INTENSIVEFIREOFLIGHTARTIL
Cipher....... USYPWTRXDIMLEXRKVDBDDQGSU

The beginnings of the other two messages are recoverable in the same way and are found to be

as follows:

Key oo aees PROMISERXLGHOUZO.
Plain. ..o.oooeeeeo. REQUESTVIGOROUS
Cipher............ BIIBFGRXLGHOUZO
Keyooooooieaaees CHARGEDRRVMMHCVB.
Plain ... SECONDBATTALION.
Cipher__.....___.... HALOZJRRVMMHCVEB

g. The example solved in the foregoing subparagraphs offers an important lesson to the
student, insofar as it teaches him that he should not immediately feel discouraged when confronted
with a problem presenting only a small quantity of text and therefore affording what seems at firsi
glance to be an insufficient quantity of data for solution. For in this example, while it is true that
there are insufficient data for analysis by simple principles of frequency, it turned out that
solution was achieved without any recourse to the principles of frequency of occurrence. Here,
then, is one of those interesting cases of substitution ciphers of rather complex construction
which are solvable without any study whatsoever of frequency distributions. Indeed, it will
be found to be true that in more than a few instances the solution of quite complicated cipher
systems may be accomplished not by the application of the principles of frequency, but by
recourse to inductive and deductive reasoning based upon other considerations, even though
the latier may often appear to be very tenuous and to rest upon quite flimsy supports.

29. Special case of solution of cipher-text auto-keyed cryptograms.—a. Two messages with
identical plain texts enciphered aceording to the method of paragraph 23 ¢ (3) by initial key
words of different lengths and compositions can be solved very rapidly by reconstructing the
primary components. The cryptographic texts of such messages will be tsomorphic after the initial
key-word portions. Note the two following superimposed messages, in which 1somorph1sm be-
tween the two cryptograms is obvious after their 6th letters:

L : 1 II N |
1. TSBJS KBNLO CFHAZ LWJAM BNFNS MVJRE

22.BKKMJ XYCXLB HRPVO XMUVI YCRCG IKUTD

I : | 1 ~ |
N0
1LHFPRX CPCRR EHFMU HRAXC NFDUB ATFQR
2PRETN HEHTT DPRIW PTVNH CRSWY VJRFT
\—/V
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Starting with any pair of superimposed letters (beginning with the 7th pair), chains of equiva-
lents are constructed:

1 2 3 4 5 6 7 8 9% 10 11 12 13 14

) E Z0BY.
b, LXNCHPEDSG.
X J QFRTJUWMTI.
Z: SO AVK.

By interpolation, these partial sequences may be united into the key-word sequence:
HYDRAULICBEFGJKMNOPQSTVWXZ

b. The initial key words and the plain texts may now be ascertained quite easily by
deciphcring the messages, using this primary component slid against itself. It will be found that
the initial key word for the 1st message is PENCE, that for the 2d is LATERAL. The reason that
the eryvptographic texts are isomorphic beyond the initial key word portions is, of course, that
since the text beyond the key word is enciphered auto-key fashion by the preceding cipher letter
the letters before the last letter of the key have no effect upon the encipherment at all. Hence
two messages of identical text cannot be other than isomorphic after the initial key-word portions.

¢. The foregoing solution affords a clue to the solution of cases in which the texts of two
or more messages are not completely identical but are in part identical because they happen to
have similar beginnings or endings, or contain nearly similar information or instructions. The
progress in such cases is not so rapid as in the case of messages with wholly identical texts because
much care must be exercised in blocking out the isomorphic sequences upon which the recon-
struction of the primary components will be based.

d. (1) In the foregoing cases, the primary components used to encipher the illustrative
messages were identical mixed sequences. If nonidentical components are employed, the
cryptograms present an interesting case for the application of & principle pointed out in a
preceding text.*

(2) Suppose that the three messages of paragraph 27b had been enciphered by using 2
plain component different from the mixed component. The encipherments of the word
ARTILLERY would still yield isomorphic sequences, from which, as has #een noted, the recon-
struction of the cipher component can be accomplished.

(3) Having reconstructed the cipher component (or an equivalent) the latter may be
applied to the cipher text and & ‘‘decipherment” obtained. In this process any sequence of 26
letters may be used as the plain component and even the normal sequence A . . . Z may be
employed for this purpose. The word decipherment in the next to the last sentence is enclosed
by quotation marks because the letters thus obtained would not yield plain text, since the real
or an equivalent plain component has not yet been found. Such ‘“‘deciphered”’ text may be
termed spurious plain text. But the important thing to note is that this text is now monoalphabetic
and may be solved by the simple procedure usually employed in solving a monoalphabeiic cipher
produced by a single mired alphabet. Thus, a polyalphabetic cipher may be converted to mono-
alphabetic terms and the problem much simplified. In other words, here is another example
of the situations in which the principle of conversion into monoalphabetic terms may be applied
with gratifying success. It is also an example of the dictum that the use of two differently
mixed primary components does not really give much more security than does a mixed component
sliding against itself or against the normal sequence.

¢ Military Cryptanalysis, Part 11, par. 45g.
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¢. In both systems there are characteristics which permit of identifving a cryptogram as
belonging to this class of substitution. Both cases will show repetitions in the cipher text. In
cipher-text auto-keving there will be far fewer repetitions than in the original plain text, especially
when introductory keys of more than 1-letter in length are employed. In plain-text auto-keving
there will be nearly as many repetitions in the cipher text as in the original plain text unless
long introductory keys are used. In either system the repetitions will show no constancy as
regards intervals betwecn them, and a uniliteral frequency distribution will show such messages
to be polyalphabetic in nature. Cipher-text auto-keying may be distinguished from plain-text
auto-keying by the appearance of the frequency distributien of the second member of sets of
two letters separated by the length of the introductory key (see par. 26b, 1. [n the case of cipher-
text auto-keving these frequency distribntions will be monoalphabetic in nature: in plain-text
auto-keving such frequency distributions will not show monoualphabetic characteristios.
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b. The so-called progressive-alphabet system.—In the so-called progressive-alphabet system
the basic principle is quite simple. Two or more primary elements are arranged or provided
for according to a key which may be varied from time to time; the interaction of the primary
elements results in making available for cryptographic purposes a set of cipher alphabets; all
the latter are employed in a fixed sequence or progression; hence the designation progressive-
alphabet system. If the number of alphabets available for such use is rather small, and if the
text to be enciphered is much longer than the sequence of alphabets, then the system reduces
to a periodic method. But if the number of alphabets is large, so that the sequence is not
repeated, then of course, the cryptographic text will exhibit no periodic phenomena.

¢. The series of cipher alphabets in such a system constitutes a keying sequence. Once set
up, often the only remaining element in the key for a specific message is the starting point in the
sequence, that is, the initial cipher alphabet employed in enciphering a given message. If this
keying sequence must be employed by & large group of correspondents, and if all messages
employ the same starting point in the keying sequence, obviously the cryptograms may simply
be superimposed without any preliminary testing to ascertain proper points for superimposition.
The student has already been shown how cases of this sort may be solved. However, if messages
are enciphered with varying starting points, the matter of superimposing them properly takes
on a different aspect. This will soon be treated in detail.

d. The respective cipher alphabets constituting the entire complement of alphabets may
be employed in a simple progression, that is, consecutively from a preselected initial point; or,
they may be employed according to other types of progression. For example, if the system
comprises 100 alphabets one might use them in the sequence 1,3,5,7, . . . ;or1,4,7,10, ... ;
or irregular types of skipping may be employed.

e. In addition to the foregoing, there are, of course, a great many mechanical methods of
producing a long key, such as those employed in mechanical or electrical cipher machines. In
most cases these methods depend upon the interaction of two or more short, primary keys which
jointly produce a single, much longer, secondary or resultant key. (See par. 4.) Only brief
reference can be made at this point in the cryptanalytic studies to cases of this kind. A detailed
treatment of complex examples would require much time and space so that it will be reserved
for subsequent texts.

f. Finally, there must be mentioned certain devices in which, as in encipherment by the
auto-key method, the text itself serves to produce the variation in cipher equivalents, by con-
trolling the selection of secondary alphabets, or by influencing or determining the sequence with
which they will be employed. Naturally, in such cases the key is automatically extended to a
point where it coincides in length with that of the text. An excellent example of such a device
1s that known as the Wheatstone, the solution of which will be described in its proper place.?
Some writers classify and treat this method as well as auto-key methods as forms of the running-
key system but the present author prefers to consider the latter as being radically different in
principle from the former types, because in the true running-key system the key is wholly external
to and independent of text being enciphered. This is hardly true of auto-key systems or of
systems such as the Wheatstone mentioned herein.

* See Sec. XII, Advanced Military Cryptography.
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Secrion X

GENERAL PRINCIPLES UNDERLYING SOLUTION OF SYSTEMS EMPLOYING LONG
OR CONTINUOUS KEYS

Paragraph

Solution when the primary components are knoOwn 8eQUeNCes. e 37
Soluticn of a running-key cipher when an unknown but intelligible key sequence is used and the primary

com; onents Are KNOWI L o o o e e mmmm e e me e e oo 38

Solutio.1 of & progressive-alphabet cipher when the primary components are known........___...__._..._._... 39

Generza) solution for ciphers involving a long keying sequence of fixed length and composition.............._... 40

37. Solution when the primary components are known sequences.—a. .As usual, the solution
of cases involving long or continuous keys will be treated under two headings: First, when the
primary components are known sequences; second, when these elements are wholly unknown
or partially unknown.

b. Since the essential purpose in using long keys is to prevent the formation of repetitive
cycles within the text, it i1s obvious that in the case of very long keying sequences the crypt-
analyst is not going to be able to take the text and break it up into & number of small cycles
which will permit the establishment of monoalphabetic frequency distributions that can readily
be solved, an end which he can attain all the more readily if to begin with he knows the primary
sequences. But, there nearly always remains the cryptanalyst’s last resort: the probable-word
method. Inasmuch as this method is applicable to most of these cases, even to that of the
running-key system, which perhaps represents the furthest extension of the principle of long
keying sequences, an example using a cryptogram of the latter type will be studied.

38. Solution of a running-key cipher when an unknown but intelligible key sequence
is used and the primary components are known.—a. In paragraph 36e¢ mention was made of
the so-called running-key, continuous-key, or nonrepeating-key system, in which the plain téxt
of a previously agreed-upon book serves as the source for successive key letters for encipherment.
Since the running-key system is entirely aperiodie, and the cipher text can therefore not be
arranged in superimposed short cycles, as in the case of the repeating-key system, it would
appear on first consideration to be ‘‘indecipherable’” without the key.! But if the student
will bear in mind that one of the practical methods of solving a repeating-key cipher is that of
the probable word,? he will immediately see that the latter method can also be applied in
solving this type of nonrepeating-key system. The essence of the matter is this: The
cryptanalyst may assume the presence of a probable word in the text of the message; if he
knows the primary components involved, and if the assumed word actually exists in the message,
he can locate it by checking against the key, since the latter i3 intelligible text. Or, he may
assume the presence of a probable word or even of a phrase such as ‘“to the,” “of the,” etc.,
in the key text and check his assumption against the text of the message. Once he has forced

1 At one time, indeed, this view was current among certain cryptographers, who thought that the principle
of factoring the intervals between repetitions in the case of the repeating-key cipher formed the basis for the
only possible method of solving the latter type of system. Since, according to this erroneous idea, factoring
cannot be applied in the case of the running-key system {(using a book as the key), therefore solution was con-
sidered to be impossible. How far this idea is from the truth will presently be seen. In this same connection
see algo footnote 8, page 71.

3 See Military Cryptanalysts, Part II, par. 25.
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(3) [14-5-7-3-4] (4) [14-5-7—4-3]

A D F G V X ADF G V X
A i ALY e b
D<;:f57§§jr;1—;_fﬁ— D -7}7?7751_—17§73;
| s e
nonEnEnEnnnoEn
e | e
x| Laio il x| |7 |

Fiaure §57—Continued.

n. Again applying the ¢-test, the expected value of ¢ is 81 X80X.0667=432. The observed
values for the four combinations of figure 57 are as follows:

(1) For combination 14~5-3—4~7, ¢=436
(2) For combination 14-5-3-7—4, ¢=276
(3) For combination 14-5-7-3-4, ¢=2344
(4) For combination 14-5-74-3, $=318

The combination 14-5-3—4-7, giving the greatest value for ¢ (a little better than the expected
value), is very probably the correct one.

o. Examining the other cryptograms that are available, it is seen that No. 7 is the third
longest one of the entire set, with 124 letters; moreover, the dimensions of the rectangle [(15X9)—
11==124] are such as to bring about 4 long columns of 9 letters and 11 columns of 8 letters. The
first 5 columns are definitely fixed in position, since it is known that the first 5 key numbers are
14-5-3-4~7. The resulting diagram is shown in figure 58. There is now a section consisting of

14 H 3 4 7 1 2 6 8 9 10 11 12 13 15
A|X|D|V|D|A|D|F|D X|F|G|D|A|G
DiA|G|D|F|G|F|F|D|D|x|X|al|alD
Ala|D|{V|AaA|F|D|Aa|lVv|ia|lc|D|F|D]|G
X|D|F|X|D|G|D|X|a|F|[D|aA|F|x|V
cip|lala|p|v|rF|p|x|x|v|D|v|F|x
X|F|X|D|F|D|X|D|A|D|G|F|D|X|D
A{a|v|D|D|D|F|lG|X|D|F|A|G|G|D
G|G|D|A|G|D|D|X|F|G|F|D|X|V]|V
AlG|D|X
F1GURE 58.
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No. 3

14 5 3 4 7 10 15 12 13 1 2 8 4 9 11

H 0 S T I L E T

AD DF DX AA FX DD AG &
0 P S

AD VD FD FG FD XA GD X

T I M A T E D 0

AA FX FV FA AA AG VD D
B A - T

FG DA GF FF AA AA AF A

L I 0 N A T T A

DD FX DF GD FA AA AA F
I N G

AG XV XF XG DG GA GF A

S T 0 F C 0 T T

DX AA DF AX GX DF AA A
S T 0 :

AA GD VD XA AD FG FG F

R I S 0 N E R S

DV FX DX DF GD AG DV D
P T U

XG XF AG FA AX DD VA G

D F R 0 M C 0 M

VD AX DV DF FV GX DF F
N Y A

FG FF AG DX VF AA VG V

T H D I ' 1 S 1

AA AD VD FX XF FX DX F

' I N D

XD FG DF XG DV DF X6 X

A T E E N E M Y

FA AA AG AG GD AG FV X

' T E N

VF XG DA AA GG DV DD X

T 0 R E A C H H

AA DF DV AG FA GX AD A
T E R

DX DG DA AA GD VD XA A

0 W N T 0 N 1 G

DF DG GD AA DF GD FX G

GA DA A

FiGURE 62—Contloued.
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digraphs down the juxtaposed columns. There is nothing to prevent the simultaneous use of
all cryptograms that have been enciphered by completely filled rectangles, for it is clear that
if, for example, columns 15 and 4 are to be paired in one cryptogram, the same columns will be
paired in all the other cryptograms. Hence, even if the rectangles are small in depth they can
be used in this process; it is necessary only that all columns of any rectangle be of the same
length. Now if only two or three such pairs of columns can be set up correctly, solution follows
almost as a matter of course. No additional or new principles need be brought into play, beyond
those already possessed by the student.

b. In this special solution, the important step is, of course, the initial one of experimenting
with rectangles of various dimensions until the correct size has been hit upon. In some cases,
excessive experimentation may not be necessary if the total number of characters is such as to
yield only one or two possibilities with regard to the length of the columns. For example, suppose

_that previous work has established the fact that the enemy uses transposition rectangles not
less than 15 and not more than 22 columns in width. A message totaling 703 letters would
indicate a rectangle of 19 columns of 37 letters, since these two numbers are the only factors of
703. If this then were corroborated by other cryptograms of 76 (19X4), 152 (19X8), 190
(19X 10) letters, the probability that 19 is the width of the transposition rectangle becomes quite
persuasive. Of course, there will be and there should be other cryptograms of lengths that do
not factor exactly; these represent the ones in which the rectangles are not completely filled in
their last row. They do not enter into the solution at first, but just as soon as the positions of
two or three key numbers become fixed, the data afforded by these messages become available
for use in the later stages in the solumon

¢. The exact-factor method is & useful one to know. For despite all instructions that
may be drawn up insisting upon the advisability of not completing the last row of a transposition
rectangle, the tendency to violate such a rule is quite marked, especially where a large crypto-
graphic personnel must be employed. It isnot astonishing to find that for lazy or ignorant clerks
the temptation to fill the rectangle completely is particularly hard to resist when it happens that
a message falls just one, two, or three letters short of forming a completely-filled rectangle:
it is so much easier for such clerks to handle a rectangle with equal-length columns than one in
which this is not the case. Moreover, the number of errors and therefore the number of times a
shiftless or careless clerk must go over his work to correct errors is reduced to a minimum.
Hence, it often happens that in such cases an enciphering clerk adds one, two, or three letters"
to complete the last row, thus leading to the transmission of not a few cryptograms encxphered
by completely-filled rectangles. Space forbids giving an example of such a solution.

41. General solution for the ADFGVX system.—a. All three of the foregoing methods of
solving cryptograms in the ADFGVX system fall in the category of special solutions and therefore
are dependent upon the fortuitous existence of the special conditions required under each case.
What is really desired in the practical situation is a method of solution which is not so dependent
upon chance or good fortune for success. A search for a general solution was, of course, made
during the time that the system was under minute study by the cryptanalytic agencies of the
Allies, but no general solution was devised. All the solutions made during actual hostilities
and for a number of weeks thereafter were of the special types described in the preceding para-
graphs. The first published description of a general solution is to be found in Givierge’s Cours
de Cryptographie, 1925, but only in broad outlines. A complete general solution was inde-
pendently conceived by a group of cryptanalysts in the office of the Chief Signal Officer * and
will be described in paragraphs 42 and 43.

b. The attention of the student is directed to the comments made in paragraph 18, with
regard to the significance of the term general solution in cryptanalysis. He must be cautioned

$ See footnote 7 of this section.
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g. It has already been noted that beginning with the first letter of any one of the crypto-
grams, the type of alternation for column 1is 4. It is therefore not astonishing to find, within
the first 10 letters, an alternation of the 4+ type. Note how the V’s and X’s fall in the odd posi-
tions, the F's in the even. Thus:

1 2 3 4 5 6 7 8 9 10
INI. DAGAAFGAGUV
XI. VEDDVAXGDA

It is seen that there are 2 V’s which fall in odd positions (1 and 5), but one V falls in an even
position (10). There is an X, which falls in an odd position (7); there are 2 F’s which fall in even
positions (2 and 6). Unquestionably, then, the type of alternation, at least for the first 10
letters in each of these cryptograms, is +.

h. Take the next section of 10 letters in these two cryptograms. The letters are as follows:
11 12 13 14 15 16 17 18 19 20

III. DAFGGXFDZXD
XI. DFGGGGEGDD

Here there are 4 F's; 3 of them fall in odd positions (13, 17, 17), and one falls in an even position
(12). There are 2 X’s; one falls in an odd position (19), one in an even position (16). There are no
V’s among these letters. So far as the evidence afforded by the F’s is concerned, it would appear
that this section of text shows the type 2 or *“ — type” of alternation of components, since in
type 1 or“+ type” the F’s occupy even positions and here the majority of them occupy odd
positions. But so far as the X's are concerned, the evidence is equally balanced: one X falls in an
odd position, one in an even position. There being no V’s, no conclusions can be drawn from this
letter. To be guided solely by the evidence afforded by the 3 F’s may be unwarranted. Isit
not possible to weight the frequencies of the letters so that it will be unnecessary to rely merely
upon a few of them and the evidence afforded by all the letters can be taken into account? Why
not assign frequency weights according to the two distributions in figures 66 and 67? The figures
then become as follows:

Odd (lst, 3d, . . .) letters Even (24, 4th, . . .) letters
A D F G V X A D F G V X
T 2 = E E E EF 2 E 2 ¥ 7
= = =B Z =
Total=3 + 11 4 3 + 8 + 11 4 6=42letters Total=4 + 10 + 11 + 5 + 4 + 1 =35]letters
FIGURE 69.

Since the odd letters have a total frequency of 42, the even, a total frequency of 35, for purposes
of equalizing the distributions in applying the weights it seems advisable to deduct one-sixth
from the total when applying the weights to odd letters.

1. Now in applying these weights to the letters, it must be borne in mind that since a trans-
position rectangle with an odd number of columns is involved, half of the letters are class 1 com-
ponents, the other half are class 2 components. Hence, in finding the frequency value of the

letters it is necessary to apply the weighted frequencies to alternate letters in the sections, as
shown in figure 70.

11 12 13 14 15 16 17 18 19 20

JII. DAFGGXFDXPD

XI. DFGGGGFGDD
Distribution of odd letters Distribution of even letters
A D F G V X A D F G V X
f= © 3 3 3 o =1 3 1 T o0

Figune 70.
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