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FOREWORD

We are proud to add this book, MILITARY CRYPTANALYSTS, PART II, recently
declassified by the U.S. Government, to our Cryptographic Series. As in the
case of MILITARY CRYPTANALYSIS, PART 1, we have added a large number of
problems to the book. These problems, largely keyed to the order that the
material is presented in the text, not only will provide the student with
many hours of enjoyment, but at the same time will act as the ultimate
teaching aid.

In keeping with what might be termed modern cryptologic advances, we have
also added to the book some computer programs. There is no doubt that the
computer has greatly affected modern cryptology, and today cryptographic and
cryptanalytic "tasks" which at one time took hours and even days to accomp-
lish can now be done in seconds, if not microseconds. The added computer
programs, found at the end of the book, following the problems, are only
representative of the many programs that can be used with the large class of
cipher systems discussed in this book* The student should set his sights on
modifying, improving, and developing other programs which will assist him in
his solution efforts.

Comments concerning this book, or any book in our Cryptographic Series,
are always greatly received.

September 1984 AEGEAN PARK PRESS
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SECTION I 

INTBODUCTOBY BEMABKS 
P-E& 

The eaentM diihrenae between monoalphabetio and polyalphabetic subatitutfoa 1 
Primary elaoalflorrtlon of polyalphab&io sycJtemR -~--------------_-__-l-- 2 
Primary olamacrrtlon of periodlo eystema _-_---------_--_-I_-------- 3 
t3equenm of study of polynlphabetio qvka----e---v- 4 

1. The essential diflerenoe between monoalphabetio and polyalphabedo anbstitution.-u. 
In the substitution methods thus far discussed it has been pointed out that their basic feature 
is that of monoalphabeticity. F’rom the cryptanalyti~ standpint, neither the nature of the 
cipher symbols, nor their method of production is an essential feature, although these may be 
difIerentiating charaoteristics from the cryptographic etandpoint. It is true that in those caeee 
designated as monoalphabetic substitution with variants or multiple equivalents, there is a 
departure, more or less considerable, from strict monoalphabeticity. In some of tbose cases, 
indeed, there may be available two or more wholly independent sets of equivalents, which, 
moreover, may even be arranged in the form of completely separate alphabets. Thus, while a 
loose terminology might permit one to designate such systems as polyalphabetic, it is better to 
reserve this nomenolature for those cases wherein polyalphabeticity is the essence of the method, 
specifically introduced with tbe purpose of imparting a po&onal variation in the substitutive 
equivalents for plain-text letters, in accordance with some rule directly or indirectly connected 
with the absolute positions tbe plain-text lettem occupy in the message. This point calls for 
amplification. 

b. In monoalphabetic substitution with variants the object of having di%rent or multiple 
equivalents is to suppress, so far as possible by simple methods, the characteristic frequencies 
of the letters occurring in plain text. As has been noted, it is by means of these characteristic 
frequencies that the cipher equivalents can usually be identified. In these systems the varying 
equivalents for plain-text letters are subject to the free choice and caprice of the enciphering 
olerk; if he is careful and conscientious in the work, he will really make use of all the dSrent 
equivalents afforded by the system; but if he is slip-shod and hurried in his work, he will use the 
same equivalents repeatedly rather than take pains and time to refer to the charts, tables, or 
diagrams to find the variants. Moreover, and this is a crucial point, even if the individual 
enciphering clerks are extremely careful, when many of them employ the same system it is entirely 
impossible to insure a complete diversity in the encipherments produced by two or more clerks 
working at ditIerent message centers. The result is inevitably to produce plenty of repetitions 
in the texts emanating from several stations, and when texts such as these are all available for 
study they are open to solution, by a comparison of their &uilarities and differences. 

c. In true polyalphabetic systems, on the other hand, there is established a rather deflnita 
procedure which automatically determines the shifts or changes in equivalents or in the manner 
in which they sre introduced, so that these changes are beyond the momentary whim or choice of 
the enciphering clerk. When the method of shifting or changing the equivalents is scientifically 
sound and sufllciently complex, the research necessary to establish the values of the cipher 
characters is much more prolonged and diflicult than is the case even in complicated monoalphsr 
betic substitution with variants, as will later be seen. These are the objects of true polyalpha- 
betic substitution systems. The number of such systems is quite large, and it will be possible to 

(1) 
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describe in detail the cryptan@eis of only a few of the more common or typical examplea of 
methods encountered in practical military communications. 

d. The three methods, (1) single-equivalent monoalphabetic substitution, (2) monoalpha- 
bet& substitution withy variants, and (3) true polyalphabetic substitution, show the following 
relationships as regards the equivalency between plain-text and cipher-text unite: 

A. In method (I), there is a set of 26 symbols; a plain&xt letter is always represented by 
one and only one of these symbois; conversely, a symbol always repreaente the same piain=text 
letter. The equivalence between the plain-text and the cipher letters is constant in both enci- 
pherment and decipherment. 

B. In method (2), there is a set of n symbols, where 1) may be any number greater than 26 
and often is a multiple of that number; a plain4ext letter may be represented by 1,2, 3, . . . 
Merent symbols; conversely, a symbol always representi the same plain-text letter, the same as 
is the case in method (I). The equivalence between the plain-text and the cipher letters is 
variable in encipherment but constant in decipherment.l 

C. In method (3) there is, as in the first method, a set of 26 symbols; a plain-text letter 
may be represented by 1,2,3, . . . 26 diRerent symbols; convemely, a symbol may repreeent 
1, 2, 3, . . . 26 difEerent plain text letters, depending upon the system and the specS~ key. 
The equivalence between the plain-text and the cipher letters is variable in both encipherment 
and decipherment. 

2. Primary clastioation oi polyalphabetio systems.--a. A primary &r&cation of poly- 
alphabetic systems into two rather distinct typee may be made: (1) periodic systems and (2) 
aperiodic system& When the enciphering prooees involves a cryptographic treatment which is 
repetitive in character, and which results in the production of cyclic pW in the crypto- 
graphic text, the system is termed p&&c. When the enciphering process is not of the type 
described in the foregoing general terms, the system is termed aperio&. The substitution in 
both cases involvea the use of two or more cipher alphabeta. 

b. The cyc+ phenomena inherent in a periodic system may be exhibited externally, in 
which case they are said to be paten& or they may not be exhibited exteunally, and must be un- 
covered by a preliminary step in the analyeia, in whioh case they are said to be Zutent. The 
periodicity may be quite definite in nature, and therefore determinable with mathematical 
exactitude allowing for no variability, in which case the periodicity is said to be&&. In other 
instancea the periodicity is more or less flexible in character and even though it may be deter- 

* There is a monoalphabetio method in wbioh the inveme result obtains, the aormapondencs being am&ant 
in endpberme It but variable in cbaiplmmmnt; tbia ir a method not found in the usual books on uryptographp 
but in an woay on that aubjeat by Edgar AUan Poe, e&i&d, in oome editiona of h& worko, A )%w wor& on moral 
dng and, in other editiona, Cryptograpliy. The method ir to draw up an endphering alphabet mmh M the 
foUowing (u&g Poe’s example): 

ABCbEFCHIJKLYNOPeQRSTUVWXYZ 
cipllee-- SUAVITERINYODOFORTITERINRE 

In auoh an alphabet, beoau& of repetition8 in the dpher component, the plein-text equivalenta am aubjeet to a 
oondderable degree of variability, (Y will be m in the deoiphsring dphabetz 

Clpk- ABCDEFGHIJKLYNOPQRSTUVWXYZ 
C 

- ( 

MOO E XJL HAFBD 
U I XN QR 

..- Z 
1” 

P V T 
P 

ThlrtypeofvariabiUtygiva~foq&&uitieeindeaiphermeak AdpeatgroupeuehruTXE.wouIdyfdd 
mmh plain-text sequences as REG, FIG, TW, REU, eta., whioh aould be mad only by cenfu&. No w of mzah a 
oharmterwouldbapraetiedformrloumuaqe. Forafurtherdiaoumionofthiatypeofdpherdphabatwe 
Friedman, William Y., Etlqnr .4Utan he, C~rpto~apher, R&d corps Balletinn NOR. 97 (Jui~-Bept.) and 98 
(Oat.-Dee.), 1937. 
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times. If a short key is employed, repetitions may be plentiful. For example, note the fol- 
lowing, in which S, is the interruptor letter: 

Key .___....._......_____ B A N D S B A N D S B A N D S B A N D S B A N B A N D S B A N D S B 
Plain~...~..~------~-~.~~ F R 0 M F 0 U R F I V E T 0 F 0 U R F I F T E E N A h4 B A R R A G E 
Cipher . . . .._ ------_- ____ K T A K 7 W X I I D ACBNZWXIIDKWSJONKTBTIDHJ 

c. This last example gives a clue to one method of attacking this t.ype of system. There 
will be repetitions within short sections, and the interval between them will sometimes permit 
of ascertaining the length of the keg. In such short sections, the letters which intervene between 
the repeated sequences may be eliminated as possible interruptor letters. Thus, the letters 
A, C, B, and N may be eliminated, in the foregoing example, as interruptor letters. By extension 
of &is principle to the letters intervening between other repetitions, one may more or less 
quickly ascertain what letter serves as the interruptor. 

d. Onre the interruptor letter has been found, the next step is to break up the message 
into “uninterrupted” sequences and then attempt a solution by superimposition. The prin- 
ciples explained in paragraph 20 need only be modified in minor respects. In the first place, in 
this case the columns of text fcrmed by the superimposition of uninterrupted sequences will 
be purely monoalphabetic, whereas in the case of the example in paragraph 20, only the very 
first column is purely monoalphabetic, the monoalphabeticity falling off very rapidly with the 
2d, 3d, . . . columns. Hence, in this case the analysis of the individual alphabets should be 
an easier task. But this would be counterbalanced by the fact that whereas in the former case 
the cryptanalyst, is dealing with the initial words of messages, in this case he is dealing with 
interior portions of the text and h&no way of knowing where a word begins. The latter remarks 
naturally do not apply to the case where a whole set, of messages in this system, all in the same 
key, can be subjected to simultaneous study. In such a case the cryptanalyst would also have 
the initial words to work upon. 

22. Concluding remarks.--a. The preceding two paragraphs both deal with the first and 
simplest of the three basic cases referred to under paragraph 18. The second of those cases 
involves considerably more work in solution for the reason that when the interruption takes 
place and t,he keying sequence recommences, the latter is not invariably the initial point of the 
sequence, as in the first case. 

b. In the second of those cases the interruptor causes a break in the keying se,quence and 
a recommencement at any one of the 10 keying elements. Consequently, it is impossible now 
merely to superimpose sections of the text by shifting them so that their initial letters fall in 
the same column. But a superimposition is nevertheless possible, provided the interruptions 
do not occur so frequently 2 that sections of only a very few letters are enciphered by sequent 
keyletters. In order to accomplish a proper superimposition in this case, a statistical test 
is essential, and for this a good many letters are required. The nature of this test will be 
explained in Section XI. 

c. The same thing is true of the last of the three cases mentioned under paragraph 18. 
The solut,ion of a case of this sort is admittedly a rather difficult matter which will be taken up 
in its proper place later. 

d. (1) In the cases thus far studied, either the plain-text groupings were variable in length 
and were enciphered by a constant-length key, or the plain-text groupings were constant in 

2 When no inierruptor or “influence letter” is used, the ir#erruption or break in the keying sequence occurs 
after the encipherment of a definite number of letters. Once this number has been ascertained, solution of 
subsequent messages is very simple. 
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CRYPTOGRAM 

BTTRV ODOWV EQVZD FGJOB HDOSS J H I . . . etc. 

(3) The foregoing system is only a minor modification of the simple case of ordinary word 
length encipherment as explained in Section II. If standard cipher alphabets are used, the 
spasmodic interruption and the presence of the interruptor letter would cause no difficulty 
whatever, since the solution can be achieved mechanically, by completing the plain-component 
sequence. If mixed cipher alphabets are used, and the primary components are unknown, 
solution may be reached by following the procedure outlined in Sections II and III, with such 
modifications as are suitable to the case. 

e. It is hardly necessary to point out that, the foregoing types of aperiodic substitution are 
rather unsuitable for practicai military usage. Encipherment is slow and subject to error. In 
some cases encipherment can be accomplished only by single-letter operation. For if the 
interruptor is a cipher letter the key is interrupted by a letter which cannot be known in advance; 
if the interruptor is a plain-text letter, while the interruptions can be indicated before encipher- 
ment is begun, the irregularities occasioned by the interruptions in keying cause confusion and 
quite materially retard the enciphering process. In deciphering, the rate of speed wol!ld be 
just as slow in either method. It is obvious that one of the principal disadvantages in all these 
methods is that if an error in transmission is made, if some letters are omitted, or if anything 
happens to the interruptor letter, the message becomes difficult or impossible to derryptograph 
by the ordinary code clerk. Finally, the degree of cryptographic security attainable by most 
of these methods is not sufficient for military purposes. 
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SECTION VI 

REVIEW OF AUTO-KEY SYSTE?vlS 

The two basic methods of auto-key encipherment ______________________ - ____________________________ 23 

23. The two basic methods of auto-key encipherment.--a. In auto-key encipherment there 
are two possible sources for successive key letters: the plain text or the cipher text of the message 
itself. In either case, the initial key letter or key letters are supplied by preagreement between 
the correspondents; after that the text letters that are to serve as the key are displaced 1, 2, 3, 
. . . intervals to the right, depending upon the length of the prearranged key. 

b. (1) dn example of plain-text keying will 6rst be shown, to refresh the student’s recollec- 
tion. Let the previously agreed upon key consist of a single letter, say X, and let the cipher 
alphabets be direct, standard alphabets. 

Key _____________________ X N 0 T I F Y Q U A R T E R M A S T E R . . 
Plain ___________________ N 0 T I F Y Q U A R T E R M-A S T E R . . . 
Cipher __________________ K B H B N D 0 K U R K X V D M S L X V . . . 

(2) Instead of having a single letter serve as the initial key, a word or even a long phrase 
may be used. Thus (using TYPEWRITER as the initial key): 

Key _____________________ T Y P E W R I T E RI N 0 T I F Y Q U A R . . 
Plain _________ - _________ N 0 T I F Y Q U A R T E R M A S T E R . . . 
Cipher __________________ G M I M B P Y N E I G S K U F Q J Y R . . . 

c. (1) In cipher text auto keying the procedure is quite similar. If a single initial key letter 
is used: 

Kc- _____________________ Xl K Y R Z E C S M M D W A R D D V 0 S . . . 
Plain ___________________ N 0 T I F Y Q U A R T E R M A S T E R . . . 
Cipher __________________ K Y R Z E C S M M D W A R D D V 0 S J . . . 

(2) If a key word is used: 

Key _____________________ T Y P E W R I T E R] G M I M B P Y N E I . . 
Plain ___________________ N 0 T I F Y Q U A R T E R M A S T E R . . . 
Cipher __________________ G M I M B P Y N E I Z Q Z Y B H R R V . . . 

(3) Sometimes only the last cipher letter resulting from the use of the prearranged key 
word is used as the key letter for enciphering the auto-keyed portion of the text. Thus, in the 
last esample, the plain text beginning TEPMASTER would be enciphered as follows: 

Key _____________________ T Y P E W R I T E RI I B F W I I A T X . . . 
Plain ___________________ N 0 T I F Y Q U A R T E R M A S T E R . . . 
Cipher __________________ G M I M B P Y N E I B F W I I A T X 0 . . . 

(28) 
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d. In the foregoing examples, direct standard alphabets are employed; but mixed alphabets, 
either interrelated or independent, may be used just as readily. Also, instead of the ordinary 
type of cipher alphabets, one may employ a mathematical process of addition (see par. 40j of 
Special Text Ko. 166, Advanced Military Cryptography) but the difference between the latter 
process and the ordinary one using sliding alphabets is more apparent than real. 

e. Since the analysis of the case in which the cipher text constitutes the auto key is usually 
easier than that in which the plain text serves this function, the former will be the first to be 
discussed. 

4828610-u-3 
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SECTION VII 

SOLUTION OF CIPHER-TEXT AUTO-KEY SYSTEMS 

Paragraph 

Solution of cipher-text auto-keyed cryptograms x-hen known alphabets are employed _____________________________ 24 
General principles underlying solution of cipher-text auto-keyed cryptograms by frequency analysis..----.--- 25 
Frequency distributions required for solution ________________________________________------------------------------------------ 26 
Example of solution by frequency analysis ________________________________________--------------------------------------------- 27 
Example of solution by analysis of isomorphisms ________________________________________------------------------------------- 28 
Bpecial case of solution of cipher-text auto-keyed cryptograms ________________________________________------------------- 29 

24. Solution of cipher-text auto-keyed cryptograms when known alphabets are employed.- 
a. (1) First of all it is to be noted that if the cryptanalyst knows the cipher alphabets which 
were employed in encipherment, the solution presents hardly any problem at all. It is only 
necessary to decipher the message beyond the key letter or key-word portion and the initial part 
of the plain text enciphered by this key letter or key word can be f?lled in from the context. 
An example, using standard cipher alphabets, follows herewith: 

CRYPTOGRAM 

WSGQV OHVMQ WEQUH AALNB NZZMP ESKD 

(2) writing the cipher text as key letters (displaced one interval to the right) and deciphering 
by direct standard alphabets yields the following: 

Key--- _._ ___ ___ _ _ WSGQVOHVMQWEQUHAALNBNZZMPESK 
Cipher ___________ W S G Q V 0 H V M Q W E Q U H A A L N B N Z Z M P E S K D 
Plain _____________ WOKFTTOREGIMENTALCOMMANDPOST 

(3) Trial of the word REPORT as the initial word of the message yields an intelligible word 
as the initial key: FORCE, so that the message reads: 

Key _____________________ F 0 R C E V 0 H V M Q . . 
Cipher __________________ W S G Q V 0 H V M Q . . . 
Plain ____________________ R E P 0 R T T 0 R E . . . 

(4) A semiautomatic met,hod of solving such a message is to use sliding normal alphabets 
and align the strips so that, as one progresses from left to right, each cipher letter is set opposite 
the letter A on the preceding strip. Taking the letters VMQWEQUHA in the foregoing example, 
note in Figure 7 the series of placements of the successive strips. Then not.e how the successive 
plain-text letters of the word REGIMENT reappear to the left of the successive cipher letters 
MQWEQUHA . 

WI 
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AVHXTXUO 
BWIYUYOIP 
CXJZVZPJQ 
DYKAWAQKR 
EZLBXBRLS 
FAMCYCSMT 
GBNDZDTNU 
HCOEAMOV 
IDPFBFVPW 
JEQGCGWQX 
KFRHDHXRY 
LGSUIYSZ 
MHTJFJZTA 
NIUKGKAG 
OJVLHLBVC 
PKWMIMCWD 
QLXNJNDXE 
UYOKOEYF 
SNZPLPFZE 
TOAQMQGAH 
UPBRNRHBI 
VQCSOSICJ 
WRDT.PTJDK 
XSEUQUKEL 
YTFVRVLFM 
ZUUSWMGN 

FIGWL 7. 

b. If, as a result of the analysis of several messages (as described in par. 25), mixed 
primary components have been reconstructed, the soIution of subsequent messages may readily 
be accomplished by following t,he procedure outlined in a above, since in that case the cipher 
alphabets have become known alphabets. 

25. General principles und’erlying solution of cipher-text auto-keyed cryptograms by 
frequency analysis-o. First of all, it is to be noted in connection with cipher-text auto-keying 
that repetitions will not be nearly as plentiful in the cipher text as they are in the plain text, 
because in this system before a repetition can appear two things must happen simultaneously. 
First, of course, the plain-text sequence must be repeated, and second, one or more cipher-text 
letters (depending upon the length of the introductory key) immediately before the second appear- 
ance of the plain-text repetition must be identical with one or more cipher-text letters immediately 
before the first appearance of the group. This can happen only as the result of chance. In 
the following example the introductory key is a single letter, X, and d&t standard components 
are used in the usual Vigenere manner: 

Key _______ _ __ _ _______ XCKBTMDHNVHLY....KDKSJMDHNVHLY 
Plain _________________ FIRSTREG-IMENT....THIRDREGIMENT 
Cipher _______________ CKBTMDHNVHLYR...KDKSJMDHNVHLYR 
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The repeated plain-text word, REGIMENT, has only 8 letters but the repeated cipher-text group 
contains 9, of which only the last 8 letters actually represent the plain-text repetition. In 
order that the word REGIMENT be enciphered by D H N V H L Y R the second time this 
word appeared in the test it was necessary that the key letter for its first letter, R, be M both 
times; no other key letter will produce the same cipher sequence for the word REGIMENT in this 
case. Each different key letter for enciphering the first letter of REGIMENT will produce a 
different encipherment for the word, so that the chances 1 for a repetition in this case are roughly 
about 1 in 26. This is the principal cause for the reduction in repetitions in this system. If 
an introductory key of two letters were used, it would be necessary that the two cipher letters 
immediately before the second appearance of the repeated word REGIMENT be identical with 
the two cipher letters immediately before the first appearance of the word. In general, then, 
an n-letter repetition in the cipher text, in this case, represents an (n-k)-letter repetition in the 
plain text, where n is the length of the cipher-text repetition and k is the length of the introductory 
key. 

b. There is a second phenomenon of interest in connection with the cipher-text auto-key 
method. Let the letter opposite which the key letter is placed (when using sliding components 
for encipherment) be termed, for convenience in reference, “the base letter.” normally the 
base let,ter is the initial letter of the plain component, but it has been seen in preceding tests 
that this is only a convention. Kow when the introductory key is a single letter, if the base 
letter occurs as a plain-text letter its cipher equivalent is identical with the immediately pre- 
ceding cipher letter; that is, there is produced a double letter in the cipher text, no matter what 
the cjpher component is and no matter what the key letter happens to be for that encipherment. 
For example, using the H Y D R A U L I C . . . X Z sequence for both primary com- 
ponents, with H, the initial letter of the plain component as the base letter, and using the 
introductory key letter X, the following encipherment is produced: 

Key ________________________ XJOIIFLYUTTDKKYCXG 
Plain ______________________ M A N H A T T A N H I G H J I N K S 
Cipher ____________________ J 0 5 F L Y U TT D KK Y C X G L 

Note the doublets II, TT, KK. Each time such a doublet occurs it means that the second letter 
represents H,, which is the base letter in this case (initial letter of plain.component). xow if 
the base letter happens to be a high-frequency letter in normal plain text, for example the letter 
E, or T, then the cipher text will show a large number of doublets; if it happens to be a low-fre- 
quency letter the cipher text will show very few doublets. In fact, the number of doublets 
will be directly proportional to the frequency of the base letter in normal plain text. Thus, 
if the cryptogram contains 1,000 letters t,here should be about 72 occurrences of doublets if 
the base letter is A, since in 1,000 letters of plain text there should be about 72 A’s. Conversely, 
if a cryptogram of 1,000 letters shows about 72 doublets, the base letter is likely to be A; if it 
shows about 90, it is likely to be T, and so on. Furthermore when a clue to the identity of the 
base letter has been obtained in this manner, it is possible immediately to insert the corresponding 
plain-text letter througho?!t the text of the message. The distribution of this letter may not 
only serve as a check (if no inconsistencies develop) but also may lead to the assumption of 
values for other cipher letters. 

c. When the introductory key is 2 letters, then this same phenomenon will produce groups 
of the formula ABA, where A and B may be any letters, but the first and third must be identical. 
The occurrence of patterns of this type in this case indicates the encipherment of the base lett.er. 

1 If all the cipher letters appeared with equal frequency the chances would be exactly 1 in 26. But certain 
letters appear with greater frequency because some plain-text letters are much more frequent than others. 
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d. The phenomena noted above can be used to considerable advantage in the solution of 
cryptograms of this type. For instance, if it is hewn that the ordinary Vigenere method of 
encipherment is used (0, ,? = 6, ,1 ; 0pll=0e12), then the initial letter of the plain component is 
the base letter. If, further, it is known that the plain component is the normal direct sequence, 
then the base letter is A and a word such as BATTALION 4l be enciphered by a group having 
the formula AABCCDEFG. -- If the plain component is a mixed sequence and happens to start 
with the letter E, then a word such as ENmY would be enciphered by a sequence having the 
formula @JCD.2 Sequences such as these are, of course, idiomorphic and if words yielding 
such idiomorphisms are frequent in the text there will be produced in the latter several or many 
cases of isomorphism. When these are analyzed by the principles of indirect symmetry of 
position, a quick solution may follow. 

e. A final principle underlying the solution of cipher-text auto-keyed cryptograms remains 
to be discussed. It concerns the nature of the frequency distributions required for the analysis 
of such cryptograms. This principle will be set, forth in the next paragraph. 

26. Frequency distributions required for solutiom-u. Consider the message given in 
paragraph 23c (1). It happens thnt the letter R, occurs twice in this short message and, because 
of the nature of the cipher-text auto-keving method, this letter must also appear twice in the 
key. Kow it is obvious that all plain-text letters enciphered by key lett,er Rh will be in the same 
cipher alphabet; in other words, if the key text is “offset” one letter to the right of the cipher 
text, then every cipher letter which immediately follows an R, in the cryptogram will belong to the 
same cipher alphabet, and this alphabet may be designated conveniently as the R cipher alphabet. 
Now if there were sufhcient text, so t,hat there were, say, 30 t’o 40 RO’s in it, then a frequency 
distribution of the letters immediately following the Rc’s will exhibit monoalphabeticity. 
Vi%at has been said of the letters following the Rc’s applies equally well to the letters following 
all the other letters of the cipher text, the AC’s, Be’s, Cc’s, and so 0x1. In short, if 26 distributions 
are made, one for each letter of the alphabet, showing the cipher letter immediately succeeding 
each different letter of the cipher text, then the text of the cryptogram can be allocated into 26 
uniliteral, monoalphabetic frequency distributions which can be solved by frequency analysis, 
providing there are sufficient data for this purpose. 

b. The foregoing principle has been described as pertaining to the case when the introductory 
key is a single letter, that is, when the key text is “offset” or displaced but one interval to the 
right, of the cipher text. But it applies equally to cases wherein the key text is offset more than 
one interval, provided the frequency distributions are based upon the proper interval, as deter- 
mined by the displacement due to the length of the introductory key. For instance, suppose 
the introductory key consists of two letters, as in the following example: 

Key text _______________ -_ UIMRHFHGFNQRXOMRMVWEE 
Plain text ________________ RELIABLEINFORMATION.. 
Cipher text ______________ MRHFHGFNQRXOMRMVWEE.. 

The key text in this case is offset two intervals to the right of the cipher text and, therefore, fre- 
quency distributions made by taking the cipher letters one interval to the right of a given cipher 
letter, each time that lett,er occurs, will not be monoalphabetic because some letter not related 
at all to the given cipher letter is the key letter for enciphering the letter one interval to the 
right of the latter. For example, note the three R,‘s in the foregoing illustration. The first 
R, is followed by H,, representing the encipherment of L, by Mr; the second R, is followed by X,, 
representing the encipherment of FD by Qr; the third R, is followed by M,, representing the en- 
cipherment of A, by M&. The three cipher letters H, X, and M are here entirely unrelated and do 

1 Six letters are shown because the idiomcrphism in this case extends over that many letters. 
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not belong to the same cipher alphabet because they represent encipherments by three diffrrcnt 
key letters. On the other band, the cipher letters two intervals to the right of the Rl’s, viz, 
F, 0, and V, are in the same cipher alphabet because these cipher letters are the results of en- 
ciphering plain-text letters I, 0, and T, respectively, by the same key letter, R. It is obvious, 
then, that when the introductory key consists of two letters and the key test is displaced two 
intervals to the right of the cipher text, the proper frequency distributions for mononlphabeticitp 
will be based upon the letter at the second interval to the right of each cipher letter. Likewise, 
if the introductory key consists of three letters and the key text is displaced three intervals to 
the right of the cipher text, the distributions must be based upon the third interval, and so on! 
in each case the interval used correspondin g to t.he amount of displacement between key text 
and cipher text. 

c. Conversely, in solving a problem of this type, when the length of the introductory key 
and therefore the amount of displacement are not known, the a.ppearance of the frequency dis- 
tributions based upon various intervals after each different cipher letter will disclose this un- 
known factor, since only one set of distributions will exhibit monoalphabeticity and the interval 
corresponding to that set will be the correct interval. 

d. Application of these principles will now be made, using a specific example. 
27. Example of solution by frequency analysis.--a. It will be assumed that previous studies 

have disclosed that the enemy is using the cipher-text auto-key system described. It will be 
further assumed that these studies have also disclosed t,hat (1) the introductory key is usually a 
single letter, (2) the usual Vigenbre method of employing sliding primary components is used, 
(3) the plain component is usually the normal direct sequence, the cipher component a mixed 
sequence which changes daily. The following crypt.ograms, all of the same date, have been 
intercepted: 

IJXWX 
QZSXD 
EHHLM 
CARPH 
TDIQK 
OKNTB 

GRVRM 
RTNJU 
FHIJA 
FFNFI 
AOOXD 

RWKAO 
MWTQO 
LAQYU 

EECDA 
HIFEL 
RVCUR 
MGLDY 
KMLTU 
TZJOQ 

ZWKXG 
AKOBL 
QBMLT 
BWNYS 
BUYNK 

LTCJM 
HQVGX 

MESSAGE 1 

CNQET 
NNJJI 
GDIEQ 
FYTCD 
RQGGN 
YSCDI 

MESSAGE 11 

WPCKK 
NLMWK 
PURRS 
TCETP 
LBWCD 

MESSAGE III 

ZDKVU 
CHOLM 

UKNMV 
DIVEY 
SGTAR 
GYFKR 
KMKIX 
DGETX 

RMXAN 
YYZJU 
UEQEV 
DGTTZ 
GGKXX 

JCDDY 
WVGRK 

DIWPP 
GTCZM 
JJQQY 
FKSET 
JXWKA 
GXXXX 

JCCXU 
CSUHF 
ZEYGC 
RRQHQ 

BZELM 
IBRXD 

KIROZ TQYUX 
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XJJPM 
TUTCV 
SUMUJ 

GISUH 
XCTBS 
HAGIE 
PSFAJ 
WPVIB 
MUZEL 
FORSA 

TBJPA 
BDAQY 
CECZM 

TBJPA 
SFTQT 
XUKTX 
FXXXX 

LTZKX 
GRJPF 
CSLGX 

WZHST 
FKIRH 
WMEHH 
UQZHZ 
OBCCX 
YOOVU 
JLNQM 

ARYYP 
MMTTF 
MWOHC 

QAAZT 
CJJGJ 
GGBOX 

35 

DRESSAGE IV 

ECAQZ 
FDIPP 
HXMOZ 

AIEsS.~GE V 

TZOID 
MMVYM 
LMWKY 
MTFHZ 
NNDGI 
JWKIE 
BQXXX 

&~ESSAGE VI 

VHIDI 
UUNMG 
FOBHV 

RXALX 
OVMRG 
MXDID 

NTTOC 
DIXCE 
EKAQI 

DHOOV 
IIVUU 
PPDQZ 
MLACZ 
ESJOC 
IBBCZ 

TUXNJ 
QPUXM 
NKAZC 

FKKME 
LVWTT 
SPBSF 

ONDUC 
SETWW 
SUAOX 

NBTJG 
CZMJE 
GBOIW 
ROVDI 
KBJHQ 
AJIEF 

MXGSS 
OVUYE 
KMXXX 

IAABD 
JUAWL 
LYZKC 

b. A distribution table of the type described in paragraph 256 is compiled and is shown as 
Figure 8 below. In making these distributions it is simple to insert a tally in the appropriate 
cell in the pertinent horizontal line of the table, to indicate the cipher letter which immediately 
follows each occurrence of the letter to which that line applies. Obviously, the best method of 
compiling the data is to handle the text digraphicnlly, taking the first and second letters, the 
second and third, the third and fourth, and so on, and distributing the final letters of the digraphs 
in a quadricular table. The distribution merely takes the form of tally marks, the fiffth being a 
diagonal stroke so as to totalize the occurrences visibly. 
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A 
B 
C 
D 
E 
F 
G 
H 
I 
J 

e:K w 
BL 
Z;M 
dN 
$0 
CP 
hQ 

R 
S 
T 
U 
V 
W 
X 
Y 
Z 

C. 
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SECOND LETTER 

ABCDEFGHI JKLMNOPQRSTUVWXYZ 

I __---_ 
I /I .----_ 
I i Ill .----- 

l/ .---_- 
I I /I .----- 

/ I 

I / l//l IN/ I 
----- 
l/l I I I I Iii I 
----- 

/ // I 

I/ II .-w-e--_ 
/I //I 'ii 

-------- 
//I / I .------_ 

Ml I 

I Ill/ / II --b---e- 
/I II 

I II _---- 
I I _-_-_ 
I II ----- 
II / I/// .---- 
llil II _-_-- 
il / / I/ 

l/l I w .---- 
I /l/l I 

----- 
I .--__ 

I /I .---- 

.---_ 
II I 

l//l / II _---_-- 
.!!---‘i!!- 

/I// I / .----- 
I I ii _----- 

l/ II .----- 
ii I// 

Fxowr 8. 

The individual frequency distributions give every appearance of being‘monoalphabetic, 
which checks the assumption that the enemy is still employing the same system. The total 
number of letters of text (excluding the final X’s) is 680. If the base letter is A then there should 
be approximately 680X7.2%=49 cases of double letters in the text. There are actually 52 
such cases, which checks quite well with expectancy. The letter A is substituted throughout 
the text for the second letter of each doublet. 

d. The following sequence is noted: 

Message V, line l_________ G I S U H W Z H S ?? Z 0 I fi H 00 V N B T J G 
. . . A.... A..A. . . 

Assume that the sequence DDHOOVNBT represents BATTALION. Then the frequency of H, in the 
D cipher alphabet should be high, since H,=T,. The H has only 2 occurrences. Likewise, the 
frequency of 0, in the H alphabet (=T,) should be high; it is also only 2. The frequency of V 
in the 0 alphabet should be medium or low, since it would equal L,; it is 5, which is too high. 
The rest of the letters of the assumed word are simil~ly checked against the appropriate fre- 
quency distributions, with the result that, on the whole, the assumption that the DDHOOVNBT 
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sequence represents BATTALION does not appear to be warranted. Similar attempts are made 
at other points in the text, with the same or other probable words. Some of these attempts 
may hare to be carried to the point where the placement of values in the tenktire cipher com- 
ponent leads to serious inconsistencies. Finally, attention is fixed upon the following sequence: 

-- 
Message VI, line 2-_..--.--.. B D A Q Y M M T T F fi N M G . . . 

. . . A.A. .A... 
The m.ord MMTTFUUNMG . 

AVAILABLE Is assumed. The appropriate frequency distributions are consulted 

to see how well the actual individual frequencies correspond to the espected ones. 

I ASSUDXld I Fmuency I 
Alpha- 

bet 
e. % Expected Actual 

LOW 

High 
Medium 
Lon 
Medium 
High 

Approri- 
Dlfi!iOU 

I. 
Fair 

Fair 
Good 
Good 
Fair 
Fair 

The assumption cannot be discarded just yet. Let the values derivable from the assumption 
be inserted in their proper places in a cipher component, and, using the latter in conjunction 
with a normal direct sequence as the plain component, let an attempt be made to find corrobora- 
tion for these values. The following placements may be made: 

Plain__-__-_-_________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y 2 
Cipher _______________ M F G UN T 

The letter M, appears twice in the cipher sequence and when this partinlly reconstructed cipher 
component is tested it is found that the value L,(N,)=M, is corroborated. Having the letters 
M, F, G, U, N, and T tentatively placed in the cipher component, it is possible to insert certain 
plain-text values in the text. For example, in the M alphabet, Fc==DD, G,=&, Uc=Op, N,-P,, 
T,=V,. In the F alphabet, Go=Bp, U,=L,, Nc=Mp, T,=S,, M,=X,. The other letters yield 
additional values in the appropriate alphabets. The plain-text values thus obtainable are 
inserted in the cipher text. No inconsistencies appear and, moreover, certain “good” digraphs 
are brought to light. For instance, note what happens here: 

Key ____________ . UQZH ZMTFH ZMLAC Z 
Message V, line 4 __________________ Cipher _________ U Q Z H Z M T F H Z M L A C Z . 

Plain ________--- VI 

Now if the letter H can be placed in the cipher component, several values might be added to this 
partial decipherment. Noting that F and G are sequent in the cipher component, suppose H 
follows G therein. Then the following is obtained: 

Key ____________ . UQZH ZMTFH ZMLAC Z 
Message V, line 4 __________________ Cipher _________ U Q Z H Z M T F H Z M L A C Z . 

Plain ___________ VIC 
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Suppose the VIC is the beginning of VICINITY. This assumption permits the placement of 
A, C, L, and Z in the cipher component, as follows: 

Plain- ._______________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher _______________ M A FGH L ZUN T C 

These additional rnlues check in very nicely and presently the entire cipher component is 
reconstructed. It is found to be as follows: 

Plain.. _______________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher _______________ M A B F G H J K L Q S V X Z U N D E R W 0 T Y P I C 

The key phrase is obviously UNDERV;OOD TYPEWRITER COMPANY. All the messages now may 
be deciphered with ease. The following gives the letter-for-letter decipherment of the first 
three groups of each message: 

I (Introductory key: K) 

Key __________.____________ fl I J X W XEECD 
Cipher ____________________ T J X W X EECDA 
Plain _____ _ ________________ R I G H T FAIRL 

II (Introductory key: E) 

ACNCQ 
CNQET 
YQUIE 

Key _______________________ g G R V R MZWKX 
Cipher ____________________ G R V R M ZWKXG 
Plain ______________________ N 0 T H I NGOFS 

III (Introductory key: R) 

GWPCK 
WPCKK 
PECIA 

Key _______________________ Fj R W K A OLTCJ 
Cipher ____________________ R W K A 0 L T C J hl 
Plain _______.______________ A B 0 U T ONEHU 

IV (Introductory key: J) 

MZDKV 
ZDKVU 
NDRED 

Key _______________________ 4 X J J P MLTZK 
Cipher __________._________ X J J P M LTZKX 
Plain ______________________ G U A R D INSUF 

V (Introductory key: E) 

XECAQ 
ECAQZ 
FICIE 

Key _______________________ fl G I S U HWZHS 
Cipher ____________________ G I S U H WZHST 
Plain ______________________ N U M E R OUSFL 

VI (Introductory key: B) 

TTZOI 
TZOID 
ASHES 

Key _______________________ BI T B J P AARYY 
Cipher ____________________ T B J P A ARYYP 
Plain ______________________ T H E R E AREAB 

VII (Introductory key: B) 

PVHID 
VHIDI 
OUTS1 

Key _______________________ a T B J P AQAAZ TRXAL 
Cipher ____________________ T B J P A QAAZT RXALX 
Plain ______________________ T H E R E ISAMI XUPHE 

. . . 

. . . 
* . . 

. * . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 

. . . 
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e. In the foregoing example the plain component was the normal direct sequence, so that 
with the 1~igenPre method of encipherment the base letter is A. If the plain component is a 
mixed sequence, the base letter may no longer be A, but in accordance with the principle set 
forth in paragraph 23, the frequency- of doublets in the cipher t,ext w-ill correspond with the 
frequent\- of the base letter as a lettw of normal plein test. If a good clue as to the identity 
of this letter is afforded by the frequency of doublets in the cipher text, the insertion of the 
corresponding base letter in the plain test, will lead to further clues. The solution from there 
on can be handled along the lines indicated above. 

28. Example of solution by analysis of isomorphisms.--a. It u-as stated in paragraph 23 
that, in cipher-text auto-keying the production of isomorphs is 
that analysis of these isomorphs may yield a quick solution. i I1 1 
be studied. 

a frequent phenomenon and 
example of this sort, u-ill now 

b. Suppose the following cryptograms hare been intercepted: 

USYPW 
BtiKVB 
PMYUC 
TCVNI 
EFAAG 
ATNNB 
NXQWH 
TNKKU 

BIIBF 
X R S C T 
KTTCF 
JOEYM 

HALOZ 

1 

TRXDI M L E X R KVDBD 
MAMMO TXXBW ENAXM 
NEVVJ LKZEK URCNI 

EKKLR VRFRF XDDQQ 
ZRLFD 
OUPIT 
UVEVY 
XLODL 

NDSCD MPBBV 
JLXTC VAOVE 
PLQGW UPVKU 
WTHCZ R 

GRXLG 
KVBWK 
KVKRO 
RPEEW 

JRRVM 
KZEKU RFRFX 
XAGXD MCUNX 
BJNNB ITMLJ 

2 

HOUZO LLZNA 
OTGUQ QFJOC 
BOEPL QIGNR 
HOTJO CRIIX 

3 

MHCVB YUHAO 
YBHAL ZOFHM 
XLXGZ JPWUI 
OOSEA ATKPB 

DQGSU 
QLZIX 
FQFNN 
XROCS 
DEWRR 
YJJLK 
BMMLB 

MHCTY 
YYBVK 
IQOVJ 
OZETZ 

EOVAC 
RSJYL 
FDBBY 
Y 

NSFBO 
DIXGZ 
YGSIJ 
SJTBV 
NQICH 
DMLEG 
OAEOT 

SCAAT 
IXDMT 
YKIPH 
NK 

QVVJL 
APGRS 
PVFZN 

c. Frequency distributions are made, based upon the 2d letters of pairs, as in the preceding 
example. The result is shown in the t,able in figure 9. The data in each distribution are rela- 
tively scanty and it would appear that the solution is going to be a rather dif5cult matter. 
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SECOND LETTER 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 

) / ) i-i-~-i-l’i-l-l-l--,---I--i--‘------ - 
1 I/ i ::/ I; 1 1 Iii 1 1; 1 / / 1 / 1 1 1 D 

/ 1: 11 I: .-!------- 
i ’ ii ___------ 

i! I/ ,i .-------- 
li .---_----- i / I 

_------ 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 
FIGURE 3. 

d. However, before becoming discouraged too quickly, a search is made throughout the 
text to see if any isomorphs are present. Fortunately there appear to be several of them. 
Note the following: 

i 

(1) * DBDDQGSUNSFBOBEK... 
Message lo--- (2) . NEGJLKZEKURCNIF... 

(3) - T N Q U X k 0 D L W T H C Z R 1 end of message 

Yiessage 2 _._________ (4) . C R u X 0 z E T z N K 1 end of message 

Message 3.~-~--~-~~-(5) . CQEJLKZEKURFRFX... 

First, it is necessary to delimit the length of the isomorphs. Isomorph (2) shows that the iso- 
morphism begins with the doubled letters. For there is an E before the V V in that case and also 
an E within the isomorph; if the phenomenon included the E, then the letter immediately before 
the D D in the case of isomorph (1) would have to be an N, to match its homolog, E, in isomorph 
(2), which it is not. Corroborating data are given by isomorphs (3), (4), and (5) in this respect. 
Hence, we may take it as established that the isomorphism begins with the doubled letters. 
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As for the end of the isomorphism, the fact that isomorphs (2) and (5’1 are the same for 10 letters 
seems to indicate that that is the length of the isomorphism. The fact that message 2 ends 2 
letter.. after the last “tie-in” letter, Z, corroborates this assumption. It is at least certain that 
the isomorphism does not extend beyond 11 letters because the recurrence of R in isomorph (5) 
is not matched by the recurrence of R in isomorph (2), nor by the recurrence of T in isomorph (3). 
Hence it may be assumed that the isomorphic sequence is probably 10 letters in length, possibly 
11. But to be on safe ground it is best to proceed on the lo-letter basis. 

e. Applying the principles of indirect symmetry to the superimposed isomorphs, partial 
chains of equivalents may be constructed and it happens in this case that practically the entire 
primary component may be established. Let the student confirm the fact that the following 
sequence may be derived from the data given: 

1 2 3 4 6 6 7 8 9 10 11 12 13 14 15 16 17 18 IQ 20 21 22 23 ?A 2.5 2a 

TEZKR.IVF...Q.WG.NUSBXJDOL 

The only missing letters are A, C, H, h!, P, and Y. By use of the nearly complete sequence on the 
text it will be possible to place these 6 letters in their positions in the cipher component. Or, if a 
keyword-mixed sequence is suspected, then the sequence which was reconstructed may be merely 
a decimation of the original primary sequence. By testing the partial sequence for various 
intervals, when the seventh is selected the following result is obtained: 

1 2 3 4 6 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 U 25 26 

TVWXZ..DR.ULI.BEFGJK.NO.QS 

The sequence is obviously based on the keyword HYDRAULIC, and the complete primary cipher 
component is now available. The plain component is then to be reconstructed. A word must 
be assumed in the text. 

j. A good probable word to assume for the lo-letter repetition found in messages 1 and 3 
is ARTILLERY. This single assumption is sticient to place 7 letters in the plain component. 
Thus: 

Key ________________ . . . VVJLKZEKUR... 
Plain ______________ . . . A R T I L L E R Y . . . . 
Cipher _____________ . . VVJLKZEKUR.... 

2346678 9 10 11 12 13 14 16 16 17 I3 10 20 21 22 23 24’ 2d 26 

;...E.. .I..L . . . . . R.T . . . . Y. 

These few letters are sticient to indicate that the plain component is probably the normal 
direct sequence. A few minutes testing proves this to be true. The two components are there- 
fore: 

Plain ______________ A B C D E F G H I J K L M N 0 P Cl R S T U V W X Y Z 
Cipher ____________ HYDRAULICBEFGJKMNOPQSTVWXZ 

With these two components at hand, the decipherment of the messages now becomes a relatively 
simple matter. Assuming a single-letter introductory key, and trying the first five groups of 
message 1 the results are M follows: 

Key ________________ ? U S Y P W T R X D I M L E X R K V D B D D Q G S . . . 
Cipher _____________ U S Y P W T R X D I M L E X R K V D B D D Q G S U . . . 
Plain _______________ ? P H R F Y I V E F I R E 0 F L I G H T A R T I L . . . 
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It is obvious that an introductory key of more than one letter was used, since the first few letters 
yield unint,elligible text; but it also appears that t,he last cipher letter of the introductory key 
u-as used as the introductory key letter for enciphering the subsequent auto-keyed portion of 
the text (see par. 23c(3)). However, assuming that t.he IVE before the word FIRE is the ending 
of the first word of the plain text, and that this word is INTENSIVE, the introductory key word 
is found to be WICKER. Thus: 

Key -_________ WICKER[TRXDIMLEXRKVDBDDQGS... 
. Plain __________ INTENSIVEFIREOFLIGHTARTIL... 
Cipher ________ USYPWTRXDIMLEXRKVDBDDQGSU... 

The beginnings of the other two messages are recoverable in the same way and are found to be 
as follows: 

Key _________________ P R 0 M I S El R X L G H 0 U Z 0 . . 
Plain _________________ R E Q U E S T V I G 0 R 0 U S . . . 
Cipher ______________ B I I B F G R X L G H 0 U Z 0 . . . 

Key __________________ C H A R G EDI R R V M M H C V B . . . 
Plain _________________ S E C 0 N D B A T T A L I 0 N . . . . 
Cipher ______________ H A L 0 Z J R R V ,M M H C V B . . . . 

g. The example solved in the foregoing subparagraphs offers an important lesson to the 
student, insofar as it teaches him that he should not immediately feel discouraged when con-fronted 
with a problem presenting only a small quantity of text and therefore affording what seems at first 
glance to be an insuficient quantity of data for solution. For in this example, while it is true that 
there are insufficient data for analysis by simple principles of frequency, it turned out that 
solution ws achieved without any recourse to the principles of frequency oj occuvence. Here, 
then, is one of those interesting cases of substitution ciphers of rather complex construction 
which are solvable without any study whatsoever of frequency distributions. Indeed, it will 
be found to be true that in more than a few instances the solution of quite complicated cipher 
systems mny be accomplished not, by the application of the principles of frequency, but by 
recourse to inductive and deductive reasoning based upon other considerations, even though 
the latter may often appear to be very tenuous and to rest upon quite flimsy supports. 

29. Special case of solution of cipher-text auto-keyed cryptograms-u. Two messages with 
identical plain tests enciphered according to the method of paragraph 23 c (3) by initial key 
words of different lengths and compositions can be solved very rapidly by reconstructing the 
primary components. The cryptographic tezts of such messages will be isomorphic ajter the initial 
key-word portions. ,hote the two following superimposed messages, in which isomorphism be- 
tween the two cryptograms is obvious nfter their 6th letters: 

-VI I I 
1. T S B J S KBNLO CFHAZ LWJAM BN%S MVJRE 
2. B K K M J XYCXB HRPVO XMUVI YCRCG IKUTD 

-L--------l1 - I 

1. H F P R X C% R% EHFMU HRAXC NFDUB ATFQR 

2. P R E T N HEHTT DPRIW PTVNH CRSWY VJRFT 
W- 
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Starting with any pair of superimposed letters (beginning with the 7th pair), chains of cquira- 
lents are constructed: 

1 a 3 4 s 3 7 8 3 10 11 12 13 14 

l_________________ Z 0 B Y . . . 
2 _________________ L X N C H P E D S G . . , . 
3 -________________ Q F R T J U W M I . . . 
4 _________________ A V K . , . 

By intorpolat,ion, these partial sequences may be united into the key-word sequence: 

HYDRAULICBEFGJKMNOPQSTVWXZ 

b. The initial key words and the plain texts may now be ascertnined quite easily by 
deciphc ring the messages, using this primary component slid against itself. It will be found that 
the initial key word for the 1st message is PENCE, that for the 2d is LATERAL. The reason that 
the cryptographic texts are isomorphic beyond the initial key word portions is, of course, that 
since the text beyond the key word is enciphered auto-key fashion by the preceding cipher letter 
the letters before the last letter of the key have no effect upon the encipherment at all. Hence 
two messages of identical text cannot be other than isomorphic after the initial key-word portions. 

c. The foregoing solution affords a clue to the solution of cases in which the texts of two 
or more messages are not completely identical but are in part ident.ical because they happen to 
have similar begiigs or endings, or contain nearly similar information or instructions. The 
progress in such cases is not so rapid as in the case of messages with wholly identical texts because 
much care must be esercised in blocking out the isomorphic sequences upon which the recon- 
struction of the primary components will be based. 

d. (1) In the foregoing cases, the primary components used to encipher the illustrative 
messages were identical mixed sequences. If nonidentical components are employed, the 
cryptograms present an interesting case for the application of a principle pointed out in a 
preceding text.’ 

(2) Suppose that the three messages of paragraph 27b had been enciphered by using a 
plain component different from the mixed component. The encipherments of the word 
ARTILLERY would still yield isomorphic sequences, from which, as has hen noted, the recon- 
struction of the cipher component can be accomplished. 

(3) Having reconstructed the cipher component (or an equivalent) the latter may be 
applied to the cipher text and a “decipherment” obtained. In this process any sequence of 26 
letters may be used as the plain component and even the normal sequence A . . . Z may be 
employed for this purpose. The word decipherment in the next to the last sentence is enclosed 
by quotation marks because the letters thus obtained would not yield plain text, since the real 
or an equivalent plain component has not yet been found. Such “deciphered” text may be 
termed spurious plain text. But the important thing to note is that this text is now monoalphabetic 
and may be solved by the simple procedure usually employed in solving a monoalphabetic cipher 
produced by a single mired alphabet. Thus, a polyalphabetic cipher may be converted to mono- 
alphabetic terms and the problem much simplified. In other words, here is another example 
of the situations in which the principle of conversion into monoalphabetic terms may be applied 
with gratifying success. It is also an example of the dictum that the use of two differently 
mixed primary components does not really give much more security than does a mixed component 
sliding against itself or against the normal sequence. 

b Military CryplanaJyrir, Part ZZ, p6r. 469. 
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e. (1) If the auto-key method shown in paragraph 23~ (2) had been employed in enciphering 
the two ic!entictl tests ab:J,re, the solution would, of course, have been a bit more difficult.. To 
ili:!5tr:lte such a ra-e. let the two texts be enciphered by key words of the same lengths but 
diflerent compositions: PENCE and LATER. Thus: 

No. 1 

&y------_-PENCE TSBJS MMNRU LPUIH JBTXF INNRM 
Plain--.---REQUE STINF ORMAT IONOF SITUA TIONI 
Cipher...-- TSBJS MMNRU LPUIH JBTXF INNRM DWIQV 

Iiey--- _____ D W I Q V P C K A 0 D P A Z 0 B C M R I A F N W 0 G L I H T 
Plain _______ NF I FT E E NTH I NFAN TRY SE CT OR A TON C E 
Cipher----- P C K A 0 D P A Z 0 B C M R I A F N W 0 G L I H T I W W C U 

No. 2 

Key ________ L 1. T E R B K K M J R B T U X S G E B Q Y R H H A T E T U C 
Plain _______ R E QUE STINF ORMAT IONOF SITUA TIONI 
Cipher----- B K K M J R B T U X S G E B Q Y R H H A T E T U C N 0 G T M 
Key-_--.---- NOGTM LDQLE NGBYE WDSUH PUTZE HHGDK 
Plain _______ N F I FT EE NTH I NFAN TRY SE CT OR A T 0 NC E 
Cipher----.LDQLE NGBYE WDSUH PUTZE HHGDK TODEX 

(2) Sow let the two cryptograms be superimposed and isomorphisms be sought. They are 
shown underlined below: 
l_____________ T S B J S M M N R U L P U I H J B T X F I N N R M D W I Q V 
3 . _-___---- ---” BKKMJ RBTUX SGEBQ YRHHA TEUC NgGTM 
I_____________ P C K A 0 D P A Z 0 B C M R I A F N W 0 G L I H T I W W C U 
9 e _ _ _ _ _ _ - _ - - - - - LD_QLE NGBYE WDSUH PUTZE HHGDK TQDEX 

It will be noted that the intervals between isomorphic superimposed pairs show a constant 
factor of 5, indicating a j-letter intial key word. 

(3) A reconstruct&n diagram for the pairs beyond the first five letters is established, based 
upon this interval of 5, and is as follows: 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 

HBE G W 

__----------------------- 
L F E A DB NC P STU W _--------------------e-v- 
WD T AUQH I CBEFG KXMNO 

The equivalent sequence A W N B D T K I H Q G U X 0 E R V M C Y S J L Z P F is 
established by indirect symmetry; from this, by decimation on the eleventh interval, the 
HYDRAULIC . . . XZ component is recovered. 

(4) It will be noted that the foregoing case, in which the initial key words for the two crypto- 
grams are of the same length, is only a special application of the method set forth in paragraph 
44 of Slilitary Cryptanalysis, Part II. But if the key words were of different lengths, the method 
set forth in paragraph 45 of the text referred to would be applicable. No example is deemed 
necessary, since no new principles are involved. 
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SOLUTION OF PLAIN-TEXT AUTO-KEY SYSTEMS 

Preliminary remarks on plain-text auto-keying ________________________________________---------------------------------------- 30 
Solution of plain-text auto-keyed cryptograms when the introductory key is a single letter..-............------ 31 
Example of solution by the probable-word method ________________________________________-.---------.----------------------- 32 
Concluding remarks on the solution of auto-key systems... ________________________________________-------------- ._____ ___ 33 

30. Preliminary remarks on plain-text auto-keying.--a. If the cipher alphabets are unknown 
sequences, plain-text auto-keying gives rise to cryptograms of more intricate character than 
does cipher-text auto-keying, as has already been stated. As a cryptographic principle it is 
very commonly encountered as a new and remarkable “invention” of tyros in the cryptographic 
art. It apparently gives rise to the type of reasoning to which attention has been directed 
once before and tc-hich was then shown to be a popular delusion of the uninitiated. The novice 
to whom the auto-key principle comes as a brilliant flash of the imagination sees only the apparent 
impossibility of penetrating a secret which enfolds another secret. His reasoning runs about 
as follows: “In order to read the cryptogram, the would-be solver must, of course, fl.rst know 
the key; but the key does not become known to the would-be solver until he has read the crypto- 
gram and has thus found the plain text. Since this is reasoning around a circle, the system is 
indecipherable.” How unwarranted such reasoning really is in this case, and how readily the 
problem is solved, will be demonstrated in the next few paragraphs. 

b. A consideration of the mechanics of t.he plain-text auto-key method discloses that a 
repetition of n letters in the plain text will produce a repetition of (n-k) letters in the cipher 
text, where n represents the length of the repetition and k the length of the introductory key. 
Therefore, when the introductory key consists of a single letter there will be as many repetitions 
in the cipher text as there are in the plain text, except for true digraphic repetitions, which of 
course disappear. But on the other hand some “accidental” digraphic repetitions are to be 
fairly expected, since it can happen that two Merent plain-text pairs, enciphered by different 
key letters, will produce identical cipher equivalents. Such accidental repetitions will happen 
less frequently, of course, in the case of longer polygraphs, so that when repetitions of 4 or more 
letters are found in the cipher text they may be taken to be true or causal repetitions. It is 
obvious that in studying repetitions in a cryptogram of this type, when the introductory key 
is a single letter, a 5-letter repetition in the cipher text, for example, represents a 6-letter word, 
or sequence repeated in the plain text. When the introductory key is k letters in length then 
nn n-letter repetition represents an (n+k)-letter repetition in the plain text. 

c. The discussion will, as usual, be divided into two principal cases: (1) when the cipher 
alphabets are known and (2) when they are unknown. Under each case there may be an intro- 
ductory key consisting of a single letter, a word, or a short phrase. The single-letter initial 
key will be treated first,. : 

31. Solution of plain-text auto-keyed cryptograms when the introductory key is a single 
letters--a. Note the following plain-text auto-keyed encipherment of such commonly encountered 
plain-text words as COMMANDING, BATTALION, and DIVISION, using two identical primary 
components, in this case direct standard alphabets: 

462861 0 - 42 - 4 (46) 

Page 49



46 

(1) Plain test __________ B A T T A L I 0 N . 
1 

Key text ___________ . BATTALION Key text ___________ . DIVISION 
Plain text ___...____ D I V I S I 0 N . 

Cipher ________._..__ . BTMTLTWB. Cipher ______________ . L D D A A W B . 

1 

Key text ___________ . C 0 M M A N D I N G Key text ___________ . C A P T A I N 
(3) Plain text __________ C 0 M M A N *D I N G . Plain text __________ C A P T A I N . 

Cipher ______________ . Q A Y M N Q L V T . Cipher ______________ . C P I T I V . 

These characteristics may be noted:’ 
(1) The cipher equivalent of A, is the plain-text letter which immediately precedes 

(See the two A’s in BATTALION, in example 1 above.) . _ 

(3) 

(4) 

A,. 

(2) B plain-text sequence of the general formula ABA yields a doublet as the cipher equivalent 
of the fmnl two letters. (See IV1 or IS1 in DIVISION, example 2 above,) 

(3) Every plain-text trigraph having A, as its central letter yields a cipher equivalent the 
last two letters of wlich are identical with the initial and final letters of the plain-text trigraph. 
(See MAN in COMMANLING, example 3 above.) 

(4) Every plain-text tetragraph having A, as the initial and the final letter yields a cipher 
equivalent the second and fourth letters of which are identical with the second and third letters 
of the plain-test, tetragraph, respectively. (See APTA in CAPTAIN, example 4 above; also ATTA 
in BATTALION, example 1.) 

b. (1) From the foregoing characteristics and the fact that a repetition of a sequence of n 
plain-text letters will yield, in the case of a l-letter introductory key, a repetition of a sequence 
of n-l cipher letters, it is obvious that the simplest method of solving this type of cipher is 
that of the probable word. Indeed, if the system were used for regular traffic it would not be 
long before the solution would consist merely in referring to lists of cipher equivalents of com- 
monly used words (as found from previous messages) and searching through the messages for 
these cipher equivalents. 

(2) Note how easily the following message can be solved: 

BECJI BTMTL TWBPQ AYMNQ HVNET WAALC... 
1 ww 1 

Seeing the sequence BTMTLTWB, which is on the list of equivalents in Q above (see example l), 
the word BATTALION is inserted in proper position. Thus: 

BECJI BTMTL TWBPQ... 
. . . . B ATTAL ION..... 

Kith this as a start, the decipherment may proceed forward or backward with ease. Thus: 

BECJI BTMTL TWBPQ AYMNQ HVNET WAALC . . . 
EACHB ATTAL IONCO MMAND ERWIL LPLAC . . . 

c. The foregoing example is based upon the so-called Vigenke method of encipherment 
eha=%1; eD,,=eaP1). If in encipherment the plain-text letter is sought in the cipher com- 
ponent, its equivalent taken in the plain component (0 rn=8,,,; @,/2=@cll), the steps in solution 
are identical, except that the list of cipher equivalents of probable words must be modified 
accordingly. For instance, BATTALION will now be enciphered 
by the sequence _________________ ZTAHLXGZ. 

* The student is cautioned that the characteristics noted apply only to the case where tFo identical COD 
ponents are used, with the base letter A. 
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d. If reversed standard cipher alphabets are used, the word BATTALION 
will be enciphered by the sequence .______________________________________ BHATPDUB, 
which also presents idiomor$ic characteristics leading to the easy recognition of the word. 

e. All the foregoing phenomena are based upon standard alphabets, but when mixed cipher 
components are used and these have been reconstructed, similar observations may be recorded 
and the results employed in the solution of additional messages enciphered by the same com- 
ponents. 

32. Example of solution by the probable-word method.*. The solution of messages 
enciphered by unknown mixed components will now be discussed by example. ‘&‘hcn t,he pri- 
mary components are unknown, the observations noted under the preceding subparagraphs are, 
of course, not applicable; nevertheless solution is not difficult. Given the following three crypto- 
grams, all intercepted on the same day, and therefore suspected of being related: 

HUFII 
UEWHU 
GJPGH 
PHDPR 
WUAVW 
CIFGZ 
ROQOJ 

JUFII 
SPKTS 
GOVVV 
GOVZS 

FJUHF 
EUBDD 
RHUJU 
TVHNS 
UNMHH 
ZQXAP 
zuvcc 
XMHFF 
UHCBM 

OCQJJ 
UQHUM 
AYJDR 
SVKZP 
YUEZQ 
UVCCP 
DRUWN 

OCQJJ 
RZVXT 
KWUHE 
ENDBD 

FKDEN 
RHWUM 
FZPQP 
VCCEJ 
WKCVG 
QYGPA 
PDKCO 
KMYHS 
THOFH 

MESSAGE I 

IVZOZ 
RZVQR 
UWNGR 
PPKGS 
XAPQY 
DKCWV 
GRYSK 

MESSAGE II 

IVZOZ 
WFMRF 
NDBDD 
DRHWU 

MESSAGE111 

ALUPZ 
RHVGP 
YQCYH 
PEAMP 
DSWJA 
RPZVX 
GJWZH 
TBSKC 

VPDGO 
UAKVD 
YSKBL 
LLPRV 
GPSVS 
XTWFM 
BL 

IBFEJ 
QHHFO 
RHWUN 
NPPKP 

KQMVB 
DNCUJ 
OEQZV 
APOEP 
EQZBU 
CFNRA 
APUFZ 
VRQIJ 

VVVKW 
NNEZV 
QVUXN 
RBHAK 
FNRAK 
RFKBV 

SUBRJ 
RFJPD 
KCMPD 
EQOY 

JWVPK 
CDZCY 
XKCQF 
BHMVJ 
FFYUE 
KCIFG 
FVHAV 
YCPZH 

b. (1) There are many repetitions, their intervals show no common factor, and a uniliteral 
frequency distribution does not appear to be monoalphabetic. Plain-text auto-keying is sus- 
pected. The simplest assumption to make at the start is that single-letter introductory keys 
are being used, with the normal Vigenere method of encipherment, and that t,he plain component 
is the normal sequence. Attempts to solve any of the messages on the assumption that the 
cipher component is also the normal sequence being unsuccessful, it is next assumed that the 
cipher component is a mixed sequence. The 13-letter repetition J D R U W N G R Y S 
K B L and the l&letter repetition P D G 0 V V V K W U are studied intensively. If a 
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single-letter introductory key is being used, then these repetitions involve 14-letter and 11-letter 
plain-text sequences or words; if the normal Vigenere method of encipherment is in effect. 
(ek/?=e/il; &,:l=@c/2), then the base letter is A. If the latter is true then a good word which 
would fit the 134etter repetition is: 

Key __________________ . RECONNAISSANCE 
Plain text __________ R E C 0 N N A I S S A N C E . 
Cipher _______________ JDRUGGRYSKBL. 5 

and a good word which would fit the lo-letter repetition is: 

Key _____________________ . OBSERVATION 
Plain text ------------_- OBSERVATION. 
Cipher __________________ LL PDGOVVVKWU. 

(2) Inserting, in a mixed component, the values given by these two assumptions yields 
the following: 

Plain ____________ A B C D E F G H I J K L b! N 0 P Q R S T U V W X Y Z 

1 
R Cipher __________ E ‘k i STINGBC KL VW Y 

OP 
(3) It is a srmple matter to combine these two partial cipher components into a single 

sequence, and the two components are as follows: 

Plain ___________ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher _________ R E A D J U S T I N G B C F H K L M 0 P Q V W X Y Z 

(4) with the primary components at hand, solution of the messages is now an easy matter. 
c. The foregoing example uses an unknown mixed cipher component sliding against what 

was first assumed (and later proved) to be the normal direct sequence. When both primary com- 
ponents are unknown mixed sequences but are identical, solution is more difbcult, naturally, 
because the results of assuming values for repeated sequences cannot be proved and established 
so quickly as in the foregoing example. Nevertheless, the general method indicated, and the 
application of the principles of indirect symmetry will lead to solution, if there is a fair amount 
of text available for study. When an introductory key of several letters is used, repetitions 
are much reduced and the problem becomes still more difficult but by no means insurmountable. 
Space forbids a detailed treatment of the method of solving these cases but it is believed that 
the student is in a position to develop these methods and to experiment with them at his leisure. 

33. Concluding remarks on the solution of auto-key systems.-u. The type of solution 
elucidated in the preceding paragraph is based upon the successful application of the probable- 
word method. But sometimes the latter method fails because the commonly expected words 
may not be present after all. Hence, other principles and methods may be useful. Some of 
these methods, useful in special cases, are almost mechanical in their nature. Extension of the 
basic principles involved may lead to rather far-reaching complexities. However, because these 
methods are applicable only to somewhat special situations, and because they are somewhat 
involved they will be omitted from the text proper and placed in Appendix 1. The student 
who is especially interested in these cases may consult that appendix at his leisure. 

b. It is thought that sticient attention has been devoted to the solution of both cipher-text 
and plain-text auto-key systems to have demonstrated to the student that these cryptographic 
methods have serious weaknesses which exclude them from practical usage in military cryptog- 
raphy. Besides being comparatively slow and subject to error, they are rather easily solvable, 
even when unknown cipher alphabets are employed. 
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c. In both systems there are characteristics which permit of identifying a cryptogram as 
belon,tig to this class of substitution. Both cases will show repetitions in the cipher text. In 
cipher-test auto-keying there will be far fewer repetitions than in the original plain text, especially 
when introductory keys of more than l-letter in length are employed. In plain-text auto-keying 
there n-ill be nearly as many repetitions in the cipher text as in the original plain text unless 
long introductory keys are used. In either system the repetitions Gil show no constancy as 
regards interrals between them, and a uniliteral frequency distribution will show such messages 
to be polyalphabetic in nature. Cipher-text auto-keying may be distinguished from plain-test 
auto-keying by the appearance of the frequency distribution of the second member of sets of 
two Irttcrs dt~paratc31 t)y the lellgtll of tirr i~~troductor; key (we par. 266. c!. In thr ~215~ of cipher- 
test auto-keyirl;l t hew frt~qrlc~uc,~ clistribi~tiorls will be monoalphahrtic~ ill II:I~IIW: it1 plaits-trst 
auto-ktlying sllvtl frc~quency distributions will not show monoalphahrtic (~haractrri5;tic’s 
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METHODS OF LENGTHENING OR EXTENDING THE KEY 

Preliminary remarks ________________________________________----------------------------------------------------------------- _ ______-- 34 
Extended and nonrepeating keys; the so-called “running-key eystem” ________________________________________---------- 35 
Other systems employing lengthy keying sequences ________________________________________--------------------------------- 36 

34. Preliminary remarks.-In paragraph lb of this text it was stated that two procedures 
suggest themselves for eliminating the weaknesses introduced by periodicity of the type pro- 
duced by simple, repeating-key methods. The Crst of these, when studied, embraced some of 
the very simple methods of suppressing or destroying periodicity, by : .,ch devices as interrupting 
the key and using variable-length groupings of plain text. It was demonstrated that subter- 
fuges of this simple nature are inadequate to eliminate the weaknesses referred to, and must be 
discarded in any system intended to afford real security. The other alternative suggested in 
paragraph lb therefore remains now to be investigated, viz, that of lengthening the keys to a 
point where there would seem to be an insufficient amount of text to enable the cryptanalyst to 
solve the traffic. Attempts toward this end usually consist in extending the key to such a length 
that the enemy cryptanalysts will have only a very limited number of periods to work with. 
The key may, indeed, be lengthened to a point where it becomes as long as, or longer than, the 
text to be enciphered, so that the key is used only once. 

35. Extended and nonrepeating keys.-a. It is obvious that one of the simplest methods of 
lengthening the key to a message is to use a long phrase or even a complete sentence, provided 
it is not too long to remember. In addition to the di ‘Lzulties that would be encountered in 
practical military cryptography ti selecting long mnemonic phrases and sentences which xould 
have to be imparted to many clerks, there is t,he fact that the probable-word method of solution 
still remains as a powerful tool in the hands of enemy cryptanalysts. And if only a word or 
two of the key can be reconstructed as a result of a fortunate assumption, it is obvious that the 
enemy cryptanalysts could readily guess the entire key from a fragment thereof, since any long 
phrase or sentence which is selected because it can easily be remembered is likely to be well 
known to many people. 

b. There are, however, more or less simple methods of employing a short mnemonic key in 
order to produce a much longer key. Basically, any method of transposition applied to a single 
alphabetic sequence repeated several times will yield a fairly long key, which, moreover, has the 
advantage of being unintelligible and thus approaching a random selection of letters. For 
example, a numerical key may be derived from a word or a short phrase; this numerical key may 
then be applied as a columnar-transposition key for a rectangle within which the normal alphabet, 
has been repeated a previously agreed upon number of times in a normal (left to right) or pre- 
arranged manner. The letters when transcribed from the transposition rectangle then become 
the successive letters for enciphering the plain text, using any desired type of primary com- 
ponents. Or, if a single transposition is not thought to be sufficiently secure, a double trans- 
position will yield a still more mixed up sequence of key letters. Other types of transposition 
may be employed for the purpose, including various kinds of geometric figures. Also, a non- 

(50) 
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transposition method of lengthening the keying sequence and at the same time introducing an 
irregularity-, such as aperiodic interruption has already been described (see par. 13). 

c. Another method of developing a long key from a short mnemonic one is that shown below. 
Given the keyword CHRISTNZ3, a numerical sequence is first derived and then one writes down 
successive sections of this numerical key, these sections terminating with the successive num- 
bers 1, 2, 3, . . . of the numerical key. Thus: 

Llnemonic key _______ C H R I S T M A S 
Numerical key---.-- 2-3-6-4-7-9-5-l-8 

I121 31 4l 5l 7 Extended key _______ C H R I S T M A C C H C H R I C H R I S T M C H R 
7 8 9 

CHRISCHRISTMASCHRIST 

Thus the original key of only 9 lettersis expanded to one of 45 letters (l-+3+3$ . . . $-9=45). 
The longer key is also an interrupted key of the type noted under paragraph 17, but if the mes- 
sage is long enough to require several repetitions of the espanded key the encipherment becomes 
periodic and can be handled by the usual methods emp!oyed in solving repeating-key ciphers. 
If the basic key is fairly long, so that the expanded key becomes a quite lengthy sequence, then 
the message or messages may be handled in the manner explained in paragraph 20. 

d. Another method of producing a rather long sequence of digits for keying purposes from a 
single kev number is to select a number whose reciprocal when converted by actual division into 
its equivalent decimal yields a long series of digits. For example the reciprccal of 49, or lj49, 
yields a sequence of 42 digits beginning .02040815 . . . . Such a number, coupled with a 
key word like CHRISTMAS, could be used for interrupted keying, the successive cipher alphabets 
being used for enciphering as many letters as are indicated by the successive digits. In the case 
of the example cited, the first digit is 0; hence the C alphabet would not be used. The nest 
digit is 2; the H alphabet would be used for enciphering the first and second letters. The third 
digit is again 0; t.he R alphabet would not be used. The fourth digit is 4; the I alphabet would 
be used for enciphering the third, fourth, fifth, and sixth letters, and so on. 

36. Other systems employing lengthy keying sequences.-+. Th.e so-called “running-key” 
system.-To be mentioned in connection with this subject of extensive or lengthy keys is the 
cipher system known as the running-key, continuous-key, or nonrepeating-key system, in which 
the key consists of a sequence of elements which never repeats no matter how long the message 
to be enciphered happens to be. The most common and most practical source of such a key is 
that in which the plain text of a previously agreed-upon book serves as the source for successive 
key letters for encipherment. r The solution of this type of cipher, an accomplishment which was 
once thought impossible, presents some interesting phases and will be considered shortly. * At this 
point it is merely desired to indicate that according to the running-key system the key for an 
individual message may be as long as the message and never repeat; but if a large group of 
correspondents employ the same key sequence, it may happen that there will be several messages 
in the same key and they will all begin with the same initial key letter; or, there will be several 
which will “overlap” one another v-ith respect to the key, that is, they begin at different initial 
points in the keying sequence but one message soon overtakes the other, so that from that point 
forward all subsequent letters in both messages are enciphered by the same sequence of key 
letters. 

1 Sec. IX, Advanced Military Cryptography. See also footnote 8, page 71 of this text. 
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b. The so-called progtessicealphubet system .-In the so-called progressive-alphabet system 
the basic principle is quite simple. Two or more primary elements are arranged or provided 
for according to a key which may be varied from time to time; the interaction of the primary 
elements results in making available for cryptographic purposes a set of cipher alphabets; all 
the latter are employed in a fixed sequence or progression; hence the designation progressive- 
alphabet system. If the number of alphabets available for such use is rather small, and if the 
text to be enciphered is much longer than the sequence of alphabets, then the system reduces 
to a periodic method. But if the number of alphabets is large, so that the sequence is not 
repeated, then of course, the cryptographic text will exhibit no periodic phenomena. 

c. The series of cipher alphabets in such a system constitutes a keying sequence. Once set 
up, often the only remaining element in the key for a specific message is the starting point in the 
sequence, that is, the initial cipher alphabet employed in enciphering a given message. If this 
keying sequence must be employed by a large group of correspondents, and if all messages 
employ the same starting point in the ke-ying sequence, obviously the cryptograms may simply 
be superimposed without any preliminary testing to ascertain proper points for superimposition. 
The student has already been shown how cases of this sort may be solved. However, if messages 
are enciphered tith varying starting points, the matter of superimposing them properly takes 
on a different aspect. This will soon be treated in detail. 

d. The respective cipher alphabets constituting the entire complement of alphabets may 
be employed in a simple progression, that is, consecutively from a preselected initial point; or, 
they may be employed according to other types of progression. For example, if the system 
comprises 100 alphabets one might use t,hem in the sequence 1,3,5,7, . . . ; or 1,4,7, 10, . . . ; 
or irregular types of skipping ma.y be employed. 

e. In addition to the foregoing, there are, of course, a great many mechanical methods of 
producing a long key, such as those employed in mechanical or electrical cipher machines. In 
most cases these methods depend upon the interaction of two or more short, primary keys which 
jointly produce a single, much longer, secondary or resultant key. (See par. 4.) Only brief 
reference can be made at, this point in the cryptanalytic studies to cases of this kind. ,4 detailed 
treatment of complex esamples would require much time and space so that it will be reserved 
for subsequent texts. 

f. Finally, there must be mentioned certain devices in which, as in encipherment by the 
auto-key method, the text itself serves to produce the variation in cipher equivaIents, by con- 
trolling the selection of secondary alphabets, or by influencing or determining the sequence with 
which they will be employed. Naturally, in such cases the key is automatically extended to a 
point where it coincides in length with that of the text. An excellent example of such a device 
is that known as the Wheat&me, the solution of which will be described in its proper place.2 
Some writers classify and treat this method as well aa auto-key methods as forms of the running- 
key system but the present author prefers to consider the latter aa being radically different in 
principle from the former types, because in the true running-key system the key is wholly external 
to and independent of text being enciphered. This is hardly true of auto-key systems oi of 
systems such as the Wheatstone mentioned herein. 

2 See Sec. XII, Advanced Military Ctyptogsaphy. 
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37. Solution when the primary components are known sequences.-+. -ti usual, the solution 
of cases involving long or continuous keys will be treated under two headings: First, when the 
primary components are known sequences; second, when these elements are wholly unknown 
or partially unknown. 

b. Since t.he essentia1 purpose in using long keys is to prevent the formation of repetitive 
cycles within the text, it is obvious that in the case of very long keying sequences the crypt- 
analyst is not going to be able to take the text and break it up into FL number of small cycles 
which will permit the establishment of monoalphabetic frequency distributions that can readily 
be solved, an end which he can attain all the more readily if to begin with he knows the primary 
sequences. But, there nearly always remains the cryptanalyst’s last resort: the probable-w-ord 
method. Inasmuch as this method is applicable to most of these cases, even to that of the 
running-key system, which perhaps represents the furthest extension of the principle of long 
keying sequences, an example using a cryptogram of the latter type will be studied. 

38. Solution of a running-key cipher when an unknown but intelligible key sequence 
is used and the primary components are known.-. In paragraph 36~ mention was made of 
the so-called running-key, continuous-key, or nonrepeating-key system, in which the plain t6xt 
of a previously agreed-upon book serves as the source for successive key letters for encipherment. 
Since the running-key system is entirely aperiodic, and the cipher text can therefore not be 
arranged in superimposed short cycles, as in the case of the repeating-key system, it would 
appear on first consideration to be “indecipherable” without the key.’ But if the student 
will bear in mind that one of the practical methods of solving a repeating-key cipher is that of 
the probable word,’ he will immediately see that the latter method can also be applied in 
solving this type of nonrepeating-key system. The essence of the matter is this: The 
cryptanalyst may assume the-presence of a probable word in the text of the message; if he 
knows the primary components involved, and if the assumed word actually exists in the message, 
he can locate it by checking against the key, sin.4~ the latter is intelligible ted Or, he may 
assume the presence of a probable word or even of a phrase such as “to the,” “of the,” etc., 
in the key text and check his assumption against the text of the message. Once he has forced 

1 At one time, indeed, this view was current among certain cryptographers, who thought that the principle 
of factoring the intervals between repetitions in the c&e of the r&eating-key cipher formed the basis for the 
only possible method of solving the latter type of system. Since, according to this erroneous idea, factoring 
cannot be applied in the case of the running-key system cueing a book aa the key), therefore solution was con- 
eidered to be impossible. How far this ides is from the truth will presently be seen. In this same connection 
see &JO footnote 8, page 71. 

8 See Mililary Crypfunulysis, Part II, par. 25. 
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(3j [14-5-Y-3-41 

ADFGVX 

116 

(4) [14-5-i4-31 

ADFGVX 

FIQ~RE S-Continued 

n. Again applying the +-test, the expected value of $I is 81 X80X.0667=432. The observed 
values for the four combinations of figure .!ii are as follows: 

(1) For combination 14-5-34-i, 4=436 
(2) For combination 14-5-3-74, 1#1=276 
(3) For combination 14-5-7-34, cp=344 
(4) For combination 14-5-7-4-3, +=318 

The combination 14-5-34-7, giving the greatest value for 4 (a little better than the expected 
value), is very probably the correct one. 

o. Examining t.he other cryptograms that arc available, it is seen that No. 7 is the third 
longest one of the entire set, with 124 letters; moreover, t,he dimensions of the rectangle [ (15 X 9) - 
11= 1241 are such as to bring about 4 long columns of 9 letters and 11 columns of 8 letters. The 
first 5 columns are definitely fixed in position, since it is known that the first 5 key numbers are 
14-5-3-4-T. The resulting diagram is shown in figure 58. There is now a section consisting of 

14 5 3 4 7 1 2 6 3 9 10 11 12 13 1.5 

-I-lljllll-l-!-l-l/l- 

A A V D~D/D~F/G/x/D/FIA!G G/D 
-------__,--/--l-‘--- 
G G D A/GID[D[XIFiGiFID/X,VjV --- 
A G(D X 
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10 columns which are to be anagrammed to ascertain their correct sequence. The column t,o 
follow column 7 is ascertained on the basis of the repetitions which are brought about when the 
selected column is placed on the right. These repetitions should fall into those cells of frequency 
distribution (l), figure 57, which are of high frequency. In other words, the process is one of 
selecting from among columns 1, 2, 6, 8, 9, 10, 11, 12, 13, and 15 that column which will yield 
the most repetitions of bipartite digraphs with the digraphs given by the juxtaposition of columns 
14-5-34-7, as dist’ributed in frequency square (1) of figure 57. The column thus selected turns 
out to be Ko. 10. Then other columns are added by proceeding along the same lines, the work 
becoming progressively more easy as the number of available candidates decreases. Sometimes 
the discovery of what appears to be a long repetition within one of the cryptograms or between 
two cryptograms facilitates the process. In this case the results obtained from the 3 crypto- 
grams under study are shown in figure 59. 

1 No. 3 
. 14 5 a 4 7 10 15 12 13 1 2 8 6 0 11 

AD 
AD 
AA 
FG 
DD 
AG 
DX 
AA 
DV 
XG 
VD 
VG 
AA 
XD 
FA 
VF 
AA 
DX 
DF 
GA 

DF 
VD 
FX 
DA 
FX 
xv 
AA 
GD 
FX 
XF 
AX 
FF 
AD 
FG 
AA 
XG 
DF 
DG 
DG 
DA 

DX 
FD 
FV 
GF 
DF 
XF 
DF 
VD 
DX 
AG 
DV 
AG 
VD 
DF 
AG 
DA 
DV 
DA 
GD 
A 

AA FX 
FG FD 
FA AA 
FF AA 
GD FA 
XG DG 
AX GX 
XA AD 
DF GD 
FA AX 
DF FV 
DX VF 
FX XF 
XG DV 
AG GD 
AA GG 
AG FA 
AA GD 
AA DF 

DD 
XA 
AG 
AA 
AA 
GA 
DF 
FG 
AG 
DD 
GX 
AA 
FX 
DF 
AG 
DV 
GX 
VD 
GD 

AG 
GD 
VD 
AF 
AA 
GF 
AA 
FG 
DV 
VA 
DF 
VG 
DX 
XG 
FV 
DD 
AD 
XA 
FX 

A 
X 
D 
A 
F 
A 
A 
F 
D 
G 
F 
V 
F 
X 
X 
X 
A 
A 
G 
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so. 6 
,I 5 3 4 i 10 15 12 13 1 2 8 6 9 11 

AD 
AD 
AA 
FG 
DD 
XG 
AG 
XD 
AA 
VA 
AG 
XG 
DF 
AD 
GD 
AD 
DV 
XF 
DF 
vv 
FV 

14 A 

DF 
VD 
FX 
DA 
FX 
DG 
FA 
FX 
DF 
DF 
FV 
DD 
DV 
FA 
XF 
FG 
xv 
XD 
FV 
DD 

3 4 

DX 
FD 
FV 
GF 
DF 
GX 
FV 
DA 
AX 
AG 
FF 
GD 
AA 
XG 
FX 
FF 
DF 
VF 
DF 
DA 

AA 
FG 
FA 
FF 
CD 
DG 
DD 
AA 
DV 
DV 
DD 
FD 
AD 
GD 
DD 
FF 
AX 
XG 
DV 
GA 

FX 
FD 
AA 
AA 
FV 
FD 
FX 
DD 
VG 
DF 
FX 
FV 
AG 
FD 
DD 
AA 
GV 
DG 
GX 
GA 

DD 
XA 
AG 
AA 
DF 
XA 
GD 
GA 
AV 
AD 
GD 
DD 
FA 
DV 
AG 
AA 
AV 
GA 
AD 
XF 

No. I -7 
i 10 15 12 13 1 2 8 

AG 
GD 
VD 
AF 
XF 
AD 
AG 
GD 
GV 
XD 
GG 
XG 
DX 
DA 
DX 
AA 
DX 
XD 
FA 
AD 

R 0 

A 
X 
D 
A 
F 
V 
D 
X 
G 
X 
F 
D 
A 
G 
A 
G 
A 
V 
D 
V 

11 

AX DV DF GD AA DD FX G 
DA GD FX DA AG FD FD X 
AA DV AG GF DF DV AA D 
XD FX DD VF XG DA XF A 
GD AA DV XV FV FX DX D 
XF XD FG DD XD XA DD F 
AA VD DF DG GD FX GD 
GG, DA GF VX VD DF XG D" 
AG DX 

FIWXB 59-Continued. 

p. What t,he cryptanalyst now has before him is a monoalphabetic subst’itution cipher, the 
solution of which presents no difficulties. The cipher square is reconstructed as completely as 
possible, blanks being left where there are no occurrences to give clues as to the character involved, 
usually some of the digits and the very infrequent letters. 
not occur in the plain text are Q, X, and Z. 

In this case the only letters which do 
The digits 5 and 7 are recovered from the context, 

in message No. 6, where the caliber of a gun is mentioned and the digits are confirmed at other 
places in the message. The square that is obtained is seen in figure 60. Examination of the 
mixed sequence discloses that it is based upon the phrase THE FLOWERS THAT BLOOM IN THE 
SPRING. This permits of the establishment of the transposition key and of the position of the 
digits in the checkerboard (as in par. 38i). 
solved messages are shown in figure 62. 

The results are shown in figure 61. The completely 
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9 10 11 12 13 1.4 15 

Literal lie:- .._... ;;k;&&ABMINPGCDJKQUVXYZ 
Kumericsl key __.. II 5 3 4 7 10 15 I? 13 1 2 6 fi 9 II 

2D CONPONEST 

ADF G V X 
2D COMPOSEST 

ADFG VX 

V 

X 

Frcr-se 60. 

T Hi8jE:51F 
-__ ~_ 

Frr.vss 61. 

14 5 3 4 i 10 1s 12 13 1 2 8 a 9 

R E G I M E N ;: 
DV AG GG FX FV AG GD A 

I N P 0 S I T 
AF XG DG FD FD XF XA A 

I 0 N S H A L L 
FX DF GD DX AD FA DD D 

I A T T A C K 
DF XF AA AA AF AG XV X 

No. 2 
14 5 3 4 7 10 15 12 13 1 2 8 69 11 

R E Q U E S T I 
DV AG XA XD AG DX AA F 

N S T R U C T 
XG DD XA AD VX DG XA A 

I 0 N S 
FX DF GD DX 
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. 

so. 3 
14 5 3 4 i IO IS 12 13 1 2 8 6 9 11 

H 0 S T I L E T 
AD DF DX AA FX DD AG A 

R 0 0 P S E S 
AD VD FD FG FD XA GD X 

T I M A T E D 0 
AA FX FV FA AA AG VD D 

N E B A T T A 
FG DA GF FF AA AA AF A 

L I 0 N A T T A 
DD FX DF GD FA AA AA F 

C K I N G E A 
AG XV XF XG DG GA GF A 

S T 0 F C 0 T T 
DX AA DF AX GX DF AA A 

E R S T 0 -P P 
AA GD VD XA AD FG FG F 

R I S 0 N E R S 
DV FX DX DF GD AG DV D 

C A P T U R E 
XG XF AG FA AX DD VA G 

D F R 0 M C 0 M 
VD AX DV DF FV GX DF F 

P A N Y A 5 7 
FG FF AG DX VF AA VG V 

T H D I V I. S I 
AA AD VD FX XF FX DX F 

0 N I N D I C 
XD FG DF XG DV DF XG X 

A T E E 'N E M Y 
FA AA AG AG GD AG FV X 

I N T E N D S 
VF XG DA AA GG DV DD X 

T 0 R E A C H H 
AA DF DV AG FA GX AD A 

U N T E R s T 
DX DG DA AA GD VD XA A 

0' w N T 0 N I G 
DF DG GD AA DF GD FX G 

H T 
GA DA A 

FIGURE 62-ContInned. 
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so. so. 4 4 
14 14 5 5 3 3 4 4 7 7 10 10 15 15 12 12 13 13 1 1 2 2 8 8 6 6 9 9 II II 

T T H H I I R R T T Y Y S S I I 
AA AD FX DV AA XV DX F AA AD FX DV AA XV DX F 

X T H F A L E 
XX GA AA DA XF AD DA G 

A V I N G G 0 L 
FA XF FX GD GG GG DF D 

D E N V I L L 
DV DA GG DX FF XD DD D 

E 
AG 

x0. 5 

14 5 3 4 7 10 15 12 13 1 2 a 6 9 11 

C 0 R P S w I L 
GX DF DV GF DX DG FX D 

L T A K E 0 V 
DD DA AF AV XA GD ,FX F 

E R T R A F F I 
AG DV AA DV FA AX AX F 

C C 0 N T R 0 
XG XG XD FG DA AD VD F 

L A T 0 N C E 
DD FA AA DF GD GX AG 

FIQUBE (II?-Continued. 
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14 5 3 4 7 10 15 12 13 1 2 8 6 9 II 

H 0 S T I L E T 
AD DF DX AA FX DD AG A 

R 0 0 P S E S 
AD VD FD FG FD XA GD X 

T I M A T E D 0 
AA FX FV FA AA AG VD D 

N E B A T T A 
FG DA GF FF AA AA AF A 

L I 0 N M 0 V I 
DD FX DF GD FV DF XF F 

N G U P S T R 
XG DG GX DG FD XA AD V 

E A M L I N E S 
AG FA FV DD FX GD AG D 

0 U T H w E S 
XD FX DA AA DD GA GD X 

T 0 F R J 5 7 7 
AA DF AX DV VG AV GV G 

H A N D A S S 
VA DF AG DV DF AD XD X 

E M B L I N G I 
AG FV FF DD FX GD GG F 

N w 0 0 D S N 
XG DD GD FD FV DD XG D 

0 R T H E A S T 
DF DV AA AD AG FA DX A 

0 F G 0 L D E 
AD FA XG GD FD DV DA G' 

N V I L L E S 
GD XF FX DD DD AG DX AT 

0 P B A T T E 
AD FG FF FF AA AA AA G 

R Y 0 F 7 5 S F 
DV XV DF AX GV AV DX A 

I R I N G F R 
XF XD VF XG DG GA XD V 

0 M 0 R C H A R 
DF FV DF DV GX AD FA D 

D L E E F A R 
VV DD DA GA GA XF AD V 

M 
FV 

Flowr w-contInned. 
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14 5 3 4 7 10 15 12 13 1 2 8 A 5 II 

F R 0 N T L I N 
AX DV DF GD AA DD FX G 

E 0 U T P 0 S 
DA GD FX DA AG FD FD X 

T R E P 0 R T S 
AA DV AG GF DF DV AA D 

0 U R I N F A 
XD FX DD VF XG DA XF A 

N T R Y M I S S 
GD AA DV XV FV'FX DX D 

I 0 N S S H 0 
XF XD FG DD XD XA DD F 

T D 0 w N I N E 
AA VD DF DG GD FX GD A 

N E M Y L I N 
GG DA GF VX VD DF XG D 

E S 
AG DX 

No. 8 

4 5 3 4 7 10 15 12 13 1 2 8 6 9 11 

w I R E L I N E 
DG FX DV AG DD FX GD A 

T 0 B R I G A 
GA AD FF FD VF XG GF A 

D I N T E R R U 
VD FX GD AA AG DV DV X 

P T E D 
DG FA AA GV D 

FIQURE 62-Continued. 

40. Special solution by the exact factor method.-u. The student who has comprehended 
the successive steps in the solution of the example discussed in the preceding paragraph is in a 
position to grasp at once the mechanics of the special solution by the exact factor method. The 
latter is based upon the interception of a number of cryptograms, preferably lengthy ones, which 
have been enciphered by rectangles in which the last row is completely filled with letters. The 
total number of bipartite components in the case of such a cryptogram will yield clues as to the 
dimensions of the kansposition rectangle. Then the text is transcribed into columns of appro- 
priate length, all being equal in this respect, and the process of combining columns, as explained 
in paragraph 39e, is applied in order to produce the best monoalphabetic distribution of bipartite 
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digraphs down the juxtaposed CO~UIKUS. There is nothing to prevent the simultaneous use of 
all cryptograms that have been enciphered by completely filled rectangles, for it is clear that 
if, for example, columns 15 and 4 are to be paired in one cryptogram, the same columns will be 
paired in all the other cryptograms. Hence, even if the rectangles are small in depth they can 
be used in this process; it is necessary only that all columns of any rectangle be of the same 
length. Now if only two or three such pairs of columns can be set up correctly, solution follows 
almost as a matter of course. No additional or new principles need be brought into play, beyond 
those already possessed by the student. 

b. In this special solution, the important step is, of course, the initial one of experimenting 
with rectangles of various dimensions until the correct size has been hit upon. In some cases, 
excessive experimentation may not be necessary if the total number of characters is such as to 
yield only one or two possibilities with regard to the length of the columns. For example, suppose 
that previous work has established the fact that the enemy uses transposition rectangles not 
less than 15 and not more than 22 columns in width. A message totaling 703 letters would 
indicate a rectangle of 19 columns of 37 letters, since these two numbers are the only factors of 
703. If this then were corroborat,ed by other cryptograms of 76 (19X4), 152 (19X8), 190 
(19 X 10) letters, the probability that 19 is the width of the transposition rectangle becomes quite 
persuasive. Of course, there will be and there should be other cryptograms of lengths that do 
not factor exactly; these represent the ones in which the rectangles are not completely filled in 
their last row. They do not enter into the solution at first, but just as soon as the positions of 
two or three key numbers become tied, the data afforded by these messages become available 
for use in the later stages in the solution. 

c. The exact-factor method is a useful one to know. ‘For despite all instructions that 
may be drawn up insisting upon the advisability of not completing the last row of a transposition 
rectangle, the tendency to violate such a rule is quite marked, especially where a large crypto- 
graphic personnel must be employed. It is not astonishing to find that for lazy or ignorant clerks 
the temptation to fill the rectangle completely is particularly hard to resist when it happens that 
a message falls just one, two, or three letters short of forming a completely-filled rectangle: 
it is so much easier for such clerks to handle a rectangle with equal-length columns than one in 
which this is not the case. Moreover, the number of errors and therefore the number of times a 
shiftless or careless clerk must go over his work to correct errors is reduced to a minimum. 
Hence, it often happens that in such cases an enciphering clerk adds one, two, or three letters 
to complete the last row, thus leading to the transmission of not a few cryptograms enciphered 
by completely-filled rectangles. Space forbids giving an example of such a solution. 

41. General solution for the ADFGVX system.+. All three of the foregoing methods of 
solving cryptograms in the ADFGVX system fall in the category of special solutions and therefore 
are dependent upon the fortuitous existence of the special conditions required under each case. 
What is really desired in the practical situation is a method of solution which is not so dependent 
upon chance or good fortune for success. A search for a general solution was, of course, made 
during the time that the system was under minute study by the cryptanalytic agencies of the 
Allies, but no general solution was devised. All the solutions made during actual hostilities 
and for a number of weeks thereafter were of the special types described in the preceding para- 
graphs. The first published description of a general solution is to be found in Givierge’s Cows 
de Ctryptographie, 1925, but only in broad outlines. A complete general solution was inde- 
pendently conceived by a group of cryptanalysts in the office of the Chief Signal Officer 6 and 
will be described in paragraphs 42 and 43. 

b. The attention of the student is directed to the comments made in paragraph 18, with 
regard to the significance of the term general solution in cryptanalysis. He must be cautioned 

‘ See footnote 7 of this sectinn. 
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not to expect that in practical work a general solution will, in the cryptanalytic as in the mathe- 
matical field! invariably lead to a solution. If there is a sufficient amount of text and if the text 
contains no abnormalities, the attempt to apply the general solution will usually be successful. 
But the cryptanalyst must remember that the ADFGVX system is by no means a simple one to 
solve even under the best of conditions and if there is only a small amount of text, if it happens 
that the transposition key is unusually long, or if the text is abnormal, he may not succeed in 
solving the messages by the straightfor\vard method to be set forth below, and he may have to 
introduce special modifications. For the latter he can only rely upon his own ingenuity and 
intuition. 

42. Basic principles of the general solution.--a. Every transposition rectangle in the 
ADFGVX system must conform to one or the other of two and only two fundamental types: the 
number of columns must be either odd or even.” A number of important consequences follow from 
this simple fact, some of which have already been pointed out in paragraph 39e. They will be 
elaborated upon in the next subparagraphs. 

b. Consider a rectangle with an even number of columns. Each of its rows contains an 
even number of bipartite components, half of which are initial components, half, jhzl compo- 
nents, alternating in a regular order from left to right in the rows. When the transposition is 
applied, all the components within a given column are of the same class, either initial or final. 
No intermixture or alternation of t,he two classes is-possible. On the other hand, consider a 
rectangle with an odd number of columns. Each of its rows contains an odd number of bipartite 
components, t,he 1st row containing one more initial component than final components, the 2d 
row containing one more final component than initial components, and so on, this arrangement 
alternating regularly in the successive rows of the rectangle. When one studies the various 
columns of the rectangle, it is seen that in each column there is a perfectly regular alternation of 
initial and final components, the odd columns (lst, 3d, 5th, . . . ) beginning with an initial 
component, the even columns (2d, 4th, 6th, . . . ) beginning with a final component. This 
alternation in components remains true even after the transposition is applied. These remarks 
become very clear if one studies figure 63. Two transposition rectangles are shown, one with 
an even number of columns, the other with an odd number. Instead of the actual components 
(ADFGVX), the symbols G1 and & are used to indicate the two classes of component.s, initial and 
final, because in this analysis interest centers not upon the actual identity of a component but 
upon the class to which it belongs, initial or final. At the top of each column is placed a “plus” 
to denote a column occupying an odd-numbered position in the rectangle, or a “minus” to denote 
a column occupying an even-numbered position. 

EVEN NUMBEB OF COLUMNS ODD NUMBER OF COLUMNS 

+ - + - +-+-+- +-+-+-+-+ 

01 02 81 01 81 ez e1 e1 e1 e2 e1 e2 e1 ez e1 ez e1 ez e1 

el e2 e1 ez eI e2 e1 e2 el et e2 e1 e2 e1 ea e1 8, e1 ez 

el ez e1 e2 e1 et e1 e2 el e2 e1 et e1 e1 e1 e2 e1 ea e1 

c. In what follows, the term “odd column” will mean merely that the column in question 
occupies an odd position (lst, 3d, 5th; . . .) in the transposition rectangle; the term “even 
column,” that it occupies an even position (2d, 4th, 6th, . . .) in the rectangle. The odd or 
even designation has no reference whatever to the nature of the transposition key number appli- 
cable to that column, whether it is odd or even. Now when the transposition is applied to the 
even-width rectangle a, figure 63, the cryptographic text will consist of a number of sections of 
letters, each section corresponding to a column of the rectangle, and therefore the number of 
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sections in this case will be even. Moreover, all the components in a section correspondjng to 
an odd column in rectangle a will be 0, or initial components, all those in a section corresponding to 
an even column, 02 or final components. The sections or columns are completely homogeneous with 
respect to the class to which their constituent components belong. On the other hand, when the 
transposition is applied to odd-width rectangle b, the cryptographic text will consist of an odd 
number of sections, each corresponding to a column of the rectangle. The components in the 
sections consist of members of both classes of components in a regular alternation; in a section 
corresponding to an odd column the order is &+&+c& . . . ; in a section corresponding to an 
even column the order is &+e1+e2 . . . . The sections or columns are not homogeneous in this 
case as they are in the former. 

d. Now if there were some way of distinguishing between initial components as a class and 
final components as a class it is clear that it may be possible f+st of all to ascertain whether the 
transposition rectangle contains an even or an odd number of columns. Secondly it may be 
possible to identify those columns which are even and those which are odd. Finally, it may be 
possible to ascertain which are the long columns and which are short, thus yielding the exact 
outlines of the rectangle in case the last row is incompletely filled. From that point on, solution 
follows along the same lines as explained in paragraph 40, with the modification that in the pair- 
ing of columns the number of possibilities is greatly reduced, since it is useless to pair two columns 
both containing initial components or &al components. 

e. The foregoing depends then upon the possibility of being able to distinguish as a class 
between initial and fmal components of the bipartite cipher equivalents in this system, or at 
least between letters belonging to one or the other of these two general classes of components. 
Now if the substitution checkerboard has not been consciously manipulated with a view to 
destroying certain properties normally characterizing its rows and colunms, the sort of differenti- 
ation indicated above is quite possible. For example, if in the checkerboard shown in figure 61 
the normal frequencies of the letters as they appear in English telegraphic plain text E are inserted 
in the cells and totals are obtained vertically and horizontally, these totals will permit of assign- 
ing frequency weights to the letters ADFGVX as initial and as Cnal letters of the bipartite cipher 
equivalents of the plain-text letters. This is shown below in figure 64. The bipartite letter A 

2~ COMPOSENT 

ADFGVX 

A 

D 

F 

IST CONPONPNT 
G 

284 

264 

183 

153 

47 

69 

1. lm 

6 As given in fig. 3, p. 13, Military Cryptanalysis, Part 1. 
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has a frequency value of 284 as an init.ial component of the bipartite cipher equivalents of plain- 
text letters, and a frequency value of only 169 as a final component. 
Similarly, the letters V and X have frequency values of 4T and 69, respectively, as initial com- 
ponents and 120 and 198 as final components. It is obvious, then, that in this checkerboard the 
weighted frequency values of the letters A, V, and X as initial components differ considerably from 
the values of these same letters as final components, the value for G as an initial is only a little 
less than its value as a final, the values of D and F as initia.ls are only a little more than their 
values as finals. But it is the wide variations in the weighted frequency values of certain of the 
letters as initial components and as final components, exemplified in the case of A, V, and X, 
which form the basis of the general solution, because these wide variations afford a means for 
making the various differentiations noted in subparagraph d. 

f. Of course, in working with an unknown example, the composition of the checkerboard is 
unknown and t,herefore no accurate frequency weights may be assigned to the ADFGVX com- 
ponents in the cryptograms. However, it is still possible to arrive at some approximations for 
these weights in case there are several cryptograms available for study, as would normally be 
true in actual practice. How this can be done will be shown very soon, by studying an example. 
For the purposes of t,his study the set of 12 cryptograms given below will be used. 

I 

VDDGG GVFDF VDVVF VDGAD DAFFF 
VDXFD DXDVX ADVDV FXGDF VADDG 
DGDGV GDDDF XFADA VDVGD GADXV 
DADAD FXAVF VDDAA VDFFD FVGDF 
VDDGV DDDDA VADAF ADDXA DDGAD 
FVGFV DGADV FXVXD GDDAG GDDXF 
FDDXA DFGDA GXDDA VF-DAF GVFVF 
AFFVF AFXGF XDGVA DFVDG GAVGG 
D D G D V X A X F D D X (212 letters) 

II 

VDAAV DDFXF XDDAX GXFXD DFXAD 
VAGDD FAXDV AVDVD DFVFV FFGDG 
FVAXV XAVGD VDXFD XDGAX GFGGF 
VFGDF VDXAV XDDVG DDVGV AGFXF 
A A A X D D X G (108 letters) 

III 

DAGAA FGAGV DAFGG XFDXD FVVXG 
FXFDX DDAGA DDGVA DDVDD GAFGA 
VGDGX DDDAV FVDDF DAAAA DXAGD 
XAGGD DAVGV FGDVF VDGGX GGAFF 
VFDAX GDDDG’DAFDA DGGAD DGDXA 
FVDFD XFVGD DVAVF DDDVF AGDFF 
FXAAD FADGG VFDAV DGXFV DAAVG 
D X F G G D D X G D A (186 letters) 
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Iv 

ADXVF XVGGV FDDVA FGAAV FDGVD 
DDGDG FDVVA FGXFX FDDDD VGDAX 
DAXDD DAGVF FAADV GDFXG XGVGD 
DDDAD VXVFA VDAXX DFAAF AVDVG 
V D V D D A X D A A (110 letters) 

v 

DFXFD DVVVD XFXFX FFFVA GFDXA 
VDAGF DVDGF ADAAD FDVFG DADFV 
FVFXG XDDAG DVGVF DGXXD FFGDG 
XGVDD VDDFG FVGDD VFVAG XXDFV 
DXAVF GAGAG AXDVD FXGVG DADDX 
AGXDA DFDGX FDGGF VGXVV GDDDA 
GXVDG VDVGX DDFDD VAGAA DGDDF 
DGAGD FDDDD XGVGV GGGDG XDFGF 
A D (202 letters) 

VI 

GDGFX AGVFV DDXGX DVDDA XDAAX 
FAGVG DXFFV XFADG FFDXA AFVXF 
DFXFV GDGFX FDVVX VGDFV DDVFD 
FVVDV DGGVF XFGVX FFVGV DDGDD 
D D G D D A V G V X G A F F X F V D D D (120 letters) 

VII 

GAFGF FXFVF GFXAV AGGXD XXDDF 
AGVDD VDVFF ADAVA VFVGG ADAAF 
VFDFV DXFXX GDXDD FVDFF XDVFX 
VADXV AXDVX AFFVD FDGXF DGFDD 
FVDVV AAFVF FVXDG FDDVA DDFDD 
DXFFA GFXFX AAGVD GGVDF GGGXD 
FDFVA FFGFX GDAXD GDGGD DAVDX 
ADFAF VFXDD XVAGD VVDDF XDGXX 
DVFVF DDDDA AFDFX DXGDA AFVDF 
DVDDV ADDVD VAVDG AFVFX FAAVD . 
D F V D (254 letters) 

VIII 

DGVVG FXGGG ADFAF VVVAX AVGGV 
VDVGV VDAVG DGDGA VFDDA DDDXX 
DXFVF XGVGG DGDFG GDADF DDXAV 
FDDVF ADXGD ADGVA FFXAD FADXD 
GFADF DDGVD VXAVA DDXFF AGDXF 
F V F G F G F D F D V D X X D D G G D (144 letters) 
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Ix 

GDDDD XVGVD VDAVG FGDFV DVAVD 
GFAGX AVFFG VADDD AXXAX DGADG 
XAVVD GXXAA AVADA DGXDV GDDDD 
GVFXA AVGGV FXDAF DGVGA FGDDF 
AVVGD DVDFX DVDGF VAAGD XFDVA 
ADAGD AXFVG DDDAG VAVFG XXFDD 
GXFVD GGDAV DAGGF DAXDX FFVGF 
A X X A D D F (182 letters) 

X 

DGDDF VFAVD VFDAD GFVGV GGDFV 
DVVXD DFDDV GXGVD XGVGD XDGDX 
FXFDX VDAAD DFXDD AFFAA FVFAG 
DAAGG FAXGV XXFXA DGDFD GXGDA 
DAXGV VVDAA GGVFG VAVFV AAGAX 
G X D G A (130 letters) 

XI 

VFDDV AXGDA DFGGG GFGDD FXXDA 
FDDXG GAVGA GDVDF DFDDD GAFAF 
DAAAG VAVFG GVADD GDDFG FVDDA 
DFGAF DFVDD FVVVA DAGDX FXXXF 
FDXGD FDGFD DFGDA GFAAG GADXD 
GVDGA VGVDF DDFXG AGXFG VFVVD 
GVDXD FFFXG XGXAG AGVGD VVXGF 
V D X D D X F V D D X (186 letters) 

XII 

XFDFX VVDVD AVDAD VFAGD GVADD 
FDAAD XADFV GVDGF XFGDV FVDDD. 
DGDVV AVVVF ADDAX AVFVA DAXDV 
GDDFA XDDGX GVFXA VXVFD GDXDF 
DVXAD VAVAV GVDDD AFDFA DVFFV 
VGDAG FXDDF ADVXV DFXFF VVGFX 
XGFVA VFAGG DAVVD XDXGD DVVAD 
DDAGA AGXFG DDDGV FGFVG VXGVF 
DFFDA ADVDD XGDFD DVDDG AFGD 
(224 letters) 

43. Illustration of so1ntion.‘-u. Since the initial letters of all 12 cryptograms are in the 
same class, that is, either initid or final components, they may all be combined into a single 
distribution. Furthermore, since it is certain that regardless of whether the transposition rectangle 
has an odd or an even number of columns the 3d, 5th, 7th . . . letters of the cryptograms are in 

7 This illustration uses the same cryptograms and follows quite closely along the lines employed in a tech- 
nical paper of the Signal Intelligence Service entitled General Solution for the ADFGVX Cipher, prepared by 
Messrs. Rowlett, Kullback, and Sinkov, in 1934. 
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the same class as the first let,ter, the 3d, 5th, 7th . . . letters may be added to the distribution, 
so long as these odd letters come from the same section (column 1). It is, however, necessary 
to limit the number of letters taken from the beginning of any one cryptogram to a reasonable 
length of column, depending on the size of the cryptogram. Assuming it is known that the 
enemy is using transposition keys of not less than 15 nor more than 22 numbers, the latter could 
be taken as the maximum possible size. But to be on the safe side it will be here assumed that 
a transposition rectangle of not more than 25 columns is being used. Hence, so far as concerns 
cryptogram I, which has 212 letters, on the basis of a key of 25 numbers [(25X9)-13=212] 
there will be 12 columns of 9 letters and 13 columns of 8 letters. Since there is no way of telling 
which are long and which are short columns, it will be safer to work on the basis of columns of 
8 letters. Therefore, the first 8 lett,ers of cryptogram I are to be taken. In the case of crypto- 
gram II, with 108 letters, its first 4 letters will be taken, and so on, through the 12 cryptograms, 
the number of letters to be taken in each case being governed by the length of the cryptogram. 
The sections taken in the case of the 12 cryptograms are shown in figure 65. 

Cryptogram Length Letters taken 
I I 

Length Letters taken 

I 212 VDDGGGVF 254 GAFGFFXFVF 
II -&es VDAA 144 .DGWG 

III 186 DAGAAFG 182 GDDDDXV 
IV 110 ADXV 130 DGDDF 
V 202 DFXFDDW 186 

VI 120 GDGF I 224 I 

VFDDVAX 
XFDFXWD 

FIOWS 65. 

b. The odd and the even letters of these 12 sections are then distributed separately, the 
results being shown in figures 66 and 67. A consideration of the mechanics of this system leads 
to the expectation that if the transposition rectangle has an even number of columns the two d&&i- 
butions will be similar; ;;f it has an oak! number, they wiLJ be dijerent. The similarity or difference 
between the two distributions is usually discernible with as few as 20 or 25 letters. 

Odd (lst, 3d, . . .) letters 
ADFGVX 
Ill /# Ill fl pj y 

I / 

Even (2d, 4th, . . .) letters 
ADFGVX 
ruJ ia Ii Ml IllI I 

I 

FIOWZ 66. FI~UBE 67. 

c. Letters V and X are of high frequency in the odd positions (fig. 66) but of low frequency 
in the even positions (fig. 67), whereas the letter F is of low frequency in the odd positions and of 
high frequency in the even positions. There can be no question that the two distributions are 
dissimilar, and the indications are clear that the transposition rectangle involves an odd number 
of columns. 

d. Now the letters in figure 66 may be initial components, those in figure 67, final com- 
ponents, or the reverse may be the case. At the present stage of the study it is impossible to 
ascertain which of these alternative hypotheses is correct. 
immaterial at this stage. 

However, this information is really 
Suppose the letters in figure 66 are arbitrarily designated as class 1 

components, those in figure 67 as class 2 components. Class 1 components (fig. 66) are charac- 
terized by a predominance of V’s and X’s (over their frequencies in fig. 67); class 2 components 
(fig. 67) are characterized by a predominance of F’s (over its frequency in fig. 66). 
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e. The two distributions in figures 66 and 67 apply to the letters which come from column 1 
of the transposition rectangles for the 12 cryptograms understudy. In this column, the V’s and 
X’s fall predominantly in the odd positions, the F’s fall predominantly in the even positions. 
Therefore! beginning with position 1, the components in this column show an alternation of the 
type &-+ 9*+ 9,. By referring to figure 63 it will become clear that if class 1 components are 
initial components, then it must follow that column 1 occupies an odd position in the transpo- 
sition rectangle; but, if class 1 components are final components, then it must follow that column 
1 occupies an even posit’ion in the transposition rectangle. Which of these alternatives is true 
cannot be ascertained at the moment,. But the important point to be noted is that a definite reversal 
in the type of alternation of class 1 and class 2 components indicates the transit, in the transposition, 
from the end of one column to the beginning of the next column. That is, if it is found that from the 
beginning of the cryptogram the alternation of components is 01-+ @-, & and after a number 
of letters this alternation changes to &+ &-+ &, the point where this change occurs marks the 
end of column 1 and the beginning of the column 2. For the sake of brevity in reference, in the 
subsequent, paragraphs the type of alternation &+ &-J @I will be designated as the “ + type,” 
and this type of alternation characterizes columns which fall in the odd positions in the trans- 
position rectangle i. e., in the lst, 3d, 5th, P, . . . positions from the left. The other type, 
e2+@+& will be designated as the “ - type,” and this type of alternation characterizes columns 
which fall in the even positions in the transposition rectangle i. e., in the 2d, 4&, 6*, 8*, . . . 
positions from the left. 

f. With these principles in mind, let cryptograms III and XI, each containing 186 letters, be 
studied. They may be superimposed, since they have identical numbers of letters and therefore 
the columns end at exactly the same points in both cryptograms. 

XIVFDDVAXGDADFGGGGFGDDFXX 
III. ‘x ; ; ; ; ; ; ; ; ; “d “;; ; ; ; ; ; ;; 4; ; ; 4; 4; 

XLDAFDDXGGAVGAGDVDFDFDDDG 
III. A ; ; ; ‘;1 .; ; 1 ; ; ; ; 1 “v ; ; ; ; ; ; A 6; 0; 

XI.~FAFDAAAGVAVFGGVADDG’DDF 
io 71 72 73 i4 i5 76 77 i8 79 80 81 82 83 84 85 86 87 88 89 90 91 92 

III. A D X A G D X A G G D D A V G V F G D V F V D 
XI.GFVDDADFGAFDF.VDDFVVVADA 

; “G ; “G : : “F ‘; ‘: *; ‘; ‘: 
105 106 107 108 109 110 111 112 113 114 115 

III, X G D D D G D A F D A 
XLGDXFXXXFFDXGDFDGFDDFGDA 

116 117 118 119 120 121 122 123 124 125 124 127 128 129 130 131 132 133 134 135 136 137 138 

III.DGGADDGDXAFVDFDXFVGDDVA 
XI.GFAAGGADXDGVDGAVGV-DFDDF 

139 140 141 147. 143 144 145 146 147 148 149 1.50 151 152 15.3 154 155 158 157 158 159 160 161 

III.VFDDDVFAGDFFFXAADFADGGV 
XIXGAGXFGVFVVDGVDXDFFFXGX XIXGAGXFGVFVVDGVDXDFFFXGX 

162 162 163 163 164 164 165 165 166 166 167 167 168 168 169 169 170 170 171 171 172 172 173 173 174 174 175 175 176 176 177 177 178 178 179 179 13~3 13~3 181 181 182 182 183 183 184 184 

III.FDAVDGXFVDAAVGDXFGGDDXG III.FDAVDGXFVDAAVGDXFGGDDXG 
XIGXAGAGVGDVVXGFVDXDDXFVD XIGXAGAGVGDVVXGFVDXDDXFVD 

185 186 

III. D 
XI. D X 

FIGVBS 68i 
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9. It has already been noted that beginning with the first letter of any one of the crypto- 
grams, the type of a.lternation for column 1 is +. It is therefore not astonishing to find, within 
the first 10 letters, an alternation of the + type. Sate bon- the V’s and X’s fall in the odd posi- 
tions, the F’s in the even. Thus: 

III. ZLEhZEtE% 
XI. lFDD!AXGDA 

It is seen that there are 2 V’s which fall in odd positions (1 and 5), but one V falls in an even 
position (10). There is an X, n-hich falls in an odd position (7) ; there are 2 F’s which fall in even 
positions (2 and 6). Unquestionably, then, the type of alternation, at least’ for the first 10 
letters in each of t,hese cryptograms, is f. 

h. Take the next section of 10 letters in these two cryptograms. The letters are as follows: 
11 12 13 14 15 16 17 18 19 ?O 

III. DAFGGXFDXD 
XI. DFGGGGFGDD 

Here there are 4 F’s; 3 of them fall in odd positions (13, 17, If), and one falls in an even position 
(12). There are 2 X’s; one falls in an odd position (19)) one in an even position (16). There are no 
V’s among these letters. So far as the evidence afforded by the F’s is concerned, it would appear 
that this section of text shows the type 2 or “ - type” of alternation of components, since in 
type 1 or “ + type” t,he F’s occupy even positions and here the majority of them occupy odd 
positions. But so far as the X’s are concerned, the evidence is equally balanced: one X falls in an 
odd position, one in an even posit,ion. There being no V’s, no conclusions can be drawn from this 
letter. To be guided solely by the evidence afforded by the 3 F’s may be unwarranted. Is it 
not, possible to weight the frequencies of the letters so that it will be unnecessary t.o rely merely 
upon a few of them and the evidence afforded by all the letters can be taken into account? Khy 
not assign frequency weights according to t,he two distributions in figures 66 and 67? The figures 
then become as follows: 

Odd (lst, 3d, . , .) letters Even (2d, 4th, . . .) letters 

ADFGVX ADFGVX 
s x s ~igT.z~~‘ 

2 
5 g 5 x z 

Total-3 + 11 + 3 + 8 + 11 + 6=42letten 
FIGURE 69. 

Total= 4 f 10 + 11 + 5 + 4 + 1 -351etters 

Since the odd letters have a total frequency of 42, the even, a total frequency of 35, for purposes 
of equalizing the distributions in applying the weights it seems advisable to deduct one-sixth 
from the total when applying the weights to odd letters. 

i. NOW in applying these weights to the letters, it must be borne in mind that since a trans- 
position rectangle with an odd number of columns is involved, half of the letters are class 1 com- 
ponents, the other half are class 2 components. Hence, in finding the frequency value of the 
letters it is necessary to apply the weighted frequencies to alternate letters in the sections, as 
shown in figure 70. 

11 12 13 14 I5 I6 17 18 19 20 

III. DAFGGXFDXD 
XI’. DFGGGGFGDD 

Distribution of odd letters Distribution of even letters 

ADFGVX ADFGVX 
s s s - s - 2 

f-o a a a 0 I= 1 3 1 4 0 1 

AQmLrn 70. 
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These distributions, when evaluated in accordance with figure 69, “yield a tota. frequency value 
of 126; n-hen evalua,ted in accordance with figure 69 reversed, yield a total frequency value of 
143. The detailed calculations are as follows: 

On the basis of figure 69 normal (odd letters as &‘s, even letters as @‘s): 
0(3)+3(11)+3(3)+3(8)+0(11)+1(6)=72 

72 72 -6=60 

1(4)+3(10)+1(11)+4(5)+0(4)+1(1)=66 =66 
- 

Total= 126 
On the basis of figure 69 reversed (even letters as &‘s, odd letters as &‘s): 

1(3)+3(11)+1(3) +4(8)+0(11)+1(6)=77 

77--11=64 
6 

0(4)+3(10)+3(11)$3(5)+ 0(4)+1(1)=79 =79 

Total= 143 

j. Eow the frequency sums here obt.ained (126 VS. 143) indicate that an alternation of the 
type 92+@+02 is in effect, that is, if a beginning is made with position 11, t,he type of alterna- 
tion is “ - “. Since the type of alternation for the first 10 letters is “+” and for the second 
10 letters “ -“, the reversal in alternation would indicate that column 1 of the transposition 
rectangle ends somewhere near the 10th letter. This same sort of reversal takes place aft’er the 
20th letter, as show-n by the calculation in figure 71. 

21 22 23 24 2r, 26 27 2Q 29 30 

III. FVVXGFXFDX 
XI. FXXDAFDDXG 

Distribution of odd letters Distribution of even letters 
ADFGVX ADFGVX 
- : : - - s : s - - s 

f=l 5 2 1 1 3 /=o 2 3 1 1’3 

On the basis of figure 69 normal (odd letters as &‘s, even letters as &‘s): 
1(3)+2(11)+ 2(3)+1(8)+1(11)+3(6)=68 

f&$57 

0(4)+2(16)+3(11)+1(5)+ 1(4)+3(1)=65 =65 

Total= 122 

On the basis of figure 69 reversed (even letters as @,‘s, odd letters as &‘s): 
0(3)+2(11)+ 3(3)+1(8)+1(11)+3(6)=68 

68-?=57 

1(4)+2(10)+2(11)+1(5)+ 1(4)+3(1)=58 =58 
- 

Total=115 
Fmwt 71. 
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Beginning winth the 21st position, the alternation is of type EJ-+&-+@; hence it isof the” f” type. 
Again the reversal in type of alternation occurs in passing from the 2d set of 10 letters to the 3d 
set, and this indic.ates that’ column 2 of the transposition rectangle ends somewhere near the 20th 
letter. But, fortunately, this time the exact location of the break is definitely indicated: The 
simultaneous appearance of V and X in the sequent positions 22 and 23 leads to the idea that the 
22d letter marks the end of column 2 and the 23d letter marks the beginning of column 3. There is 
nothing of an absolute nature in this point: It is merely an indication based upon probabilities and 
does not constitute a conclusive proof by any means. Now if there is this definite break at the 
end of 22 letters it means that columns 1 and 2 must each contain 11 letters. The calculations 
have heretofore been based upon sections of 10 letters and the results are therefore modified as 
shown in the following calculation: 

FIRST SECTION (letters l-11) 
1 2 3 4 5 6 7 8 9 10 11 

III. D A G A A F G A G V D 
XI. VFDDVAXGDAD 

Distribution of odd letters Distribution of even letters 

ADFGVX ADFGVX 
-2 =z-- z - =z - - 

I- 1 5 0 3 2 1 f-5 1 2 1 1 0 

Weighted values of distributions: 
On the basis of figure 69 normal (odd letters as &‘s, even letters as es%): 

1(31+5(11)+ 0(3)+3(8)+2(11)+1(6)=110 
110~+92 

5(4)-til(lO)+2(11)+1(5)+ 1(4)+0(1)=61 =61 
- 

Total= 153 

On the basis of figure 69 reversed (even letters as el’s, odd letters as ~3~‘s) : 
5(3)+1(11)+ 2(3)+1(8)+1(11)+0(6)=51 

51-51, 42 
6 

1(4)+5(10)+0(11)+3(5)+ 2(4)+1(1)=78 =78 
- 

Total= 120 
The type of alternation is 81+8S+8,, or “+“. 

SECOND SECTION (letters 12-22) 
12 13 14 15 16 17 18 19 a0 21 22 

III. AFGGXFDXDFV 
XI. FGGGGFGDDFX 

Distribution of odd letters Distribution of even letters 

ADFGVX ADFGVX 
- x s N z N = w 2 =z 

f-0 1 5 3 0 1 f- 1 3 1 4 1 1 
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Weighted values of distributions: 
On the basis of figure 69 normal (odd letters as @‘s, even letters 8s &‘s): 

0(3)-I-1(11)+5 (3)+3(8)+0(11)+1(6)=56 
56-5+= 47 

1(4)+3(10)+1(11)+4(5)+ 1(4)+2(1)=71 = 71 

Total=118 

On the basis of figure 69 reversed (even letters as &‘s, odd let,ters as &‘s) : 
1(3)+3(11)+ 1(3)+4(8)+1(11)+2(6)=94 

94-94, 
6 

78 

0~4)+1(10)+5(11)+3(5)+ 0(4)+1(1)=81 =81 

Total= 159 

Since the distribution here begins with an even-numbered position (l2), and the greatest 
total is obtained on the basis of figure 69 reversed, the type of alternation for tbe second section 
of 11 letters is therefore again 81+8+31, or “ + “. 

THIRD SECTION (letters 23-33) 
23 24 25 26 27 2R 20 30 31 32 33 

III. V X G F X F D X D D A 
XI. XDAFDDXGGAV 

Distribution of odd letters Distribution of even letters 

ADFGVX ADFGVX 
: s : : 2 - 2 2 . : . . 

f-2 3 0 2 2 3 I- 1 3 3 1 0 2 

Weigh ted values of distributions: 
On the basis of figure 69 normal (odd letters as &‘s, even letters as 0,‘s): 

2(3)+3(11)+ 0(3)+2(8)+2(11)+3(6)=95 
95-T= 79 

1(4)+3(10)+3(11)+1(5)+ 0(4)+2(1)=74 = 74 

Total=153 

On the basis of figure 69 reversed (even letters as &‘s, odd letters as &‘s) : 
1(3)+3(11)+ 3(3)+1(8)+0(11)+2(6)=65 

65-T= 54 

2(4)+3(10)+0(11)+2(5)+ 2(4)+3(1)=59 = 59 

Total= 113 

Since the best values are obtained on the basis of figure 69 normal, the type of alternation for 
the third section of 11 letters is e,+=epel, or “ +“. 
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X-. Sow if columns 1 and 2 contain 11 letters, and the total number of letters is 186, the 
transposition rectangle obviously has 17 columns, there being 16 long columns of 11 letters and 
one short column of 10 letters [ (17 X 11) - 1= 1861. 

1. There is another cryptogram which also contains but one short column, viz, VII, of 254 
letters [17X 15) -1=254]. The columns of this cryptogram contain 4 more letters than the 
corresponding columns of III and XI. Assuming, momentarily, that the last column is the short 
one, cryptogram VII may be added to the superposition of III and XI, provided these sets of 4 
additional letters are accounted for. This has been done in figure i2. In that figure the 4 
extra letters pert,aining to cryptogram VII are shown as falling under the last letters of the col- 
umns of cryptograms III and XI, but this is only an arbitrary placement. It is sufficient’ to 
place these extra letters in such positions as will make the first one of the series begin in an even 
position . 

m. Since the transposition rectangle is now known to be 17 columns wide, the data in figure 
69 may be enlarged to correspond to this information. For example, whereas in originally 
constructing figure 69 the first column of cryptogram I was assumed to have only 8 let.ters (to 
correspond to a key of 25 numbers), it may now be extended to a column of 12 letters, and so on. 
The additional portions used to make the distributions in figure 74 are shown underlined in 
figure 73. 

& p: ; ; ; ; ; ; ; ; ; ;; ; ; ; ; ; ;; ; ; ; ; 

SI.VFDDVAXGDADFGGGGFGDDFX 
VT1.G A F G F F X F V F.G A G G X D X X D D F A 

F X A V G V D D 
23 27 24 2S 26 2x 28 30 31 32 33 34 35 36 37 38 3Y 40 41 42 43 44 

1II.V X G F X F D X D D A G A D D G V A D D V D 
XI.XDAFDDX-GGAVGAGDVDFDFDD 
VII.VDVFFADAVAVADAA.FVFDFVD 

F V G G X F X X 

XI.DGAFAFDAAAGVAVFGGVADDG 
VI1.G D X D D F V D F F X V A D X V A X D V X A 

D V F X F F V D 
&; A” 1; ; ; ; ; ; ;” ;; ; ; ; “d “A’ ; *G “; ; ; ;, 

XI.DDFGFVDDADFGAFDFVDDFVV 
VI1.F D G X F D G F D D F A A F V F F V X D G F 

V D V V D D V A 

XIVADAGDXFXXXFFDXGDFDGFD 
VI1.D D F D D D X F F A G A A G V D G G V D F G 

F X F X G G X D 
111 112 113 114 115 118 117 118 119 120 121 122 123 124 125 126 127 ID7 129 l?A 131 132 

1II.D A F D A D G G A D D G D X A F V D F D X F 
XI.DFGDAGFAAGGADXDGVDGAVG 
VI1.F D F V A F F G F X G G D G G D D A V D X A 

D A X D D F A F 
FUXJB~ 72. 

Page 142



137 

133 134 13;, 13R 137 1s 139 140 141 142 

III. V G D D V A V F D 
D 1; 1; 1; 1; 1; 1; 1; 1; 1; 1:; 1:; 15; 

XIJ'DFDDFXGAGXFGVFVVDGVDX 
VIWFXDDXVAGDVXDGXXDVFVFD 

V D D F D D D A 
,.5i 1% ii; ,RR I.-9 1RO 161 162 163 IfiJ lfi5 1RR 16; IfIR lr,9 170 171 172 1x 174 1 ; i ,;il 

TTT.DFADGGVFDAVDGXFVDAAVGD 
XI.DFFFXGXGXAGAGVGDVVXGFV 
W.AFDFXDXGDAADVDDVADDVDV 

F V D F A V D G 
17; 178 179 III. x F G 1; 1; 1; 1; 1; 1; 1; 

XI.DXDDXFVDDX 
VI1.A F V F X F A A V D 

D F V D 
F~cnse 72.-Continued 

Letters taken 
I cryptogram ii ___ i Length Letters taken 

I 212 VDDGGGVFm I . 

;,‘,I, 
254 

1 
GAFGFFXFVFm 

II 108 VDAAVD 144 DGVVGW 
III 186 DAGAAFGW 
IV 110 ADXVFJ 11 

IX 182 GDDDDXVm 
s 130 DGDDFVJ 

v 202 DFXFDDVWB XI 186 VFDDVAXGDP. 
VI 120 GDGFXAXA ’ XII 224 XFDFXVVDV~~~ 

II 

FIGURE 73. 

The new frequency weights are therefore as follows: 
Odd (lst, 3d, . . . ) letters Even (2d, 4th, . . . ) letters 

ADFGVX ADFGVX 
~BSBXZ 2izisx2 
- 2s s z x s x 2 s = 

: L : % z s 
Total = 4 + 14 + 5 + 11 + 15 + 10 = 59 Total = 9 + 15 + 14 + fi + i + 2 = 55 

FIGCBE 74. 

Since the two totaIs are quite close together, no correction need be made of the nature of that 
made in preceding calculations, where one-sixth was deducted from the total values of odd letters. 

n. Beginning with position 23, in the case of cryptograms III and XI, the next 11 lett,ers, 
and, in the case of cryptogram VII, the next 15 letters are clearly of the “+” type of alterna- 
tion. The data are as follows: 

7.3 24 ?.3 26 37 29 29 30 31 32 33 

III.VXG FXFDXDDA 
XI.XDAFDDXGGAV 

VILVDVFFADAVAV 
FVGG 
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Distribution of odd letters 
ADFGVX 
: : 1 : s x s 

3 

Distribution of even letters 
ADFGVX 
: : 2 g 2 : 

/=2 4 1 3 7 3 r- 4 4 5 2 0 2 

Weighted values of distributions: 
On the basis of figure 74 normal (odd letters as el’s, even letters as eats): 

2(4)+4(14)+ 1(5)+3(11)+7(15)+3(10)=237 
4(9)+4(15)+5(14)+ 2(8)+ 0(7)$ 2(2)=186 

Total=423 

On the basis of figure $4 reversed (even letters as @i’s, odd letters as W1’s): 

4(4)$4(14)$ 5(5)+2(11)+0(15)+2(10)=139 
2(9)+4(15)+1(14)+ 3(8)+ 7(7)+ 3(2)=171 

Total=alo 

Since the greatest total is obtained on the basis-of figure 74 normal, the type of alternation for the 
third section of letters is 8,+ e2--+ 8,, or “ +“. 

o. Continuing the foregoing process with the 1ett.er-s beyond position 33, the data are as 
follows: 

34 35 36 37 38 39 4Q 41 42 43 4.4 

III. GADDGVADDVD 
XI. GAGDVDFDFDD 

VII. ADAAFVFDVFD 
XFXX 

Distribution of odd letters Distribution of even letters 
ADFGVX ADFGVX 
2 . $ - 

s 3 ~$s~~a- 

f-3 s‘ 1 0 3 2 

Weighted values of distributions: 

f-3 5 5 4 2 1 

On the basis of figure 74 normal (odd letters as el%, even letters as 8,‘s): 

3(4)+8(14)+ 1(5)+0(11)+3(15)+2(10)=194 
3(9)+5(15)+5(14)+ 4(8)+ 2(7)+ 1(2)=220 

Total=414 

On the basis of figure 74 reversed (even letters as ei’s, odd letters as 8,‘s): 

3(4)+5(14)+ 5(5)+4(11)+2(15)+1(10)=191 
W)+W5)+1(14)+ O(8)+ 3(7)+ 2(2)=186 

Total=377 
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Since the distribution begins here with an even-numbered position (34), and the greatest total is 
obtained on the basis of figure 74 normal, hence the alternation for the fourth sect.ion or column 
is of the type e2-j 8i-+ &, or “ -“. 

p. (1) The data for the letters beyond position 44 are as follows: 

45 46 4; 4x 49 50 51 s2 53 51 55 

III. DGAFGAVGDGX 
XI. DGAFAFDAAAG 

VII. GDXDDFVDFFX 
DVFX 

Distribution of odd letters Distribution of even letters 

ADFGVX ADFGVX 
~~‘~~~ s s P 1 

/=4 5 1 3 3 4 /=3 4 8 4 0 0 

Weighted values of distributions: 
On the basis of figure 74 normal (odd letters as Gi’s, even letters as e2’s): 

4(4)+5(14)+ 1(5)+3(11)+3(15)+4(10)=209 
3(9)+4(15)+6(14)+ 4(8)+ O(7)+ 0(2)=203 

Total== 

On the basis of figure 74 reversed (even letters as ei’s, odd letters as e2’s): 

3(4)+4(14)+ 6(5)+4(11)+0(15)+0(10)=142 
4(9)+5(15)+1(14)+ 3(8)+ 3(7)+ 4(2)=178 

Total=% 

Since the distribution starts with an odd position (45) and the greatest total is obtained on the 
basis of figure 74 normal, the type of alternation for the fifth section or column is 8,+ e2+ 8,’ 
or “ + “. 

q. The types of alternation for the 6rs.t 5 columns, which are all long columns, is there- 
fore + + + - +. Since cryptograms III and XI contain but one short column, it is advisable 
to be on the lookout for it as the work progresses. It is possible to continue with the process 
detailed above. For example, the calculations for the next or sixth section of 11 letters are 
shown below: 

56 57 58 59 60 6162 63 64 6.5 66 
III. DDDAVFVDDFD 
XI. VAVFGGVADDG 

VII. VADXVAXDVXA 
FFVD 

Distribution of odd letters 

ADFGVX 
$z?S”Z 

J-5 4 4 1 1 2 

Distribution of even letters 

ADFGVX 
-$-‘2- 

s 

J= 1 7 1 2 8 1 
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Weighted values of distributions: 
On t,he basis of figure 74 normal (odd letters as elk, even letters as ez’s): 

5(4)+4(14)$ 4(5)+1(11)+1(15)+2(10)=142 
1@)+7(15)+1(14)+ 2(8)$ 8(7)+1(2) =202 

Total=344 

On the basis of figure $4 reversed (even letters as elk, odd letters as es’s): 

1(4)+7(14)+ 1(5)+2(11)+8(15)+1(10)=259 
5(9)+4(15)+4(14)+ l(8)+ l(T)+ 2(2)=180 

Total=439 

‘Since the distribution starts with an even position (56) and the greatest total is obtained on the 
basis of figure 74 reversed, the type of alternation for the sixth section or column is e1+e2-+e1, 
or “ +“. 

T. But perhaps advantage should be taken of the availability .of additional cryptograms. 
For example, cryptogramV, of 202 letters, has 2 short columns [(17X 12)-2=202], whereas the 
cryptograms thus far dealt with each have but one. That is, cryptogram V has one short column 
in common with cryptograms III, XI, and VII,.and one additional short column not possessed 
by the latter. g Can this additional short column of cryptogram V be located? 

s. Suppose coiumn 1 of crypt,ogram V is the additional short column. Then the letters of 
column 2 would be F X F X F F F V A G F D. These letters when evaluated on the 
basis of figure 74 normal yield a total of 77; when weighted on the basis of figure 74 reversed, 
a total of 144. The calculation is as follows: 

Distribution of odd letters Distribution of even letters 
ADFGVX ADFGVX 

f-1 0 5 0 0 0 J-O 1 1 1 1 2 

On the basis of figure 74 normal (odd letters as e,%, even letters as e2k): 
1(4)$0(14)$ 5(5)+0(11)+0(15)+0(10)=29 
0@)+1(15)+1(14)+ l(8)+ l(7)+ 2(2)=48 

Total=* 

On the basis of figure 74 reversed (even letters as e,%, odd letters as e2%): 

1@)+0(15)+5(14)+ O(8)+ O(7)+ 0(2)=79 
0(4)+1(14)+ 1(5)+1(11)+1(15)+2(10)=65 

Total== 

According to this calculation, column 2 of cryptogram V seems to correspond to the type of 
alternation e2-+e1-+e2, that is “ - “. But from previous work it is fairly certain that column 2 
is of the “ +” type. Hence, cohnnn 1 of cryptogram V is probably not the additional short 
column of that message. Assuming column 2 to be the extra short column, no such contra- 
diction is obtained, for the calculation is as follows: 

Page 146



141 

Assuming column 2 to be short. the letters of column 3 are X A V D A G F D V D G F . 

Pistribution of odd letters 

ADFGVX 
- - - = - 

/=l 0 1 1 2 1 

W~~iphtetl values of distributions: 

Distribution of even letters 

ADFGVX 
- - E _ 

/=l 3 1 1 0 0 

On the basis of figure 74 normal (odd letters as elk, even letters as e2%): 
1(4)+0(14)+1(5)+1(11j-+2(15)+-l(i0) = 60 
l(9) + 3(15)+1(14)-t 1(8)+90(7)+0(2)= i6 

Tot,al= 136 
On the basis of figures 74 reversed (even letters as &‘s, odd letters as e2'2): 

1(9)$0(15)+1(14)+ l(8)+ 2(7)+1 (2)= 47 
1(4)+3(14)+ 1(5)+1(11)+0(15)+0(10)= 62 

Total= 109 

Since the greatest total is obtained on the basis of figure 74 normal, the type of alternation is 
e1+e2+e, and column 3 is a “ +” column, which is consistent with the formula + + + - + for 
columns 1 to 5, as previously ascertained. 

If all the foregoing reasoning is correct, and column 2 is the additional short column for crypto- 
gram V, it must be the next to the last column of the transposition rectangle. Since it is a 
” +” column, the last column must be a “-” one; therefore, there are 9 ‘(-I’ columns and 
8 ” +” columns. This definitely determines that the “ -” columns are the odd ones, the “ j-” 
columns the even ones, since in an odd-width rectangle there is one more odd column than even 
columns. 

t. The single short column which is common to cryptograms III, XI, a.nd VII is one of the 
columns beyond column 5. Assuming each possibility in turn, there is obtained for the type of 
alternation in each column the distributions of “ +” and “ -” shown in figure 75. 

I I I I 
Asiunptim .-- 

-- I ,-,-_ I - 
1 1 2 3 

COIUlllIl 

(1) 6th short _________ -__- _____ - _____ -__ + 
(2) 7th short _________.________.________ + 
(3) 8th short ..__. ____.._______________ + 
(4) 9th short .______ ____ ---_-_----___-- + 
(5) 10th short _________________________ + 
(6) 11th short _________________________ + 
(7) 12th short __________..__...________ + 
(8) 13th short ______ _ _________ - ________ + 
(9) 14th short ._.._____________________ + 

(10) 15th short ..__......_._____________ + 
(11) 
(12) 

16th short ___..._______ --~----~.-~-,+ 
lith short-. ______________________ )+ 

+t 
++ 
+t 
+t 
+t 
++ 
+t 
++ 
+t 
+I+ 
++ 
++ 

-i 

-/- 
4 5 6 

--- 

-+t 

-+t 

-+t 

-+t 

-+t 

-+t 

-+t 

-+t 

-+t 

-+t 

-+t 

-+t 

- 

-. 
7 8/&l 

--:-- 

++-+ 

- +,- t 
--- t 

--+t 
--+- 

--+- 

--+- 

--+- 

--+- 

--+- 

--+- 

--+- 

! I 

. 

- - + - - - - 
- -+ +--- 8+, 9- 
- -+++,-- g+, 8- 
- - +/+ +/+ - lo+, 7- 
--+++++ II+, 6- 

I I 

u. The correct assumption must satisfy the following conditions: 

(a) There must be 9 “ - ” and 8 “ + ” columns. 
(b) The short column must be “ -“. 
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Only assumptions (3) and (51, in which column 8 and column 10 are short columns, satisfy these 
conditions. Therefore, column 2 is followed by either column 8 or 10. Testing the combination 
2-8 for monoalphabeticity of bipartite pairs, the distribution shown in figure 76 is obtained. 
1Vhen combination 2-10 is tested, the distribution shown in figure 77 is obtained. Obviously, 
the 2-8 combination is the better. 

2d component 

A D F G V X 
2d component 

A D FGV X 

E (~)=.066iXliX16=18.14 
4 zx 22 

FIG WE 7fi. 

E (~)=.066iXli~lti=18.14 
r#J=4 

FIGURE 7;. 

0. It is possible by introducing cryptograms with additional short columns to determine 
more of the key. Thus, it was found by using cryptograms XII and VI that the first 3 numbers 
of the transposition key are 16-5-7. But the process of anagramming will yield the solution at 
least as rapidly. In this process, of course, advantage may be taken of the fact that the columns 
have been classified into the “ + ” and “ - ” types and no combinations of two “ + ” or two 
I( -“columns need be tested, since only combinations of the type“ + -“or“ - + “are permissible. 

ZC. The final transposition key and the substitution checkerboard are shown in figure i8. 

V 

X 

2d component 
ADFGVX 

VISKNG 
i ! ----,-,- 

7 S C 3iRiO 

WH8TE5 
------ 
LA&BZD 

------ 
4F6J0M 

------ 
PQUXYZ 

Fmum 78. 

x. All the foregoing details concern a case in which the transposition rectangle has an odd 
number of columns. Now if the rectangle contains an even number of columns, this type of 
solution is, of course, still applicable, and in fact is easier, since t,he letters of the text of the re- 
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