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About the Study Guide &
DVD Training System

In this book, you’ll find lots of interesting sidebars designed to highlight the most impor-
tant concepts being presented in the main text. These include the following:

®  Exam Warnings focus on specific elements on which the reader needs to
focus in order to pass the exam.

m  Test Day Tips are short tips that will help you in organizing and remembering
information for the exam.

m  Notes from the Underground contain background information that goes
beyond what you need to know from the exam, providing a deep foundation
for understanding the security concepts discussed in the text.

®  Damage and Defense relate real-world experiences to security exploits while
outlining defensive strategies.

®  Head of the Class discussions are based on the author’ interactions with stu-
dents in live classrooms and the topics covered here are the ones students have
the most problems with.

Each chapter also includes hands-on exercises. It is important that you work through
these exercises in order to be confident you know how to apply the concepts you have
just read about.

You will find a number of helpful elements at the end of each chapter. For example,
each chapter contains a Summary of Exam Objectives that ties the topics discussed in that
chapter to the published objectives. Each chapter also contains an Exam Objectives Fast
Track, which boils all exam objectives down to manageable summaries that are perfect
tor last minute review. The Exam Objectives Frequently Asked Questions answers those ques-
tions that most often arise from readers and students regarding the topics covered in the
chapter. Finally, in the Self Test section, you will find a set of practice questions written in
a multiple-choice form similar to those you will encounter on the exam.You can use the
Self Test Quick Answer Key that follows the Self Test questions to quickly determine what
information you need to review again. The Self Test Appendix at the end of the book pro-
vides detailed explanations of both the correct and incorrect answers.
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Instructor-led training DVD provides you with almost two hours of
virtual classroom instruction. Sit back and watch as an author and trainer
reviews all the key exam concepts from the perspective of someone taking the
exam for the first time. Here, you’ll cut through all of the noise to prepare you
for exactly what to expect when you take the exam for the first time. You will
want to watch this DVD just before you head out to the testing center!

Web based practice exams. Just visit us at www.syngress.com/certification
to access a complete Exam Simulation. These exams are written to test you on
all of the published certification objectives. The exam simulator runs in both
“live” and “practice” mode. Use “live” mode first to get an accurate gauge of
your knowledge and skills, and then use practice mode to launch an extensive
review of the questions that gave you trouble.



MCSE/MCSA 70-214 Exam Objectives Map
and Table of Contents

All of Microsoft’s published objectives for the MCSE/MCSA

odERS 4, 70-214 Exam are covered in this book. To help you easily
b2 : find the sections that directly support particular objec-
1“n% tives, we've listed all of the exam objectives below,
and mapped them to the Chapter number and
cEH'I'IFI En / heading in which they are covered. We've also
" assigned numbers to each objective, which we use in
"‘_‘,._* ﬁ*’a the subsequent Table of Contents and again
M opEc throughout the book to identify objective coverage. In

some chapters, we've made the judgment that it is prob-
ably easier for the student to cover objectives in a slightly different
sequence than the order of the published Microsoft objectives. By reading this study
guide and following the corresponding objective list, you can be sure that you have
studied 100% of Microsoft’'s MCSE/MCSA 70-214 Exam objectives.

Exam Objective Map

Objective Chapter
Number Objective Number Chapter Heading
1 Implementing, Managing,

and Troubleshooting
Baseline Security

1.1 Configure security templates. 1 Configuring Basic Windows 2000
Security with Templates

1.1.1 Configure registry and file 1 Registry, File System
system permissions.

1.1.2 Configure account policies. 1 Account Policies

1.1.3 Configure audit policies. 1 Local Policies

1.1.4 Configure user rights 1 Local Policies
assignment.

1.1.5 Configure security options. 1 Local Policies

1.1.6 Configure system services. 1 System Services

1.1.7 Configure restricted groups. 1 Restricted Groups

1.1.8 Configure event logs. 1 Event Log

1.2 Deploy security templates. 1 Deploying Security Templates
Deployment methods Analyzing Your Security
include using Group Policy Configuration

and scripting.

Xi
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Exam Objective Map

Objective Chapter
Number Objective Number Chapter Heading
1.3 Troubleshoot security 2 Security Template Application Issues

1.4

1.5

2.1

2.2

2.2.1

template problems.
Considerations include
Group Policy, upgraded
operating systems, and
mixed client-computer
operating systems.

Configure additional security 2
based on computer roles.
Computer roles include
Microsoft SQL Server
computer, Microsoft
Exchange Server computer,
domain controller, Internet
Authentication Service (IAS)
server, Internet Information
Services (IIS) server, and
mobile client computer.

Configure additional security 2
for client-computer

operating systems by using

Group Policy.

Implementing, Managing,
and Troubleshooting Service
Packs and Security Updates

Determine the current 3
status of service packs

and security updates. Tools

include MBSA and HFNetChk.

Install service packs and 3
security updates.

Considerations include

slipstreaming and using

Remote Installation

Services (RIS), custom

scripts, and isolated

networks.

Install service packs and 3
security updates on new

client computers and servers.
Considerations include

slipstreaming and using RIS,

custom scripts, and isolated
networks.

Configuring Role-Based Server
Security

Creating Secure Workstations

Identifying Required Updates

Deploying and Managing Updates

Installing Updates on New
Computers
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Objective
Number

Chapter

Objective Number

Chapter Heading

2.3

2.4

3.1

3.1.1

3.1.2

3.1.3

3.1.4

3.2

Manage service packs and 3
security updates.

Considerations include server
computers and remote client
computers. Tools include

Microsoft Software Update

Service, Automatic Updates,

and SMS.

Troubleshoot the deployment 3
of service packs and security
updates. Typical issues

include third-party application
compatibility, permissions,

and version conflicts.

Implementing, Managing, and
Troubleshooting Secure
Communication Channels

Configure IPSec to secure 6
communication between

networks and hosts. Hosts

include domain controllers,

Internet Web servers,

databases, e-mail servers, and

client computers.

Configure IPSec authentication. 6

Configure appropriate 6
encryption levels.

Configure the appropriate 6
IPSec protocol. Protocols
include AH and ESP.

Deploy and manage IPSec 4
certificates. Considerations
include renewing certificates.

Troubleshoot IPSec. Typical 6
issues include IPSec rule
configurations, firewall
configurations, routers, and
authentication.

Deploying and Managing Updates

Troubleshooting Update Installations

Deploying and Troubleshooting
Windows IP Security

Deploying and Troubleshooting
Windows IP Security
Confidentiality

IPSec Security Services

Certificate Authorities

Deploying and Troubleshooting
Windows IP Security
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Exam Objective Map

Objective Chapter
Number Objective Number Chapter Heading
3.3 Implement security for wireless 7 Wireless LAN Security Issues

3.3.1

3.3.2

3.3.3

34

3.5

3.5.1

3.5.2
3.5.3

networks.

Configure public and private 7
wireless LANs.

Configure wireless encryption 7
levels. Levels include WEP and
802.1x.

Configure wireless network 7

connection settings on client
computers. Client-computer
operating systems include
Windows 2000 Professional,
Windows XP Professional, and
Windows CE 3.0.

Configure Server Message 2
Block (SMB) signing to support
packet authentication and

integrity.

Deploy and manage SSL 8
certificates. Considerations

include renewing certificates

and obtaining self-issued

certificates versus public-

issued certificates.

Obtain public and private 4
certificates.

Install certificates for SSL. 8
Renew certificates. 4

Wireless LAN Security: It's Not
Perfect

Should You Use Wep?

IEEE 802.1x Vulnerabilites
Additional Secuirty Measures for
Wireless LANs

Implementing Wireless LAN
Security: Common Best Practices

Configuring Windows Client
Computers for Wireless LAN Security

Wired Equivalent Privacy
802.1x Authentication

Configuring Windows Client
Computers for Wireless LAN Security

Securing Server Message Block Traffic

Configuring Web Site
Authentication

Requesting a Certificate
Exporting and Importing Certificates

Configuring Web Site Authentication

Requesting a Certificate
Exporting and Importing Certificates



Exam Objective Map

Objective Chapter
Number Objective Number Chapter Heading
3.6 Configure SSL to secure 8 Configuring Web Site Authentication

4.1

4.1.1

4.1.2

4.1.3

4.1.4
4.1.5

4.2

4.3

communication channels.
Communication channels
include client computer to
Web server, Web server to SQL
Server computer, client
computer to Active Directory
domain controller, and e-mail
server to client computer.

Configuring, Managing, and
Troubleshooting
Authentication and Remote
Access Security

Configure and troubleshoot 8
authentication.

Configure authentication 8
protocols to support mixed
Windows client-computer
environments.

Configure the interoperability 8
of Kerberos authentication
with UNIX computers.

Configure authentication for 8
extranet scenarios.

Configure trust relationships. 8
Configure authentication for 8

members of non-trusted
domain authentication.

Configure and troubleshoot 8
authentication for Web users.
Authentication types include

Basic, Integrated Windows,
anonymous, digest, and client
certificate mapping.

Configure authentication for 9
secure remote access.
Authentication types include

PAP, CHAP, MS-CHAP,

MS-CHAP v2, EAP-MD5,

EAP-TLS, and Multi-factor
authentication with smart

cards and EAP.

Configuring User Authentication

Configuring User Authentication

Configuring Interoperability with
UNIX Servers

Authentication for External Users
Configuring Kerberos Trusts

Configuring Web Authentication

Configuring Web Authentication

Remote Access Authentication
Methods

Configuring Network Clients for
Secure Remote Access

XV
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Objective Chapter

Number Objective Number Chapter Heading

4.4 Configure and troubleshoot 9 Configuring a Remote Access
virtual private network (VPN) Server (RAS)
protocols. Considerations Configuring a Virtual Private
include Internet service Networking (VPN) Server
provider (ISP), client-computer Configuring Network Clients for
operating system, Network Secure Remote Access
Address Translation (NAT)
devices, Routing and Remote
Access server, and firewall
server.

4.5 Manage client-computer 9 Using the Connection Manager
configuration for remote Administration Kit (CMAK)
access security. Tools include
remote access policy and
Connection Manager
Administration Kit.

5 Implementing and Managing
a Public Key Infrastructure
(PKI) and Encrypting File
System (EFS)

5.1 Install and configure 4 Installing and Managing Windows
Certificate Authority (CA) 2000 Certificate Authorities
hierarchies. Considerations
include enterprise, standalone,
and third-party.

5.1.1 Install and configure the root, 4 Installing and Managing Windows
intermediate, and issuing CA. 2000 Certificate Authorities
Considerations include
renewals and hierarchy.

5.1.2 Configure certificate 4 Configuring Certificate Templates
templates. Considerations
include LDAP queries, HTTP
queries, and third-party CAs.

5.1.3 Configure the publication of 4 Configuring Publication of
Certificate Revocation Lists Certificate Revocation Lists (CRLs)
(CRLs).

5.14 Configure public key Group 4 Configuring Public Key Group Policy
Policy.

5.1.5 Configure certificate renewal 4 Requesting a Certificate
and enrollment.

5.1.6 Deploy certificates to users, 4 Requesting a Certificate

computers, and CAs.

Exporting and Importing Certificates
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Objective Chapter
Number Objective Number Chapter Heading
5.2 Manage Certificate Authorities 4 Installing and Managing Windows

5.2.1
5.2.2
5.23

5.24

5.3

5.3.1

5.3.2

533
54

6.1

6.1.1
6.1.2

(CAs). Considerations include
enterprise, stand-alone, and
third-party.

Enroll and renew certificates. 4

N

Revoke certificates.

Manage and troubleshoot 4
Certificate Revocation Lists

(CRLs). Considerations include
publishing the CRL.

Back up and restore the CA. 4

Manage client-computer and 4
server certificates.

Considerations include SMIME,

EFS, exporting, and storage.

Publish certificates through 4
Active Directory.
Issue certificates using MMC, 4

Web enrollment,
programmatic, or auto
enrollment using Windows XP.

Recover KMS-issued keys. 4

Manage and troubleshoot EFS. 5
Considerations include domain
members, workgroup

members, and client-computer
operating systems.

Monitoring and Responding
to Security Incidents

Configure and manage 10
auditing. Considerations

include Windows Events,

Internet Information Services

(11S), firewall log files, Network
Monitor Log, and RAS log files.

Manage audit log retention. 10

Manage distributed audit logs 10
by using EventComb.

2000 Certificate Authorities

Requesting a Certificate
Revoking Certificates

Configuring Publication of Certificate
Revocation Lists (CRLs)

Backing Up and Restoring
Certificate Services

Advanced Certificate Management
Issues
Exporting and Importing Certificates

Publishing Certificates in Active
Directory

Requesting a Certificate
Windows XP auto enrollment

Recovering KMS Issued Keys

User Operations
EFS Architecture and
Troubleshooting

Auditing Windows 2000
Auditing IS
Auditing Best Practices

Auditing Best Practices
Windows Auditing Tools
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Exam Objective Map

Objective Chapter

Number Objective Number Chapter Heading

6.2 Analyze security events. 10 Auditing Best Practices
Considerations include
reviewing logs and events.

6.3 Respond to security incidents. 11 Security Incidents

6.3.1

6.3.2
6.3.3

Incidents include hackers,
viruses, denial-of-service (DoS)
attacks, natural disasters, and
maintaining chains of evidence.

Isolate and contain the 11
incident. Considerations
include preserving the chain

of evidence.
Implement counter measures. 11
Restore services. 11

Malware Issues
Incident Response

Chain of Custody

Incident Response
Incident Response
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Foreword

Congratulations! By picking up this book, you have taken a big step forward in your
career. Whether you are an I'T guru with years of experience, a neophyte fresh to the
exciting world of information technology, or somewhere in the middle, this book will
help you get to your destination by providing you with the information and tools you
need to take the challenge of a very exciting test: Implementing and Administering
Security in a Microsoft Windows 2000 Network.

Computer security seems to be a topic that is forever in the news. Not many a week
goes by without some new computer hack, crack, flaw, or vulnerability being discovered
and announced. System administrators find themselves on the receiving end of this threat
most often—and all of sudden, it seems like that admin is no longer the most powerful
person in the organization. The problem is not that Windows 2000 (or Windows XP and
Windows .NET Server) is any more a security risk than any other operating system
available for use. The problem lies in the fact that the vast majority of publicly accessible
computers are running Windows-based operating systems, many of them Windows 2000.
This sheer disadvantage (in terms of the number of available targets), combined with the
desire of unscrupulous individuals to embarrass admins and Microsoft alike, is what leads
to problems. The additional fact that many Windows admins don't really fully understand
the criticality of highly secure computers and how to keep them secure only makes the
situation that much greater a problem—and that much more attractive an opportunity to
people who would seek to gain unauthorized access to a system or network.

Securing a Windows 2000 network does not have to be a difficult process. Microsoft
has taken many steps to see to it that you have in your hands as much power as possible
to secure your network. That is the good news. To that end, you should be very careful
when configuring the security settings for your computers and your entire network.
Simply rushing out to enforce a more secure network on your organization is not going
to work—you will either find yourself making mistakes (which will often be quite
costly), creating new vulnerabilities, or interfering with the daily work routine of your
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users. It’s conceivable that you could even have all three of these issues come biting at
your heels all at once. That is the bad news.

But don't fret; all is not lost. With a careful and methodical study of the nuances of
Windows 2000 security, you can properly secure your systems and still allow your users’
daily work to continue—with minimal negative impact. This book aims not to make
you a Windows 2000 security expert but instead to make you into a Windows 2000
administrator who is more aware of the available and necessary options, considerations,
and procedures.

This Microsoft Certified Professional (MCP) exam, number 70-214, is an elective
exam for the prestigious Microsoft Certified Systems Engineer (MCSE) and Microsoft
Certified Systems Administrator (MCSA) certifications. At the time of this exam’s
release, the Windows 2000 certification track was two years old. The 70-214 exam is a
result of the critical need for a security-based examination that verifies an adminis-
trator’s ability to implement and maintain secure Windows 2000 networks during these
two years. [t makes sense, after all; you can trace all the existing design exams to a corre-
sponding implementing exam. In this case, exam 70-214 pairs up with the already existing
exam 70-220 (Designing Security for a Microsoft Windows 2000 Network).

What Are the MCSA and MCSE?

It’s hard for some of us to believe (or even remember), but the MCP program turned
10 years old in the spring of 2002. From its humble beginnings as not quite an orga-
nized system, the Microsoft MCP program has grown into one of the largest and most
prestigious information technology certification programs. Microsoft most certainly
leads the way in number and subject matter of exams delivered, with one or more
exams to fit just about every person. Today, Microsoft has a dozen different IT certifica-
tion tracks, ranging from networking to office suites. The MCSA and MCSE tracks
specifically deal with the networking side of Microsoft’s product line.

MCSA Background

Microsoft’s newest networking certification track, the Microsoft Certified Systems
Administrator, or MCSA, is a little over a year old at the time of this writing. In that
year, it has quickly gained popularity as a solid foundation for people who handle day-
to-day administration and maintenance of Windows 2000 networks.

Typical duties of the MCSA certified individual include managing, supporting, and
troubleshooting daily needs associated with the operation of a Windows 2000 network.
Microsoft specifies that an MCSA will typically have 6 to 12 months of hands-on expe-
rience managing and supporting workstations and servers in an existing Windows 2000
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infrastructure. This is a key distinction from the MCSE certification, which may involve
designing and implementing a new Windows 2000 infrastructure.
Some typical job titles that MCSAs can have include:

m  Systems Administrator

®  Network Administrator

®  Information Systems Administrator
m  Network Operations Analyst

®  Network Technician

®m  Technical Support Specialist

MCSE Background

The Microsoft Certified Systems Engineer, or MCSE, certification has existed for some
time now, dating back to the Windows NT 3.51 days and possibly even earlier. The
MCSE certification had come under much fire during the Windows NT 4.0 track due
to the ease of obtaining it; many people simply memorized the material and took the
exams, achieving the MCSE certification without having enough (or in some cases, any)
real hands-on experience with the product. Microsoft took great pains when it rolled out
the Windows 2000 MCSE track to ensure that it corrected these issues by changing the
testing experience. New question types and larger, more complex question banks were
implemented in an effort to once again make the MCSE certification meaningful and
difficult to attain. From all accounts, it appears that Microsoft’s efforts have been largely
successtul, although no amount of work and planning can stop all individuals who would
look to circumvent the system.

The typical duties of the Windows 2000 MCSE certified individual include plan-
ning, designing, and implementing Windows 2000 server solutions and architectures. In
other words, an MCSE-certified individual should expect to spend more time designing
and implementing new solutions than would the MCSA-certified individual. For this
reason, the exam requirements for the MCSE certification include three design exams. To
this end, Microsoft recommends that the MCSE certified individual have one or more
years of real-world, hands-on experience analyzing business and technical requirements
to support planning, designing, and implementing solutions capitalizing on Microsoft
products and technologies—not including only Windows 2000.

XXXV
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Some typical job titles of MCSEs include:

B Systems Engineer
m  Network Engineer
®  Systems Analyst

m  Network Analyst

m  Technical Consultant

The Path to MCSA and MCSE

Security is an extremely important part of administering and designing a Windows 2000
network, and thus this exam can be used as an elective exam for both the MCSE and
MCSA certifications.

The MCSA Track

The MCSA track requires a total of four MCP exams or three MCP exams and a com-
bination of two CompTIA exams, as outlined here.
One client operating system exam is required from the following choices:

®  Exam 70-210 (Installing, Configuring, and Administering Microsoft Windows
2000 Professional) or Exam 70-270 (Installing, Configuring, and Administering
Microsoft Windows XP Professional)

Two core networking exams are required from the following choices:

®  Exam 70-215 (Installing, Configuring, and Administering Microsoft Windows
2000 Server) or Exam 70-275 (Installing, Configuring and Administering
Microsoft Windows .NET Server)

®  Exam 70-218 (Managing a Microsoft Windows 2000 Network Environment)
or Exam 70-278 (Managing a Microsoft Windows .NET Server Network
Environment)

One elective exam is required from the following choices:

m  Exam 70-214 (Implementing and Administering Security in a Microsoft
Windows 2000 Network)

®  Exam 70-028 (Administering Microsoft SQL Server 7.0) or Exam 70-228
(Installing, Configuring, and Administering Microsoft SQL Server 2000
Enterprise Edition)
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®  Exam 70-086 (Implementing and Supporting Microsoft Systems Management
Server 2.0)

®  Exam 70-216 (Implementing and Administering a Microsoft Windows 2000
Network Infrastructure)

®  Exam 70-224 (Installing, Configuring, and Administering Microsoft Exchange
2000 Server)

®  Exam 70-227 (Installing, Configuring, and Administering Microsoft Internet
Security and Acceleration [ISA] Server 2000, Enterprise Edition)

®m  Exam 70-244 (Supporting and Maintaining a Microsoft Windows NT Server
4.0 Network)

Alternatively, you can substitute one of the following combinations of CompTIA
exams for the required elective exam: A+ and Network+ or A+ and Server+. For help
in getting your CompTIA certifications put toward your MCSA certification, see the
CompTIA Web site at www.comptia.org/certification/mcsa. You can always get the
latest news on the MCSA certification track from the Microsoft MCSA Web site,
located at www.microsoft.com/traincert/mcp/mcsa/default.asp.

Once you have met all the requirements to achieve MCSA certification, you will
usually receive e-mail confirmation of your new MCSA status from Microsoft about 72
hours after successfully completing your last requirements. You can also expect to
receive your MCSA welcome kit from Microsoft, confirming your MCSA status, in
about six to eight weeks in North America, sometimes longer than that outside North
America.

The MCSE Track

The MCSE certification is a premier certification and thus requires a total of seven
MCP exams to achieve certification, as outlined here.
One client operating system exam is required from the following choices:

®  Exam 70-210 (Installing, Configuring, and Administering Microsoft Windows
2000 Professional) or Exam 70-270 (Installing, Configuring, and
Administering Microsoft Windows XP Professional)

Three system networking exams are required from the following choices:

®  Exam 70-215 (Installing, Configuring, and Administering Microsoft Windows
2000 Server) or Exam 70-275 (Installing, Configuring, and Administering
Microsoft .NET Server)

XXXVii
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One

Exam 70-216 (Implementing and Administering a Microsoft Windows 2000
Network Infrastructure) or Exam 70-276 (Implementing and Administering a
Microsoft .NET Server Network Infrastructure)

Exam 70-217 (Implementing and Administering a Microsoft Windows 2000
Directory Services Infrastructure) or Exam 70-277 (Implementing and
Administering a Microsoft .NET Server Directory Services Infrastructure)

design exam is required from the following choices:

Exam 70-219 (Designing a Microsoft Windows 2000 Directory Services
Infrastructure)

Exam 70-220 (Designing Security for a Microsoft Windows 2000 Network)
Exam 70-221 (Designing a Microsoft Windows 2000 Network Infrastructure)
Exam 70-226 (Designing Highly Available Web Solutions with Microsoft
Windows 2000 Server Technologies)

elective exams are required from the following choices:

Exam 70-214 (Implementing and Administering Security in a Microsoft
Windows 2000 Network)

Exam 70-019 (Designing and Implementing Data Warehouses with Microsoft
SQL Server 7.0)

Exam 70-028 (Administering Microsoft SQL Server 7.0) or Exam 70-228
(Installing, Configuring, and Administering Microsoft SQL Server 2000
Enterprise Edition)

Exam 70-029 (Designing and Implementing Databases with Microsoft SQL
Server 7.0) or Exam 70-229 (Designing and Implementing Databases with
Microsoft SQL Server 2000 Enterprise Edition)

Exam 70-086 (Implementing and Supporting Microsoft Systems Management
Server 2.0)

Exam 70-218 (Managing a Microsoft Windows 2000 Network Environment)

Exam 70-219 (Designing a Microsoft Windows 2000 Directory Services
Infrastructure)

Exam 70-220 (Designing Security for a Microsoft Windows 2000 Network)
Exam 70-221 (Designing a Microsoft Windows 2000 Network Infrastructure)
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®  Exam 70-222 (Migrating from Microsoft Windows NT 4.0 to Microsoft
Windows 2000)

®  Exam 70-223 (Installing, Configuring, and Administering Microsoft
Clustering Services by Using Microsoft Windows 2000 Advanced Server)

®  Exam 70-224 (Installing, Configuring, and Administering Microsoft Exchange
2000 Server)

m  Exam 70-225 (Designing and Deploying a Messaging Infrastructure with
Microsoft Exchange 2000 Server)

®  Exam 70-226 (Designing Highly Available Web Solutions with Microsoft
Windows 2000 Server Technologies)

®  Exam 70-227 (Installing, Configuring, and Administering Microsoft Internet
Security and Acceleration [ISA] Server 2000, Enterprise Edition)

®  Exam 70-230 (Designing and Implementing Solutions with Microsoft BizTalk
Server 2000 Enterprise Edition)

®  Exam 70-232 (Implementing and Maintaining Highly Available Web Solutions
with Microsoft Windows 2000 Server Technologies and Microsoft Application
Center 2000)

®  Exam 70-234 (Designing and Implementing Solutions with Microsoft
Commerce Server 2000)

m  Exam 70-244 (Supporting and Maintaining a Microsoft Windows NT Server
4.0 Network)

You can always get the latest news on the MCSE certification track from the
Microsoft MCSE Web site, located at www.microsoft.com/traincert/mcp/mcse/
default.asp. Note that although many exams are listed under more than one require-
ment, you can use any particular exam to fulfill only one requirement. In addition,
many exams are either/or, meaning that you can use either Exam 70-210 or Exam
70-270 (for example) to fulfill a requirement.

Once you have met all the requirements to achieve MCSE certification, you will
usually receive e-mail confirmation of your new MCSE status from Microsoft about 72
hours after successfully completing your last requirements. You can also expect to
receive your MCSE welcome kit from Microsoft, confirming your MCSE status, in
about six to eight weeks in North America, sometimes longer than that outside North
America.
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Windows .NET Server 2003

In December 2002, Microsoft announced that the Windows 2000 and Windows .NET
Server 2003 tracks would not completely commingle. For currently certified Windows
2000 MCSEs and MCSAs, one or two upgrade exams are required to upgrade to
Windows .NET Server 2003 MCSE or MCSA status. At the time of this book’s publi-
cation, the exact details and exams have not been made public. Check the Microsoft
MCSE and MCSA Web sites often to determine the exact changes and new require-
ments as they are announced.

Registering for Your Exam

MCP exams are administered by two third-party organizations,VUE and Thompson-
Prometric. You can register for your exam online or via telephone. At the time of this
writing, registration for MCP exams costs $125.00 each, although the prices are peri-
odically adjusted:

m  VUE, www.vue.com, (800) 837-8734 (United States and Canada). See
www.vue.com/contact/ms for worldwide MCP exam registration phone
numbers.

®  Thompson-Prometric, www.2test.com, (800) 755-EXAM (United States and
Canada). See www.prometric.com/candidates for worldwide MCP exam regis-
tration phone numbers.

MCP Status

One last thing that must be mentioned about the certification process is that if this is
your first Microsoft MCP exam, you will become a Microsoft Certified Professional
(MCP) upon successful completion.You will receive an e-mail confirmation of your
new MCP status from Microsoft, usually about 72 hours after successfully completing
your exam.You can also expect to receive your MCP welcome kit from Microsoft,
confirming your MCP status, in about six to eight weeks in North America, sometimes
longer than that elsewhere.

Your Exam Day Experience

If you are unfamiliar with the examination process and format, taking your first MCP
exam can be quite an experience.You should plan to arrive at your testing center at
least 15 minutes before your scheduled exam start time. Ensure that you bring two
forms of identification with you because testing centers are required by the vendor
(Microsoft in this case) to verify your identity.
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Types of Questions

You should expect to see a variety of question types on this exam because Microsoft
tends to use multiple question types to further discourage cheating. Some types of
questions that you could encounter are:

m  Multiple choice This is the standard exam question followed by several
answer choices. You will see questions that require only one correct answer
and questions that require two or more correct answers. When multiple
answers are required, you will be told this in the question, such as “Choose all
correct answers” or “Choose three correct answers.”

m  Select and place This type of exam question requires you to select objects
and place them into the answer area as specified in the question.You can get a
good idea of how select-and-place questions work by visiting the Microsoft
Testing Innovations page at www.microsoft.com/traincert/mcpexams/
policies/innovations.asp and downloading the select-and-place demo.

m  Hot area This type of exam question presents a question with an accompa-
nying image and requires you to click the image in a specific location to cor-
rectly answer the question. CompTIA regularly uses this type of question on
the A+ exams; if you've taken one of those exams, you might already be
familiar with this type of question.

The Exam Experience

The exam i1s delivered via computer. You are allowed to use the Windows calculator at all
times during the exam, but all other functions of the testing computer are locked out
during the testing process. The testing center will have some means in place to monitor
the testing room, either via video camera or one-way mirror glass, to discourage cheating.

Before you actually start the exam, you could be asked to complete one or more
short surveys. The time spent completing these surveys is separate from the time you will
be allotted to complete the exam itself. If you are not taking the exam in English, you
might be entitled to extra testing time, so be sure to talk to the testing center personnel
about this issue. You might also be asked to complete one or more surveys following the
exam; again, any surveys you are asked to complete will not take away from your exam
time.

You will know immediately after the completion of your exam whether or not you
have passed and will receive an official score report from the testing center. However, it
will take several business days for your online transcript to be updated on Microsoft’s
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Web site. You can access your online transcript at www.microsoft.com/traincert/mcp/
mcpsecure.asp.

Final Thoughts

This exam is one that expects a great deal of background knowledge of Windows 2000
networks and network services. It would be wise to take this exam after completing the
core exams (70-210, 70-215, 70-216, and 70-217) as an elective toward your MCSE
certification. If you plan to use this exam as an elective toward your MCSA, I would
recommend you take it last, only after taking the 70-210, 70-215, and 70-217 exams.
Group Policy reigns supreme in Windows 2000, and as such it permeates the content of
this exam—regardless of its absence from the official exam objectives page. The profile
statement from Microsoft says it all: “Candidates for this exam operate in medium to
very large computing environments that use Windows 2000 and Active Directory.”

I wish you the best of luck in pursuing your certification goals and thank you for
choosing this text to help you take the next step toward those goals. Everyone involved
in this project has put their best efforts into creating and delivering a thorough and
useful work that not only covers the exam objectives but also provides additional infor-
mation that we believe will be useful to you to keep your networks secure.

—Will Schmied,
January, 2003
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Introduction

Security in Windows 2000 is no simple thing; however, it is manageable if taken one
step at a time, starting from the bottom up. To that end, in this chapter we look at the
first line of defense in making your Windows 2000 network more secure: security tem-
plates and Group Policy. This chapter covers a lot of ground, so fasten your seat belts
and get ready for the ride! Let’s take a look at the topics covered in this chapter:

B A review of the Windows 2000 Active Directory provides the starting point
for this chapter and this book. Although this is a security book, not an Active
Directory one, a solid Active Directory foundation is required to efticiently
administer a Windows 2000 network. Simply put, Active Directory makes
Windows 2000 tick, and Windows 2000 relies on Active Directory for all
types of things.

®  We next examine the basic security tools at your disposal—those that ship
with Windows 2000, those that can be found in the Windows 2000 Server
Resource Kit, and those that you can get elsewhere.

®m  Next, we examine how security is configured via templates and Group Policy
by taking an item-by-item approach. Each configurable item is presented
along with its default setting and usage.

®  Once you've gotten your security configured, you will of course want to
deploy it, so we walk through the various methods of deploying your security
templates and security configurations.

B Lastly, we analyze your security settings using several tools available to you.

Windows 2000 Active Directory Review

In November 1996, Microsoft delivered the first preview of Active Directory for devel-
opers at the Professional Developers Conference held in Long Beach, California. At the
time, it was merely the directory service that was shipped with Windows NT 5.0, and
the preview included many other Windows NT 5.0 features. Many changes have taken
place since then. For one, Windows NT 5.0 was renamed Windows 2000, and then it
was officially released to the public in February 2000, over three years after its original
preview to developers. The change of the name from Windows NT 5.0 to Windows
2000 was a surface change only. Windows 2000 inherits the N'T technology legacy
from previous versions.
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@7 TesT DAy Tip
Although we spend several pages here presenting (and reviewing) Active

Directory, don’t get “wrapped around the axle” about the nitty-gritty of Active
Directory. This exam is focused on working with security in Windows 2000, and
for that you must know Active Directory. Don’t worry about being asked very
specific questions dealing with the ins and outs of Active Directory; that is the
realm of the 70-217 exam.

Introduction to Directory Services

It would be tough to claim that Active Directory is the first directory service ever cre-
ated. In fact, directory services have been available in a variety of network operating
systems (NOSs). Novell’s NetWare has used the Novell Directory Service (NDS) for
quite some time now. Directory services are used primarily for organizing, locating, and
managing network information.

People use directory services without even knowing they are doing so. Because it is
used to translate server names to Internet Protocol (IP) addresses, the Domain Name
System (DNS) is the most widely used directory service in the world. DNS is rather
“usage specific,” meaning that it organizes only a limited amount of information about
network hosts. DNS stores data about servers, their IP addresses, and services that they
offer to the network. Although this is pretty much the extent of DNS, other directory
services do not have the same limitations. A directory service can organize all sorts of
information about a network. Usually, this information falls into the following categories:

m  Network resources Servers, printers, and other devices on a network.

m  Network services Capabilities on the network such as file storage, printing,
and e-mail.

m  Network users and groups Identifiers for users on a network and for
groups of users.

As you can see, a directory service organizes the pieces of a network, enabling a
way to create relationships between the pieces. The relationships between these pieces
are what make the directory service so powerful. For example, in DNS, a DNS client
computer can query a DNS server to find out the IP address of a server that it wants to
contact. The DNS server receives a hostname query and returns the IP address in short
order. More complex relationships can be created in more complex directory services,
such as providing access to network resources and services for users who log on as well
as providing a controlled security framework for the entire network.
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History of the Windows Directory Service

In the not-too-distant past, networks were server centric. Each server had its own secu-
rity system, which consisted of user accounts, group accounts, and network resources.
The server would associate those user accounts to the files, directories, printers, and
other services or resources that it had to offer. These associations had a value such that
one person could have more access to one network resource than another person,
simply due to the rights assigned to user and group accounts. In a way, this server-cen-
tric system was one of the first directory services, but one for which the scope existed
only on a single server.

Networks first popped up in the military as a method to share data quickly across
great distances. They offered a major advantage in times of war. Money was one of the
main reasons that networking became prevalent in businesses. Hard drives were
extremely expensive, as were printers. Many of the first corporate networks sprang up
out of a need to share printers and precious hard-drive space among multiple com-
puters. Soon, these servers’ hard drives filled up. They ran out of printer ports. At some
point, another server would be added to the network to allow further storage of shared
files or to add new printers.

Once an administrator established a server to share files and printers, the adminis-
trator was faced with an issue—how to protect sensitive files and printers from unau-
thorized users while allowing use of the remaining files and printers. In some cases, the
administrator wanted to allow some users limited access to a file or a printer. Access
rights were added to the system, and users were given specific logon IDs. The server
could then easily share files and printers with the correct users, depending on the
administrator’s configuration.

When a network contained more than one server, administration became difficult.
If a user needed to access files or printers residing on two or more servers, that user
needed to know how to access each specific server. In addition, the user needed a sepa-
rate logon ID and password for each server. Some administrators used naming conven-
tions to ensure that a user did not need to have more than one unique logon ID.

Sometimes a network had multiple administrators with different naming conven-
tions, providing users with two or more unique logon IDs. For administrators, it was
difficult to keep passwords synchronized, since each server might have a different timing
mechanism to enforce password changes. For users, the end result in a multiserver envi-
ronment was a convoluted and difficult process of remembering the location of
resources, remembering the correct logon ID, and remembering the correct current
password—all merely to be able to access resources on the network.

Network operating systems soon developed a variety of ways to use a single logon
ID and password to access multiple servers. For example, Microsoft Windows NT used a
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domain architecture. An N'T domain is a group of Windows NT servers that participate
in a single security system listing users, groups, and network resources. It consists of a
primary domain controller (PDC), any number of backup domain controllers (BDCs),
and any number of member servers and client computers.

The PDC is the security manager of the domain. BDCs maintain a read-only copy
of the security database, and the PDC remains the single point of change control.
Member servers and client computers contact the domain controller (DC) to access
network resources. Because of their membership, a PDC or a BDC in the domain can
use the security database to authenticate users to access resources. A member server can
use the security database by querying a PDC or BDC. The basic Windows N'T domain
model is shown in Figure 1.1.

Figure 1.1 A Basic Windows NT Domain

! :!
.

(lient — .
Client (Ilem .

(lient

“eocee " E

User User User User User

QQQ .‘

‘ User User User
Network Printer g \ Member Server
NeIwork Printer = Member Server

Member Server
Memher Server

The Windows NT domain was a security boundary, which means that if you
needed to separate one security set from another, you needed to have more than one
domain. Using trust relationships, you could have multiple domains. A trust relationship
is established between two domains. In order to enable users of domain A to access the
resources such as the files and printers of domain B, domain B must trust domain A.
Drawn in a diagram, this trust relationship is shown as an arrow pointing from the
trusting domain to the trusted domain. Microsoft defined various models for a multiple
domain structure using Windows NT:

B Master Domain model All resource domains trust a single Master Domain
that contains all user accounts. This scenario is depicted in Figure 1.2.
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Figure 1.2 A Multimaster Windows NT Domain
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B Multiple Master Domain model All resource domains trust all Master
Domains. Master Domains contain user accounts. Each Master Domain trusts
all other Master Domains.

®  Single Domain model There is only a single domain that contains all users
and resources. There is no trust relationship with other domains.

®  Complete Trust model All domains trust each other, regardless of whether
they contain users, resources, or both.

Windows NT domains contain the rudimentary elements of a directory service.
They enable multiple servers to look up information and use it for authenticating users
and granting those users access to network resources. Although a domain is eftective as
a security model for a small or medium-sized organization, it does not have some of
the features that a directory service can offer.
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An NT domain structure is flat rather than hierarchical like most directory services,
which means security cannot be applied at different levels. Since each domain is its own
administrative area, the only way to implement distributed administration is to have
multiple domains. Legacy NT domains require a significant amount of traffic between
clients and the PDC or a BDC. These domains also require the security database to be
copied from a PDC to the BDCs on a periodic basis.

This traftic overhead is undesirable over wide area network (WAN) links that might
have a limited amount of bandwidth available or that are costly to transmit traftic
across. To reduce this overhead, multiple domains can be created such that no domain
spans a WAN link. Trust relationships between multiple domains become cumbersome
as more domains are added. As a result, trade-ofts can be made between WAN perfor-
mance or administrative needs and domain structures.

The directory services architecture of Windows 2000 was redesigned from the
ground up to eliminate the limitations and difficulties found in the Windows NT direc-
tory services implementation. Use of the X.500 standard as the basis of Active
Directory and implementation of the Lightweight Directory Access Protocol (LDAP)
not only ensures that Windows 2000 Active Directory is more robust and user friendly
but that it also uses existing and well-known standards that allow it to interact with
other directory services and a variety of applications.

Comparing Active Directory to the Windows NT implementation of directory ser-
vices, it is easy to see that Active Directory offers fully distributed administration via an
efficient database that is distributed throughout the network to prevent WAN overhead
issues. Let’s examine Active Directory in more detail now so we can get a better idea of
how it works to not only make using Windows 2000 easier but also to make Windows
more secure.

Active Directory Architecture

Active Directory is not automatically part of the Windows 2000 Server installation pro-
cess, although the capability is available should you need it. When a Windows 2000
Server (any version) is installed as a new install, by default it becomes a member server
of a workgroup or domain. (Upgrades are handled differently it a Windows NT PDC
or BDC is being upgraded to Windows 2000. In the case of upgrades of an NT PDC
or BDC, the installer is prompted to upgrade the domain to Active Directory. If that
did not occur, all information from the former domain would be lost.)

Member servers use a security architecture identical to that of the Windows 2000
Professional client workstations, in which they have a flat file local database with a set of
local users and groups. This does not allow other servers or workstations to share in that
security database. In fact, it hearkens back to the days of a server-centric network. The
flat file database allows local users and groups, as well as shared local files and printers, in
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a server-centric model. Only when a member server or client workstation joins an
Active Directory domain can it participate in Active Directory. When a client worksta-
tion or member server joins a domain, that server-centric local database remains.
However, if a member server is upgraded to a DC, the local database is removed.

When a Windows 2000 server joins an Active Directory domain as a member
server, it can communicate with any DC for Active Directory security information.
Domains are configured as top-level containers in a tree structure that is created
through trust relationships and that uses DNS naming.

Domains sharing a contiguous DNS namespace are organized into domain trees. In
a contiguous namespace, the domains are linked via the DNS names. For example, a
domain named open.com and its subdomain named way.open.com are part of the same
contiguous namespace. However, a domain named closed.com is not part of that con-
tiguous namespace and, in fact, forms the basis for another domain tree. There can be
multiple domains in Active Directory, either with or without contiguous namespaces.
Multiple domains with different namespaces that participate in a single Active Directory
commonly are considered a forest of multiple domain trees, as depicted in Figure 1.3.
However, it 1s important to note that a domain on its own can be its own forest.

Figure 1.3 The Windows 2000 Active Directory Domain Model with Forests, Trees,
and Organizational Units
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A ExAM WARNING

Bear in mind that although Windows 2000 Active Directory uses the standard
DNS namespace, the top-level domain is ignored. In the case of our example
domain open.com and its child domain way.open.com, both part of one con-
tiguous namespace. The top-level domain, .com in this case, is ignored by
Active Directory due to the way that Microsoft has implemented DNS in Active
Directory. The top level of the domain (and the domain name) in this case
would be open.

Internal to each domain, Active Directory provides Organizational Units (OUs) to
create a tree structure. The OU tree is unique to each domain and completely config-
urable by an administrator. Within the OU containers, Active Directory enables the
administrator to create objects that represent user accounts, network services, and
resources such as users, groups, workstations, and printers. The result is a logical struc-
ture that can be scaled to any enterprise of any size and organizational formation.

Security is of great concern to companies that connect their private networks to
the Internet or to external partners using an extranet solution. The hierarchical struc-
ture in Active Directory is a perfect basis for a flexible security service. Active Directory
can secure objects using services such as Public Key Infrastructure (PKI) and can even
extend to smartcard technologies. The security protocol named after the dog that
guards the gates to Hades in Greek mythology, Kerberos, is used for trust relationships
and 1s the default authentication protocol in Active Directory. LDAP can be used over
Secure Sockets Layer (SSL), which extends Active Directory security into the Internet.

Some of these types of services integrate as objects, such as PKI certificates, in the
authentication process using smartcard technologies and in extended properties of
account objects so that they can support extra security requirements. In addition, you
can find extensive security administration capabilities in Group Policies implemented
within Active Directory.

The Active Directory architecture enables it to become the central authority for
authentication and access control to the entire network and even the Internet. Before
we move into the topic of using Active Directory to control security in our network,
we first need to delve a little deeper into the basics of Active Directory, examining the
logical and physical structures of Active Directory as well as the basic Active Directory
objects.

The X.500 Directory Standard

Many directory services state that they are X.500 compliant. X.500 is a directory ser-
vice standard ratified by the International Telecommunications Union (ITU-T) in 1988

1
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12 Chapter 1 ¢ Basic Windows 2000 Security: Using Security Templates

and modified in 1993 and 1997. It was intended to provide a means to develop an
easy-to-use electronic directory of people that would be available to all Internet users.

The X.500 directory standard specifies a common root of a hierarchical tree.
Contrary to its name, the root of the tree is depicted at the top level, and all other con-
tainers (which are used to create “branches”) are below it. There are several types of
containers with a specific naming convention. In this naming convention, each portion
of a name is specified by the abbreviation of the object type or container it represents.
A user has a CN= before the username to represent its “Common Name,” a C= pre-
cedes a country, and an organization is heralded by an O=. Compared to DNS domain
names—for example, host.subdomain.domain—the X.500 version of CN=host/C=US
/O=0rg appears excessively complicated.

Each X.500 local directory is considered a Directory System Agent (DSA). The
DSA can represent either single or multiple organizations. Each DSA connects to the
others through a Directory Information Tree (DIT), which is a hierarchical naming
scheme that provides the naming context for objects within the directory.

Although Active Directory is derived from the X.500 model, Active Directory does
not implement all the X.500 protocols because of the excess overhead involved or the
lack of their general usage. Some of the protocols that are not included are:

®m  Directory Access Protocol (DAP)

®m  Directory Information Shadowing Protocol (DISP)

®  Directory Operational Binding Management Protocol (DOP)
®m  Directory System Protocol (DSP)

Active Directory does implement LDAP, which affords an eftective combination of
DAP and DSP features without involving any excess overhead.

The Logical Structure of Active Directory

As we've already briefly outlined, you know that the logical structure of Active
Directory works similarly to that of the DNS model. A forest is established that forms
the organizational boundary. Within that forest, you can then create and populate trees
with domains and subdomains. These domains and subdomains then can be populated
with OUs and objects. Additionally, Active Directory’s content is controlled by the
schema and advertised by the Global Catalog. Let’s take a few minutes to examine each of
these logical components in more detail.

Forests

A forest is a set of domain trees that share a common schema, configuration, and Global
Catalog. The forest usually is referred to by the name of its root domain. It exists as a
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set of domain trees that trust each other via transitive and hierarchical trust relationships
using the default Kerberos security trust model automatically implemented by Active
Directory. Figure 1.3 depicts a forest consisting of the open.com and closed.com
domain trees. The forest root is the name of the first domain created in it. So if in the
example of Figure 1.3 the open.com domain was created first, it would lend its name
to the forest as well.

Trees

A tree 1s a hierarchical organization of containers and objects. The tree is similar to the
entire file system on a computer’s hard drive. The tree has multiple branches created
with nested containers. Nested containers are similar to folders in the file system. The
ends of each branch are objects that represent users, services, and resources. These
objects are analogous to the files inside containers. The domain tree is a group of con-
tiguous domains that share a common schema and configuration and are united by trust
relationships to create a single namespace. Active Directory can contain one or more
trees, which can be depicted via their trust relationships or via their namespace. The
open.com tree shown in Figure 1.3 consists of three domains, all of which share the
common namespace open.com.

Domains

A domain 1s a group of Windows 2000 computers that participate in the same security
subtree. Active Directory consists of one or more domains. Each domain can span both
local area network (LAN) and WAN links, depending on the network design and subse-
quent domain implementation. Multiple domains can exist on the same LAN. When
there are multiple domains using different namespaces in Active Directory, it is consid-
ered to be a forest of domain trees. This forest must enclose domains that share a
common schema and configuration. They produce a GC of users, services, and resources.

Schema

The schema defines the types of objects that can be stored in a specific Active Directory.
For example, an extremely simple schema might define three object classes as a server,
an OU, and a user. Each of these object classes would have attributes such as the server
IP address, the OU name, and the user e-mail address. When an actual server, OU, and
user object are created, those attributes are given values. The value for the server IP
address attribute might be 10.10.10.5, the value for the OU name attribute might be
HQ, and the value for the user e-mail address attribute might be user@mail.open.com.
This concept is summarized in Table 1.1.

13
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Table 1.1 Schema Objects, Attributes, and Values

Object Class Object Attribute Value

Server Server.open.com IP address 10.10.10.5
Organizational Unit CN=HQ Name HQ

User USER E-mail address user@mail.open.com

The Active Directory schema can be extended to include additional objects. For
example, a backup program that is written to take advantage of Active Directory could
add an object class for the backup service and add an attribute to the server object class
to enable it as a backup service provider or a backup service requester. The schema
must be updated across all the DCs that contain a replica of Active Directory in order
for those objects and properties to be recognized and administered from any point in
the network.

The Active Directory schema is stored within the directory itself. This reduces the
overhead involved with users or applications that run queries on the Active Directory. It
also allows the schema to extend dynamically, with immediate access to the new object
classes and attributes. The ability to perform schema extensions is protected by access
control lists (ACLs) so that only authorized users can extend the schema.

Global Catalog

The Global Catalog (GC) is a listing, or index, of the objects within Active Directory.
As an index, the Global Catalog does not contain every value for every property of an
object. It contains only enough information to find the object and perhaps a few oft-
queried property values.

For example, if all the users in a network query the Active Directory to find their
colleagues’ telephone extensions, the value of the phone extension property can be
placed in the GC to enable quick access to that information. When a property value is
not in the GC, there is enough information about the object to locate a replica of the
Active Directory partition, which contains the object, without the querying user or
application needing to know the location of that object within the Active Directory
hierarchy. Of course, the user or application needs to know one or more attributes of
the desired object to perform the query.

Organizational Units

OUs are used to organize objects, such as users or computers, into a location for the
easier assignment of permissions and privileges. In the Windows NT domain model,
this was typically domain with resource domains, which meant the complex establish-
ment of trusts and security between domains. Using OUs does away with all the
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complex management issues found when using resource domains. Simply place all
objects that need the same permission set into an OU and then apply the permissions
directly to the OU itself.

OUs make it easy to apply hierarchical security as well, because configurations are
inherited by child objects from their parent object. An important fact to consider is that
OUs are the smallest items that can receive Group Policy configuration settings. You can
further divide objects using groups, but you cannot apply Group Policy to groups, hence
you cannot apply enterprise security settings to groups. Figure 1.4 shows how you could
divide the closed.com domain into OUs, each for a specific group of objects.

Figure 1.4 Using Organizational Units to Simplify Management
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Groups

Groups exist by default on all Windows 2000 installations and are the smallest objects
that you can use to apply permission settings to more than one object at a time. You
can place user objects, computer objects, and even other group objects inside a group
and apply permissions to that group. Groups are typically placed inside OUs so that
they can inherit the Group Policy settings.

15
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Figure 1.5 shows the use of groups in one of the OUs in the closed.com domain.
Each group contains specific objects that require difterent security permissions from the
other groups.

Figure 1.5 Using Groups to Assign Specific Permissions
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Active Directory: It's Just a Big Database

So far in your reading of this chapter, the concept of Active Directory and how
it works to keep all parts of a Windows 2000 domain running smoothly might
seem a bit overwhelming. Despite all its power, Active Directory is still just a
database, much like any other database that you have used in the past.

The differences between the Active Directory database and that database
you have at home for your disco record collection is that the Active Directory
database is very scalable, is easily configurable via a graphical user interface
(GUI) front end, and supports simultaneous access and updating over multiple
logical and physical locations. Can your disco record database do all that?

One of the other very important differences between Active Directory and a
typical database is that different levels of control can be assigned to various users,
such as allowing the help desk the ability to reset user passwords. This feature is
called delegation, and Active Directory makes it easy for you to delegate almost
any common administrative function to a nonadministrative user. For an example
of how this works, check out the article Create a Password Administrator with the
Delegation of Control Wizard at https://www.techrepublic.com/article.jhtml?id=
t01320020319WCS01.htm.
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The Physical Structure of Active Directory

Armed with your knowledge of the logical structure of Active Directory, you can now
start to put some of this information to work looking at Active Directory’s physical
structure. Things such as sites, DCs, servers, and workstations come into play here; they
define the part of Active Directory (and Windows 2000) that you can easily observe
without any trouble.

Sites

Think of a site as a geographically based location for servers. The official definition of a
site is one or more IP subnets that share a fast and reliable connection. It is recom-
mended that a site consist of links with greater than 512 Kbps of available bandwidth.
Available bandwidth is the amount of bandwidth that is not being used by other network
traffic. If a link exists for a T-1 line of 1.54 Mbps, it would appear that it has more than
enough bandwidth to meet this recommendation. However, if that T-1 line is saturated
with network traffic, it will not be sufficient.

You can configure sites any way you want. If you add IP subnets to one site, you
can still move them to their own site later. The nice thing about sites is that they grow
and change to match your physical network. Site definition is vague enough to allow a
site to encompass WAN links; however, a site is best configured as one that contains
only LAN connections that are less likely to become saturated with network traffic. The
servers that are placed in a single site are configured automatically for replication to
each other. If those servers are connected only with high-speed reliable links, the repli-
cation traffic can take advantage of the physical network.

Authentication traffic also takes advantage of site configuration. When a user logs
on to Active Directory, the workstation tries to locate servers in the same site as the
user first, then tries other servers in other sites. The local site is determined by the IP
subnet in which the workstation exists. It looks up a server that is in a site that contains
that IP subnet in order to log on. Taking advantage of a physically close server and a fast
connection makes the user perceive higher performance from the network.

Domain Controllers

A domain controller is the computer (or computers) in a Windows 2000 Active Directory
network responsible for managing user access to that network, including logging on,
authenticating, and controlling access to network resources. The domain model in
Windows NT had one PDC and one or more BDCs, where the PDC was the only
DC with a writable copy of the domain database. In Windows 2000 this model is
broken because all DCs have a writable copy of the database, and thus all DCs can
make changes to this database. In this way, it would seem that all Windows 2000 DCs
are created equal, but this is not entirely the case.

17
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The first DC in an organization is automatically assigned the role of the Global
Catalog server and the following five other Operations Master roles:
®  PDC emulator
®  Schema master
B Domain-naming master
m  Relative identifier (RID) master
B Infrastructure master

These five roles can be reassigned later as more DCs are added, creating a powerful
and robust DC arrangement.

Servers and Workstations

Computer objects are perhaps the most physical items in the entire domain. Users
interact with servers and workstations all day, every day. Servers and workstations form
the end point in your domain structure.

Objects: The Heart of It All

An object is a representation of a user, resource, or service within the Active Directory
database. Each object is described by a set of properties, or attributes. Each property has a
corresponding value. An object typically appears as an icon in a management console,
and when you right-click it, you can look at the values of its properties. Some objects
do not appear in the various management consoles, because they are not intended to be
managed. The basic objects consist of the following:

m  Computers

m Users
m Groups
m  Shares

®  Printers

Of these objects, we have already examined computers and groups; they righttully
appear in more than one part of the Active Directory implementation. Computers are
objects in Active Directory and are part of the physical organization of Active
Directory. Groups, on the other hand, while objects, are part of the logical organization
of Active Directory—the “how it gets organized and implemented” end of business.
Users, shares, and printers, on the other hand, are strictly objects and do not really fall
into either of the two previously mentioned categories.
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Users are the crux of the network. The network exists to serve users’ needs, and this
service is achieved in a variety of ways, depending on exactly what is needed by whom
and where it is needed. Shares and printers, as well as computers, are objects provided
to users to enable them to produce a valuable output. Each of these objects can have
permissions applied to it, specifying who has what rights to that object. This is a basic
part of the Windows 2000 security model.

Containers: Odd Men Out

A container is an object in the directory that simply contains other objects. Containers
are similar to folders in a file system. Container objects can contain other containers in
the same way that a file system folder can contain other folders. A container does not
represent any user, service, or resource, but it does have its own attributes and values.
Instead, a container is what shapes Active Directory into a tree structure. Both domains
and OUs are examples of containers.

NoTE
For more information Active Directory, consider the following resources:
m  Managing Active Directory for Windows 2000 Server, Syngress
Publishing (ISBN: 1-928994-07-5)
m  Active Directory Overview, www.microsoft.com/windows2000/server/
evaluation/features/dirlist.asp
m  Active Directory Service Overview, www.microsoft.com/windows2000/
server/evaluation/business/addatasheet.asp
m  Active Directory Design, www.microsoft.com/TechNet/prodtechnol/win-
dows2000serv/training/w2khost/w2ktad.asp

In Active Directory, containers are not security principals.You cannot apply rights
to the containers and have those rights flow through to the objects contained within
them. Users of Novell Directory Services consider this a limitation to Active Directory,
since Novell Directory Services can be configured this way. If you want to have the
same functionality with Active Directory, you can mirror the OUs with groups, placing
all OU objects within those groups and nesting the groups. It takes some considered
planning, especially to ensure that your rights inheritance mirrors your OUs, but the
same result can be obtained.

A ExAM WARNING

This exam expects you to have a very solid understanding of Active Directory
and Group Policy. This might come as a surprise to many readers, since this
understanding is not listed in the exam objectives, but in reality, it is perquisite
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knowledge for the topics that are covered on this exam. Just the same way IP
subnetting never shows up on a Microsoft exam outline but always manages
to show up on a test, Active Directory and Group Policy are pivotal to your suc-
cess on this exam.

The Basic Windows 2000 Security Tools

This section introduces the functions and uses of the Windows 2000 Security
Configuration Tool Set. The Tool Set is a response to systems administrators’ need for a
central, easy-to-use program that easily allows the configuration of domain, OU, and
local security within any size Windows 2000 organization. In Windows NT 4.0, config-
uration of various security parameters required using multiple tools, such as User
Manager, User Manager for Domains, Transmission Control Protocol/Internet Protocol
(TCP/IP) properties, direct Registry edits, the RAS administrator, and more. The Tool
Set makes it possible to configure and manage these security services from a single, cen-
tralized interface.

In addition to conveniently bringing together formerly widely disparate programs
into a single interface, the Security Configuration and Analysis snap-in allows the
administrator to analyze a local machine’s current configuration. This analysis can be
performed against security templates so that the network manager can compare the
present configuration to a proposed ideal configuration, which can then be applied
with a couple of simple clicks of the mouse.

The Security Configuration Tool Set comes at an opportune time. Never before has
a Microsoft operating system offered the degree of airtight security that Windows 2000
offers. Neither has security been so configurable at such a granular level. The Tool Set
allows the administrator to get a handle on configuring and managing the Windows
2000 security scheme.

Security Configuration Tool Set

The Security Configuration Tool Set is a collection of security configuration and man-
agement programs included in Windows 2000.The primary goal of each of these com-
ponents is to make it easier to manage enterprisewide security parameters. The
administrator can group the Tool Set components together into a single Microsoft
Management Console (MMC) and manage security for the entire enterprise from a
central location.

Each component of the Security Configuration Tool Set is integrated into the
Windows 2000 security infrastructure. The new Distributed Security Services model, as
defined in Windows 2000, requires a central interface to manage an enterprise’s complex
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security requirements. The Tool Set components interact with Active Directory, Kerberos
Authentication mechanisms, and Windows 2000 PKI.
The four main components of the Security Configuration Tool Set are:

®  Security templates
®  Group Policy security configuration objects
®m  Security Configuration and Analysis snap-in

®  Command-line tools

Security Templates

Microsoft provides a full set of templates that conform to a number of common security
scenarios. These security templates can be broken into two general categories: default and
incremental. The default, or basic, templates are applied by the operating system when a
clean install is performed. They are not applied if an upgrade installation is done.

The incremental templates should be applied after the basic security templates have
been applied. The incremental template types are compatible (for workstations or servers),
secure (workstations, servers, domain controllers), highly secure (workstations, servers,
domain controllers), optional components (workstations, servers), and no terminal SID.

If a template name ends in SV it is for a standalone computer or member server
(not a2 domain controller). If a template name ends in DC, it is for a domain controller.
Template names ending in WK are for client computers (workstations). For example,
the template basicsv.inf is used to restore a standalone server to the default state of a
fresh install; basicwk.inf is used to accomplish the same thing for workstations. Table 1.2
describes the function of these provided templates.

The administrator can save time and effort during an initial rollout by applying these
templates to workstations, DCs, and member and standalone servers. Then, as time allows,
the administrator can customize and fine-tune security settings for local computers, OUss,
or an entire domain. In this chapter, we examine both the application of the initial tem-
plate and the subsequent fine-tuning configuration of the applied template.

Table 1.2 Windows 2000 Security Templates

Security Level Template Name Template Description

Basic basicwk.inf The basic templates are used to set the initial
basicsv.inf security configuration of a particular com-
basicdc.inf puter. The basic templates can also be used to

correct the current configuration on a com-
puter. When a basic template is applied to a
computer, the security settings will be rolled
back to the installation defaults.

Continued
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Table 1.2 Windows 2000 Security Templates

Security Level Template Name Template Description

Compatible compatws.inf If you do not want your users to have Power
User rights but still need them to be able to
install and run most legacy applications, the
compatible configuration alters the default
permissions for the Users group so that legacy
applications can run properly. This is not a
secure environment; the template creates
compatibility by reducing the default security
levels on the folders, files, and Registry keys
that applications typically access.

Secure securews.inf The secure templates increase the level of
securedc.inf security for account policy, certain Registry

keys, and auditing. Permissions for file system
objects are not affected by this configuration.
Two secure templates are provided:
securedc.inf for DCs and securews.inf for
workstations and member servers. The secure
templates provide a medium level of security,
stricter than the basic templates but not as
secure as the highly secure templates.

Highly secure  hisecws.inf Highly secure configurations add security to
hisecdc.inf network communications. IPSec is configured

for these machines and is required for com-
munications. Two highly secure templates are
provided: hisecdc.inf for domain controllers
and hisecws.inf for workstations and member
servers. The highly secure templates provide
the highest level of preconfigured security
available but cause communications problems
with legacy clients due the requirement of
IPSec for network communications.

Out of box DC security.inf The DC security.inf template contains the file
and Controller Registry settings initially
applied to Windows 2000 Configuration DC
during promotion.

setup security.inf ~ The setup security.inf template contains the
security workstation settings applied to
Windows 2000 servers and workstations at
the time of installation. For clean installations,
these are the same settings as basicsv.inf and
basicwk.inf. Unlike basicsv.inf and basicwk.inf,
setup security.inf shows the actual values
added instead of using variables.

Continued
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Table 1.2 Windows 2000 Security Templates

Security Level Template Name Template Description

Optional ocfiless.inf These templates improve the local security for

components ocfilesw.inf optional components such as terminal services
and certificate services that are not automati-
cally added to Windows 2000 systems when
they are installed.

No terminal notssid.inf This template removes the terminal server SID
server SID from all Registry and file system objects.

In addition to the templates that ship with Windows 2000, a number of other tem-
plates are available from Microsoft as part of the Security Operations Guide for Windows
2000 Server, located at www.microsoft.com/technet/security/prodtech/windows/
windows2000/staysecure/default.asp. We explore some of these role-specific templates
later in Chapter 2.

A Exam WARNING

You absolutely must have a solid grasp on the purpose and role of each secu-
rity template that ships with Windows 2000. Key points to keep in mind when
working with security templates are which ones are standalone, which ones
are incremental, and the basic purpose of each, including the type of computer
on which the template is to deployed. Know those security templates!

Group Policy Security Settings

Security in Windows 2000 is applied using primarily Group Policies. Group Policy can
be applied in an organization at four distinctly different levels, each inheriting the set-
tings from the level above it. Group Policy is applied at the following levels (and in this
order):

®  Local This is Group Policy applied directly to the local computer itself.

m  Site Site-level Group Policy objects are applied to all objects within that site.
Site Group Policy objects (GPOs) overwrite the local GPO. If more than one
site-level GPO exists, the administrator can specify the order in which they
are applied, thus determining the GPOs that will be overwritten should a con-
flict occur.

B Domain Domain-level GPOs are applied to all objects within the domain
and overwrite site-level GPOs. As with site GPOs, the administrator can

23
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specify the order in which domain-level GPOs are applied, should more than
one exist.

®  Organizational Unit OU GPOs are processed last, with the GPO linked to
the highest OU processed first, followed by the GPOs linked to each succes-
sive child OU. OU GPOs overwrite all GPOs that have come before them
and therefore provide the most granular level of security configuration avail-
able of all the levels of Group Policy. Again, should more than one OU level
GPO exist, the GPOs are processed in the order the administrator specifies.

Test DAy Tip

You should ensure that you have a complete and total understanding of the four
levels at which Group Policy is applied. This understanding should include the
order in which the levels are applied. This information will prove valuable for not
only this exam, but for just about any Windows 2000 exam you take—not to
mention the practical benefit to you in working within your own organization.

You apply security through Group Policy using different tools for each level, as you
might expect. At the local level, using the Local Security Settings console (see Figure
1.6) allows you to configure and implement the local GPO. Any changes you make
here will be implemented in the local GPO. Note that you could also make these same
changes using a local GPO console if you desired from the Computer Configuration
| Windows Settings | Security Settings node.

Figure 1.6 Using the Local Security Settings Console
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Applying security configurations to the site-level GPO is done using the Active
Directory Sites and Services console (see Figure 1.7). Right-click the site name, select
Properties, change to the Group Policy tab of the Properties page, and from there
you can create or edit Group Policy to apply at the site level. Security settings are not
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typically applied at the site level, however, which could explain the lack of a tool specif-
ically for this purpose.

Figure 1.7 Accessing Security Configuration Settings at the Site Level
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The process of applying security settings at the domain level has been simplified,
thanks in part to the existence of the Domain Security Policy console (see Figure 1.8).
This console allows you to configure security settings for all objects in the domain,
including child domains within that domain. Applying security at the domain is the most
common method of Group Policy security application and is discussed further later in
this chapter, in the “Configuring Basic Windows 2000 Security with Templates” section.

Figure 1.8 Configuring the Domain-Level Security Policy
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It is of interest that certain security configurations can only be made at the domain
level, such as those dealing with Account Policies and Registry security. This limitation
is due to the fact that Active Directory only allows one domain account policy per
domain. For more information this topic (and an exception to the rule), see the
Knowledge Base article located at http://support.microsoft.com/default.aspx?scid=

KB;en-us;255550.
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Alternatively, you can work with domain-level Group Policy from the Active
Directory Users and Computers console by right-clicking the domain, selecting

Properties, and then switching to the Group Policy tab.

Configuring OU Group Policy and security settings requires you to use the Active
Directory Users and Computers console, shown in Figure 1.9.To configure settings for a
specific OU, right-click it, select Properties, change to the Group Policy tab, and have
at it. As mentioned previously, you can work with domain-level Group Policy security
settings by right-clicking the domain and selecting Properties (see Figure 1.10).

Figure 1.9 Using the Active Directory Users and Computers Console to Configure

Security Settings
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Figure 1.10 Managing Domain Security from Active Directory Users and

Computers
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By applying one of the preconfigured templates and then performing customization
using the tools outlined here, you can quickly create custom security template solutions
that meet your needs without the burden of starting completely from scratch. In the
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next section, “Configuring Basic Windows 2000 Security with Templates,” we examine
each of the major areas that make up a security template.

Group Policy Security Versus Security Templates

By now it might seem that using Group Policy to configure security settings and
using security templates are two ways to accomplish the same task. This is
indeed true. The key difference comes when you consider what each was
designed for.

Security templates are designed to allow you to quickly apply a precon-
figured security solution to a specific computer or group of computers. These
templates were designed to be a starting location for further customization.
This is where Group Policy comes into play. Should you happen to apply a secu-
rity template and then later decide you want to further enhance security in a
specific area, using one of the aforementioned tools to edit the appropriate
Group Policy object is the way to go. In short, look at security templates as a
well-defined starting point that can be customized to meet the requirements of
the situation by using Group Policy settings.

One key point to remember: Any settings you configure directly in Group
Policy cannot be exported into a template for use on another computer. By the
same token, settings applied via a template can sometimes be very difficult to
remove should you later change your mind about the template application.
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Security Configuration and Analysis

The Security Configuration and Analysis console snap-in can be used on a local com-
puter to compare its current security configuration settings to those defined by a tem-
plate. The template to which you’re comparing can be either one of the preconfigured
templates supplied with Windows 2000 or a custom-created template that is in use in
your organization.

Test DAy Tip

The key to working with Security Configuration and Analysis is to never forget
that it is used only on the local computer, never on a domain or OU scale. This
limitation hampers its utility but does not prevent you from using it to develop
and deploy robust security templates to your organization on a large scale.
Importing templates into a domain or OU is discussed later in this chapter.

Using Security Configuration and Analysis does not cause any settings to be added
to the existing security configuration. The Security Configuration and Analysis snap-in
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database contains the administrator’s security preferences. The database is populated
with entries derived from security templates. You have the choice to import multiple
templates and merge the contents of those templates, or you can import templates in
their entirety after the previous database entries have been cleared.

The database is central to the security analysis process. The administrator can ini-
tiate a security analysis after configuring the entries in the database to meet the organi-
zation’s perceived needs. The security analysis compares the settings in the database with
the actual settings implemented on the local computer. Individual security settings are
flagged by an icon that changes depending on whether the actual security settings are
the same as or different from those included in the database.You will also be informed
if there are settings that have not been configured at all and thus might require your
attention. Figure 1.11 shows the results of a security analysis.

Figure 1.11 The Results of a Security Analysis in the Security Configuration and
Analysis Snap-In
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Prior to the security analysis, the administrator configured the preferred security
settings in the database. After the database was populated with an ideal security sce-
nario, it was tested against the current machine settings. A green check mark indicates
that the current machine settings are the same as those set in the database; a red X indi-
cates that there is a conflict; and a generic icon indicates that the setting was not
defined in the database. After the analysis is performed, the administrator can make
changes to the database as desired and rerun the analysis. When the database matches
the precise security configuration required, the administrator can then apply the
database settings to the local machine’s security policy.

The formulation of a well-planned security policy is a time-consuming process. To
add a measure of fault tolerance, the database entries can be exported to a text file,
which can be saved for later use on the same machine or applied to another machine,
domain, or OU.The exported template is saved as an .inf file and can be imported to
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other computers, domains, and OUs. In this way, the security parameters can be repro-

duced exactly from one machine to another.

The following areas can be configured and analyzed using the Security

Configuration and Analysis snap-in:

Account Policies The Account Policies node includes those configuration
variables that you formerly manipulated in the User Manager for Domains
applet in NT 4.0. The two subnodes of the Account Policies node include the
Password Policy node and the Account Lockout Policy node. In the Password
Policy node, you can set the minimum and maximum password ages and pass-
word lengths. The Account Lockout Policy allows you to set lockout durations
and reset options.

Local Policies Local policies apply to the local machine. Subnodes of the
Local Polices node include Audit Policy, User Rights Policy, and Security
Options. Audit and User Rights policies look familiar to users of NT 4.0.The
Security Options node offers the administrator many options that formerly
were available only by manipulating the Windows NT 4.0 Registry or
through the Policy Editor (poledit). Examples include the ability to set the
message text and message title during logon, restricting the use of diskettes,
and the “Do not display last username at logon” option.

Event Log The Event Log node allows you to configure security settings for
the Event Log. These settings include maximum log sizes, configuring guest
access to the Event Log, and whether or not the computer should shut down
when the security log is full.

Restricted Groups You can centrally control the members of groups. At
times, an administrator adds someone temporarily to a group, such as the
Backup Operators group, and then neglects to remove that user when the user
no longer needs to be a member of that group. These lapses represent a poten-
tial hole in network security. You can configure a group membership list in the
Restricted Groups node and then configure an approved list of members by
reapplying the security template you have created.

System Services You can define the security parameters of all system ser-
vices in the database via the System Services Node.You can define whether a
service startup should be automatic, manual, or disabled. You also can con-
figure which user accounts have access to each service.

Registry The Registry node allows you to set access restrictions on indi-
vidual Registry keys.

29
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m  File System The File System node allows you to set folder and file permis-
sions. This is a great aid to the administrator who might have been experi-
menting with access permissions on a large number of files or folders and then
later cannot recall the original settings. You can apply a security template to
restore all file and folder permissions to their original settings.

Each of these areas is examined in the next section, “Configuring Basic Windows
2000 Security with Templates.” The use and configuration of the Security
Configuration and Analysis snap-in is examined later, in the “Analyzing Your Security
Configuration” portion of this chapter.

A Exam WARNING

Knowing and understanding the configurable areas and the roles they play in
the overall security process are important for this exam. Don’t worry so much
about memorizing each configurable item in these areas. (We discuss these
items later in this chapter.) You should instead be aware that these different
areas exist and what they are used for.

The Command-Line Tools

Although the GUI has replaced the computer tools of old, when all work was done
from a text-based command line, command-line tools still play a large role in a network
administrator’s life. Many jobs have been made easier with the introduction of the func-
tional GUI front for them, whereas others still require the power and control that only
the command line can give. Some GUI-based utilities also have command-line alterna-
tives that provide for scripting and automated accomplishment of management tasks.
Three tools are presented here: secedit.exe, which comes with Windows 2000, and gpre-
sult.exe and gpotool.exe, which are part of the Windows 2000 Server Resource Kit.

Secedit.exe

The secedit.exe command-line tool offers much of the functionality of the Security
Configuration and Analysis snap-in from the command line. This tool allows the
administrator to script security analyses for many machines across the enterprise and
save the results for later analysis.

The secedit.exe tool’s reporting capabilities are limited. Although you can perform a
security analysis from the command line, you cannot view the results of the analysis
with secedit.exe. You must view the analysis results from the graphic Security
Configuration and Analysis snap-in interface.
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Additionally, the secedit.exe tool can be used to configure, refresh, and export secu-
rity settings as well as validate security configuration files. We work with the secedit.exe
tool later in this chapter, in the “Analyzing Your Security Configuration” section.

Gpresult.exe and Gpotool.exe

The gpresult.exe and gpotool.exe utilities are part of the Windows 2000 Server
Resource Kit. Users without access to the Resource Kit CD can download the utilities
from www.microsoft.com/windows2000/techinfo/reskit/tools/default.asp.

The gpresult.exe tool can be used to quickly display the net Group Policy settings
tfor a computer. These settings can be used to help you determine which GPOs have
been applied.

The gpotool.exe tool can be used to check the validity of GPOs across multiple
domains. This can be helpful in cases in which you are experiencing unexplained diffi-
culties applying Group Policy (i.e., security) settings in your network.

Although neither of these tools is directly related to security, they both have some
value to you during times of troubleshooting Group Policy application. Since security set-
tings are commonly deployed via Group Policy, these utilities should be in your toolbox.

Test DAy Tip

Don't expect to see any questions about gpresult.exe and gptool.exe on your
exam. Information in this chapter pertaining to these two tools is more for
your reference, because they can prove to be quite useful when you're trying
to track down problems with Group Policy application.

Creating the Security
Configuration Tool Set User Interface

Two user interfaces are available to configure system security settings: the graphical
interface and the secedit.exe command-line interface. You should do most of your work
from the graphical interface—design your security scenarios, test them against extant
security settings, and then apply scenarios stored in the security database after testing.

After you customize security scenarios to suit your needs, you can export the sce-
nario to a plaintext file, which you can save for later use.You can edit the exported text
file by hand using any available text editor. However, Microsoft recommends that users
confine themselves to the graphical interface so as not to introduce random elements
into the file’s structure and inadvertently corrupt the file contents. Your interaction with
the Security Tools set will occur via these interfaces (in order of usage preference):

31
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Security Configuration and Analysis snap-in
Group Policy security configuration objects

The secedit.exe command-line tool

Oddly enough, and despite its power and usefulness, the Security Configuration
and Analysis snap-in does not come as a preconfigured MMC console such as the

Computer Management or Active Directory Users and Computers consoles. You must
create your own custom MMC in order to use the Security Configuration and Analysis

snap-in. Exercise 1.01 provides the procedure to create your own “security console.”

EXERCISE 1.01

CREATING THE SECURITY CONSOLE

Choose Start | Run, enter mmc in the text box, and click OK.

From the MMC menu, click Add/remove snap-in, and then click the
Add button.

Select and add the following snap-ins:

m  Security Configuration and Analysis

m  Security Templates

Click Close in the Add Standalone Snap-in window.
Click OK in the Add/Remove Snap-in window.

Save your MMC by clicking the console drop-down menu and choosing
Save As.

In the filename box, type Security Tool Set or any other name you
want. This step automatically saves your MMC into the Administrative
Tools folder.
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Configuring Basic Windows 2000
Security with Templates

Armed now with our understanding of how Active Directory works and what tools are

available to us as administrators for configuring and implementing basic security mea-

sures, we need to now take a look at using the security settings available in the security

templates or Group Policy security consoles.
p p Y y
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Account Policies

Account Policies define aspects of security that relate primarily to passwords. The
Password Policy contains entries related to password aging and password length. The
Account Lockout Policy determines how many failed tries a person gets before the
account is locked out. The Kerberos Policy applies only to domain logons, since local
logons do not use Kerberos. Entries include maximum lifetimes for various tickets, such as
user tickets and user renewal. Figure 1.12 shows the expanded Account Policies node.
Table 1.3 presents the configurable options available within the Account Policies node.

Figure 1.12 Account Policies
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Table 1.3 Account Policies Security Options

Option Description

Password Policies

Enforce password history Remembers users’ passwords. Requires that users
cannot use the same password again until it has left the
password history. Values range from 0 passwords
remembered to 24 passwords remembered. The default
is 0 passwords remembered.

Maximum password age  Defines the maximum amount of time that a user can
keep a password without having to change it. Values
range from the password never expires to password
expires every 999 days. The default is 42 days.

Minimum password age  Defines the minimum amount of time that a user can
keep a password without having to change it. Values
range from password can be changed immediately to
password can be changed after 998 days. The default is
0 days.

Continued

33
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Table 1.3 Account Policies Security Options

Option

Description

Minimum password
length

Passwords must meet
complexity requirements

Store password using
reversible encryption for
all users in the domain

Defines the minimum number of characters required for
a user’s password. Value ranges from no password
required to at least 14 characters required. The default
is O characters.

Requires that the user’s password have a mix of
uppercase, lowercase, and numbers. Value is either
enabled or disabled. The default is disabled.

Stores a copy of the user’s password in Active Directory
using reversible encryption. This is required for the
message digest authentication method to work. Value is
either enabled or disabled. The default is disabled.

Account Lockout Policies

Account lockout duration

Account lockout threshold

Reset account lockout
counter after

Defines the time in minutes that an account will remain
locked out. Value ranges from account is locked out
until administrator unlocks it to 99,999 minutes (69
days, 10 hours, and 39 minutes). The default is not
defined.

Defines how many times a user can enter an incorrect
password before the user’s account is locked. Value
ranges from the account will not lock out to 999 invalid
logon attempts. The default is 5 attempts.

Defines how long to keep track of unsuccessful logons.
Value ranges from 1 minute to 99,999 minutes. The
default is not defined.

Kerberos Policies

Enforce user logon
restrictions

Maximum lifetime for
service ticket

This forces the KDC to validate every request for a
session ticket by examining the user rights policy on the
target computer to make sure that the user has the
right to either log on locally or access the computer
across the network. This policy additionally checks to see
that the requesting account is still valid. These checks
are optional and, when enabled, could result in slower
network access to services. The default setting is
enabled.

Defines the maximum amount of time in minutes that a
service ticket is valid. Value ranges from tickets don’t
expire to 99,999 minutes. The default is 600 minutes
(10 hours).
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Table 1.3 Account Policies Security Options

Option

Description

Maximum lifetime for
user ticket

Maximum lifetime for
user ticket renewal

Maximum tolerance for
computer clock
synchronization

Defines the maximum amount of time in hours that a
user ticket is valid. Value ranges from tickets don’t
expire to 99,999 hours. The default is 10 hours.

Defines the maximum lifetime of a ticket (Ticket
Granting Ticket or session ticket). No ticket can be
renewed after this lifetime has passed. The default is
seven days.

Specifies the amount of time in minutes that computers’
clocks can be skewed. Value ranges from 0 minutes to
99,999 minutes. The default is 5 minutes.

A Exam WARNING

Password policies can only be set at the domain level. Be attentive to questions
that could suggest that policies can be set at the local, site, or OU levels.
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the network.

Password Age Policies

Although setting a minimum password age is usually a good thing, in at least
one instance it can actually provide a security breach in your organization. Say,
for example, that you have configured the minimum password age to five days
(before a user is allowed to change the password). If that password were com-
promised, the only way the security breach could be rectified would be through
administrator intervention, by resetting the password for the user from Active
Directory Users and Computers.

Likewise, setting the minimum password age to 0 days and also config-
uring 0 password remembered allows users to circumvent the password rota-
tion process by allowing them to use the same password over and over. The key
to configuring effective policies, password policies or any other, is to first ana-
lyze your needs, then test your configuration, and finally apply it once testing
has proved that it meets or exceeds your requirements. Don’t be the adminis-
trator who mistakenly opens the door to attackers while attempting to secure

EXAM
70-214

Local Policies

Local policies include the Audit Policy, User Rights Assignment, and Security Options.
Some Audit Policy selections include auditing logon events, use of user privileges, systems
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events, and object access. The User Rights Assignment node includes the ability to grant
or deny user rights such as the rights to add workstations to the domain, change the
system time, log on locally, and access the computer from the network.

The most profound improvements to the program are represented in the Security

Options node, where you can make changes that could be made only via direct Registry
edits in Windows NT 4.0. Examples of such security options include clearing the page-
file when the system shuts down, message text during logon, number of previous logons

kept in cache, and shut down system immediately if unable to log security audits.
Figure 1.13 shows the expanded Local Policies node. Table 1.4 presents the config-

urable options available within the Local Policies node. The improvements in local

policy management are numerous with the addition of the configurable objects avail-

able in the Security Options node.

Figure 1.13 Local Policies
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Table 1.4 Local Policies Security Options

Option Description

Audit Policies

Audit account logon Audits when an account is authenticated to the
events database. The default is not defined.

Audit account Audits when a user account or group is created,
management deleted, or modified. The default is not defined.
Audit directory service Audits when access is gained to an Active Directory
access object. The default is not defined.

Audit logon events

Audit object access

Audits when a user logs on or off a local computer and
when a user makes a network connection to a machine.
The default is not defined.

Audits when files, folders, or printers are accessed. The
default is not defined.
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Table 1.4 Local Policies Security Options

Option

Description

Audit policy change
Audit privilege use
Audit process tracking

Audit system events

Audits when security options, user rights, or audit poli-
cies are modified. The default is not defined.

Audits when a user right is utilized. The default is not
defined.

Audits when an application performs an action. The
default is not defined.

Audits when a security-related event, such as rebooting
the computer, occurs. The default is not defined.

User Rights Assignment

Access this computer
from the network

Act as part of the
operating system

Add workstations to
the domain

Back up files and
directories

Bypass traverse checking

Change the system time
Create a pagefile
Create a token object

Create permanent
shared objects

Debug programs

Deny access to this
computer from the
network

Deny logon as a batch job

Allows a user or group to connect to the computer over
the network. The default is not defined.

Allows a process to gain access to resources operating
system under any user identity. The default is not defined.

Allows user or group to add a computer to the domain.
The default is not defined.

Allows a user or group to bypass file and directory
permissions to back up the system. The default is not
defined.

Allows a user or group to pass through directories
without having access while navigating an object path
in any Windows file system. The default is not defined.

Allows a user or group to set the time for the com-
puter’s internal clock. The default is not defined.

Allows a user or group to create and change the size of
a pagefile. The default is not defined.

Allows a process to create a token to get access to any
local resources. The default is not defined.

Allows a process to create a directory object in the
object manager. The default is not defined.

Allows a user or group to attach a debugger to any pro-
cess. The default is not defined.

Denies the ability to connect to the computer over the
network. The default is not defined.

Denies the ability to log on using a batch-queue facility.
The default is not defined.

Continued
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Table 1.4 Local Policies Security Options

Option

Description

Deny logon on as a service
Deny logon locally

Enable computer and
user accounts to be
trusted for delegation

Force shutdown from a
remote system

Generate security audits

Increase quotas

Denies the ability to log on as a service. The default is
not defined.

Denies a user or group the ability to log on to the local
machine. The default is not defined.

Allows a user or group to set the Trusted for Delegation
setting on a user or computer object. The default is not
defined.

Allows a user or group to shut down a remote system
computer remotely. The default is not defined.

Allows a process to make entries in the security log. The
default is not defined.

Allows a process to increase the processor quota for any
processes to which it has write property access. The
default is not defined.

Increase scheduling priority Allows a process to increase the execution priority for

Load and Unload
device drivers

Lock pages in memory
Log on as a batch job
Log on as a service
Log on locally
Manage auditing and

security log

Modify firmware
environment

Profile single process

Profile system
performance

any processes to which it has write property access. The
default is not defined.

Allows a user or group to install and uninstall Plug and
Play device drivers. The default is not defined.

Allows a process to keep data in physical memory. The
default is not defined.

Allows a user or group to log on using a batch-queue
facility. The default is not defined.

Allows logging on as a service. The default is not
defined.

Allows a user or group to log on to the local machine.
The default is not defined.

Allows a user or group to configure object access
auditing. The default is not defined.

Allows changing the system environment values
variables. The default is not defined.

Allows a user or group to use performance monitoring
tools to monitor the performance of nonsystem pro-
cesses. The default is not defined.

Allows a user or group to use performance-monitoring
tools to monitor the performance of system processes.
The default is not defined.
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Table 1.4 Local Policies Security Options

Option

Description

Remove computer from
docking station

Replace a process
level token

Restore files and
directories

Shut down the system

Synchronize directory
service data

Take ownership of files
or other objects

Allows a user or group to undock a laptop within
Windows 2000. The default is not defined.

Allows a process to replace the default token associated
with a subprocess that has been started. The default is
not defined.

Allows a user or group to bypass file and directory per-
missions when restoring backed-up files and directories.
The default is not defined.

Allows a user or group to shut down the local computer.
The default is not defined.

Allows a process to provide directory synchronization
services. The default is not defined.

Allows a user or group to take ownership of any secur-
able system object. The default is not defined.

Security Options

Additional restrictions
for anonymous
connections

Allow server operators to
schedule tasks (domain
controllers only)

Allow system to be shut
down without having to
log on

Allowed to eject
removable NTFS media

Amount of time required
before disconnecting
session

Audit the access of
global system objects

Audit use of Backup and
Restore privilege

Automatically log off
users when time expires

Adds restrictions for anonymous connections. Choices
include none, do not allow enumeration of SAM
accounts and share, and no access without explicit
anonymous permissions. The default is not defined.

Gives members of the Server Operators group the right
to schedule tasks. The default is not defined.

Enables the shutdown tab on the Ctrl + Alt + Del logon
screen. The default is not defined.

Defines the groups that are allowed to eject removable
NTFS media. The default is not defined.

Defines how long a user can be connected in an idle
state before the user is disconnected. The default is not
defined.

Audits when a system object is accessed. The default is
not defined.

Audits when the Backup and Restore privileges are used.
The default is not defined.

Disconnects users who are connected across the network
when their time expires. The default setting is disabled.

Continued
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Table 1.4 Local Policies Security Options

Option

Description

Automatically log off
users when time
expires (local)

Clear virtual memory
pagefile when system
shuts down

Digitally sign client
communications (always)

Digitally sign client
communications (when
possible)

Digitally sign server
communications (always)

Digitally sign server
communications (when
possible)

Disable Ctrl + Alt + Del
requirement for logon

Do not display last user
name in logon screen

LAN Manager
authentication level

Message text for users
attempting to log on

Message title for users
attempting to log on

Number of previous
logons to cache (in case
domain controller is not
available)

Prevent system
maintenance of computer
account password

Disconnects users who are logged in locally when their
time expires. The default is not defined.

Empties the pagefile on shutdown. The default is not
defined.

Requires the computer to sign its communications when
functioning as a client, whether or not the server sup-
ports signing. Unsigned communications are not
allowed. The default is not defined.

Configures the computer to request signed communica-
tions when functioning as a client to a server that sup-
ports signing. Unsigned communications will be allowed,
but they are not preferred. The default is enabled.

Configures the computer to require that all connecting
clients sign their communications. Unsigned communi-
cations are not allowed. The default is not defined.

Configures the computer to request that all connecting
clients sign their communications. Unsigned communi-
cations will be allowed, but they are not preferred. The
default is not defined.

Forces smartcard logon. The default is not defined.

Does not display the name of the last user to log on to
the system. The default is not defined.

Controls the level of authentication supported for down-
level clients. The default is not defined.

The text to be displayed in a window presented to all
users logging on. The default is not defined.

The title of the window presented to all users logging
on. The default is not defined.

Determines how many times users can log on with their
cached credentials. The default is not defined.

Prevents the system from changing the computer
account password. The default is not defined.
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Table 1.4 Local Policies Security Options

Option

Description

Prevent users from
installing printer drivers

Recovery console: Allow
automatic administrative
logon

Recovery console: Allow
floppy copy and access

to all drives and all folders

Rename administrator
account

Rename guest account

Restrict CD-ROM access
to locally logged on
user only

Restrict floppy access to

Keeps users from installing printers. The default is not
defined.

Automatically logs the administrator on with the
recovery console administrator account when booting to
the recovery console. The default is not defined.

Allows copying from a diskette when booted into the
recovery console. Also allows access to the entire hard
drive in recovery mode. The default is not defined.

Renames the administrator account to the name speci-
fied here. The default is not defined.

Renames the guest account to the name specified here.
The default is not defined.

Restricts network access to the CD-ROM. The default is
not defined.

Restricts network access to the diskette drive. The

locally logged-on user only default is not defined.

Secure channel: Digitally
encrypt or sign secure
channel data (always)

Secure channel: Digitally
encrypt secure channel
data (when possible)

Secure channel: Digitally
sign secure channel data
(when possible)

Secure channel: Require
strong (Windows 2000
or later) session key

Secure system partition
(for RISC platforms only)

Send unencrypted
password to connect to
third-party SMB servers

Shut down system
immediately if unable to
log security audits

Requires the machine to encrypt or sign secure channel
data. The default is not defined.

Configures the machine to encrypt secure channel data
when communicating with a machine that supports dig-
ital encryption. The default is not defined.

Configures the machine to sign secure channel data
when communicating with a machine that supports dig-
ital signing. The default is not defined.

Requires the use of a Windows 2000 session key. The
default is not defined.

Secures the system partition. The default is not defined.

Sends a clear text to password to SMB servers that don't
support SMB signing. The default is not defined.

Shuts down the computer when the security log
becomes full. The default is not defined.

Continued
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Table 1.4 Local Policies Security Options

Option Description

Smartcard removal Determines what will take place when a smartcard is

behavior removed from the system. Choices include no action,
lock workstation, and force logoff. The default is not
defined.

Strengthen default Strengthens the default permissions of global system

permissions of global objects. The default is not defined.

system objects (e.g.,
Symbolic Links)

Unsigned driver Controls what happens when the installation of an

installation behavior unsigned driver is attempted. Choices include silently
succeed, warn but allow installation, and do not allow
installation. The default is not defined.

Unsigned nondriver Controls what happens when the installation of an

installation behavior unsigned nondriver is attempted. Choices include
silently succeed, warn but allow installation, and do not
allow installation. The default is not defined.

Brute-Force Attacks

One of the simplest means of gaining access to protected system resources
is by a brute-force attack, which consists of trying to guess or crack passwords
by attempting all possible combinations. Brute-force attacks can be performed
by users themselves or by the use of specialized software utilities designed for
this purpose. Brute-force hacking differs from dictionary hacking in that dictio-
nary hacking tries to guess passwords by comparing them to a large list of
common words and phrases. By configuring for strong passwords, you can
defeat dictionary hacking—but protecting against brute-force hacking is nearly
impossible.

Your only line of defense when it comes to brute-force attacks (or even
social hacking by your own users) comes down to configuring and imple-
menting good auditing policies and also configuring account lockout policies
with lockout durations that are appropriate for the sensitivity of the informa-
tion contained within your network.
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Event Log

The Event Log node allows you to configure settings specifically for Event Logs, as

shown in Figure 1.14. Event Log Configuration settings allow you to configure the
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length of time logs are retained as well as the size of the Event Logs.You can also con-
figure that the system should shut down if the security log becomes full. Table 1.5 pre-
sents the configurable options available within the Event Log Policies node.

Figure 1.14 Event Log Policies

T e | i g [ G E METE ]
deler Yo Peewie | @ = 2T L7 W=
L et | 2= |Compop oy
| - |l o
i Y T p— =
[ LT o L e -
o) I st Prag = e
Nl [RRFLFER = e
S8 N i L = i
- [ | .
& T =
B ars = I
|=l
._g._ o "
. B -~k .
=
|
¥ E]

Table 1.5 Event Log Security Options

Option

Description

Maximum Application Log size
Maximum Security Log size
Maximum System Log size
Restrict guest access to

Application Log

Restrict guest access to
Security Log

Restrict access to System Log

Retain Application Log

Retain Security Log

Retain System Log

Controls how large the Application log can grow.
The default is 512 KB.

Controls how large the Security Log can grow. The
default is 512 KB.

Controls how large the System Log can grow. The
default is 512 KB.

Prevents guest access from reading the Application
log. The default is disabled.

Prevents guest access from reading the Security
Log. The default is disabled.

Prevents guest access from reading the System Log.
The default is disabled.

Tells the Event Log not to overwrite events in the
Application Log that are older than the number of
days defined. The default is seven days.

Tells the Event Log not to overwrite events in the
Security Log that are older than the number of
days defined. The default is seven days.

Tells the Event Log not to overwrite events in the
System Log that are older than the number of days
defined. The default is seven days.

Continued

43
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Table 1.5 Event Log Security Options

Option

Description

Retention method for
Application Log

Retention method for
Security Log

Retention method for
System Log

Shut down the computer
when the security audit log
is full

Tells the event log what to do when the
Application Log becomes full. Choices include
overwrite events by days, overwrite events as
needed, and do not overwrite events (clear logs
manually). The default is by days.

Tells the event log what to do when the Security
Log becomes full. Choices include overwrite events
by days, overwrite events as needed, and do not
overwrite events (clear logs manually). The default
is by days.

Tells the event log what to do when the System
Log becomes full. Choices include overwrite events
by days, overwrite events as needed, and do not
overwrite events (clear logs manually). The default
is by days.

Instructs the computer to shut down when the
Security Log is filled. The default is not defined.
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Shutting Out Hackers

Configuring servers to shut down the computer when the Security Log is full
makes good sense. If you implement auditing and pay careful attention to the
log files, clearing them out every day as required, you can benefit from having
Windows automatically shut down a server when its Security Log is full.
Common sources of full Security Logs (when carefully tended to by the admin-
istrator) usually come from unsuccessful attempts to gain access to the server
or gained access to the server that is followed up by privilege use and abuse.
Odds are that you've probably got enough information about the nature and
source of the attack by the time the server shuts down—why leave it exposed
any more than you need to? Of course, this practice requires careful pruning
and the daily attention of the administrator. Don’t configure this setting if you

plan to leave the server to run unattended.

oav | Restricted Groups

The Restricted Groups node lends something new to the security configuration
options available in Windows 2000.You can define, as part of security policy, the mem-

bers of a group. At times, the administrator needs to temporarily add users to groups
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with a higher classification than the users’ typical group memberships. This might be
the case when an administrator goes on vacation and another member of the team is
assigned full administrative rights.

However, often the “temporary” promotion ends up being an inadvertently perma-
nent one, and the user remains in the Administrators group. Groups can also become
members of other groups even though it is not part of the company security plan. By
defining Restricted Group membership rules, you can return group membership to
that defined by your security policy. Figure 1.15 shows the Restricted Groups node.
Exercise 1.02 walks you through configuring restricted groups.

Figure 1.15 The Restricted Groups Node
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EXERCISE 1.02

CONFIGURING RESTRICTED GROUPS

Navigate to the Restricted Groups section of either your Security Configuration
and Analysis snap-in console or the Domain Security Policies console. Then do
the following:

1. Right-click Restricted Groups, and choose Add Group from the con-
text menu. You will see the window shown in Figure 1.16.

Figure 1.16 The Add Groups Window
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2. You can type the name of the group that you want to restrict, or click
Browse to pick the group from a list. In this case, click Browse. You
will see the window shown in Figure 1.17. Select the group that you
want to restrict, click Add, and then click OK.

45
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Figure 1.17 The Select Groups Window
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3. Right-click the group you just added from the right pane of the
Restricted Groups node, and select Security. You will now see the
window shown in Figure 1.18.

Figure 1.18 The Configure Membership for Administrators Window
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4. In the Configure Membership window, you can restrict the members of
your restricted group (in our case, the Administrators group) or you can
restrict the other groups of which your restricted group can be a
member. Add your restrictions, and click OK to save your changes.

= | System Services

The System Services node allows you to control security and startup policy on all the
services defined in the template. Controlling the startup behavior of system services can
save the administrator many headaches over time. Consider the situation of users
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starting up their own RAS or DHCP services haphazardly. This type of situation creates
a large security risk for any network.

You can set restrictive networking services startup properties and assign all com-
puters that require certain services to an OU that does have the right to start up partic-
ular networking services. Figure 1.19 shows some of the content of the Services node.
Exercise 1.03 walks you through configuring System Services Security.

Figure 1.19 Content of the Services Node
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EXERCISE 1.03

CONFIGURING SYSTEM SERVICES SECURITY

1. Navigate to the System Services section of either your Security
Configuration and Analysis snap-in console or the Domain Security
Policies console.

2. Right-click the service that you want to secure, and choose Security
from the context menu. You will see the Security Policy Setting window
shown in Figure 1.20.

Figure 1.20 The Security Policy Setting Window
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3. In the Security Policy Setting window, check the box next to Define this
policy setting in the template. After you choose to define the policy,
you will immediately be given the window shown in Figure 1.21.

Figure 1.21 Configuring Security for a Service
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4. Configure the permissions desired, and click OK to return to the
Security Policy Setting window shown in Figure 1.20.

5. Choose the startup mode for the service, and click OK to save your
changes.

s | Registry

Registry keys can also be protected by policy. You can define a security policy for a
Registry key or value in the database and then customize the propagation of the setting
using the Key Properties dialog box. Exercise 1.04 walks you through configuring

Registry security.

EXERCISE 1.04

CONFIGURING REGISTRY SECURITY

1. Navigate to the Registry section (see Figure 1.22) of either your
Security Configuration and Analysis snap-in console or the Domain
Security Policies console.

2. Right-click Registry and choose Add Key from the context menu. You
will see the Select Registry Key window shown in Figure 1.23.
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Figure 1.22 The Registry Security Node
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Figure 1.23 The Select Registry Key Window
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Navigate to the key that you want to secure. In this example, we are
using the MACHINE\SOFTWARE key. Click OK to continue.

After clicking OK, you will automatically see the Database Security
window shown in Figure 1.24. Use this window to choose the permis-
sions that will be assigned to the secured Registry key. After cus-
tomizing the permissions, click OK.

Figure 1.24 The Database Security Window

e T |
Irmin |
T ——
i o
-
Pamaar [T &
Vel Carird A [m]
A O
— " O
T ] =]
= B [ ]
|
1 =
o
L= ] Gew | |

Www.syngress.com



50 Chapter 1 ¢ Basic Windows 2000 Security: Using Security Templates

5. Now you see the window shown in Figure 1.25. Use this window to tell
Windows what to do with the permissions you set in Step 4. The
choices are:

m  Configure the selected key and propagate inheritable permis-
sions to all subkeys. This will set permissions at the selected key
and all keys below it, merging these permissions with whatever per-
missions are already set at each subkey.

m  Configure the selected key and replace all existing permissions
on all subkeys with inheritable permissions. This will replace
the permissions on each subkey with the permissions set at the
selected key.

m Do not allow permissions on this key to be replaced.

Figure 1.25 The Template Security Policy Setting Window
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6. Choose one of the settings, and click OK.

To edit the Security Policy Setting of an already existing Registry key, simply right-
click it and select Security to bring up the window shown in Figure 1.25.

= | File System

The File System Security node allows you to configure NTFES permission for all local

drives. It is common for a number of administrators to get into Windows Explorer and
customize the NTES permissions on files and folders throughout the file system. File and
folder security should be part of a well-planned and well-implemented security plan.

This security plan can be realized by setting File System Policy in the templates (as
shown in Figure 1.26).You can then periodically audit the status of the file system to
look for inconsistencies between the plan and the actual state of NTFS permissions in
the local environment. Exercise 1.05 walks you through the process of using file system
security.
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Figure 1.26 The File System Security Node

e el B T G2 xbi| 3]
e e fewien | U@ FEOF
T | Wi | g biey [ e |
T ]
TP—— ) "D
& P i
i [Eos—-
o~ Y e it
o o it P | ki
o b i Ly i
il 1 -
3 e L ] -
P 1% -
__-5'_ = ::
| ] i
e —+
i : ]
1 Al - ]

EXERCISE 1.05

CONFIGURING FILE SYSTEM SECURITY

1.

Navigate to the File System section of either your Security Configuration
and Analysis snap-in console or the Domain Security Policies console.

Right-click the File System node, and select Add File from the context
menu. You will see the File or Folder window shown in Figure 1.27.

Figure 1.27 Adding a File or Folder
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Navigate to the file or folder that you want to secure. In this example,
we use the root of the C: drive. Click OK to continue.

After you click OK, you will automatically be given the Database
Security window shown in Figure 1.28. Use this window to choose the
permissions that will be assigned to the secured file or folder. After cus-
tomizing the permissions, click OK.

Now that you have set the permissions, you have to tell Windows how
to propagate them. Figure 1.29 shows the Template Security Policy
Setting window. Use this window to tell Windows what to do with the
permissions you just configured. The choices are:

51
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Configure this file or folder, then

Chapter 1 ¢ Basic Windows 2000 Security: Using Security Templates

propagate inheritable permis-

sions to all subfolders and files. This choice sets permissions at
the selected file or folder and all subfolders and files below it,
merging these permissions with whatever permissions are already

set at each subfolder or file.

Configure this file or folder then replace existing permissions

on all subfolders and files with inheritable permissions. This
choice replaces the permissions on each subfolder and file with the
permissions set at the selected file or folder.

Do not allow permissions on this file or folder to be replaced.

Figure 1.28 The Database Security Window
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Figure 1.29 The Template Security Policy Window
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6. Choose the appropriate setting, and click OK.

To edit the Security Policy Setting of an already existing File System entry, simply
right-click it and select Security to bring up the window shown in Figure 1.29.
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Deploying Security Templates

Now it’s time to deploy our security solution, either by Group Policy and Active
Directory or by scripting. If you have worked with Windows NT 4.0 and earlier, you
might have had some experience, good and bad, with scripting to set policies and estab-
lish environments. With all the improvements and updates in Windows 2000, scripting
still remains a viable solution for configuring the environment. Unfortunately, some
things can still only be done via scripting in Windows 2000 (as in Windows XP and
Windows .NET Server), so scripting and command-line management continue to
haunt Windows administrators.

So far in this chapter, we have spent a good deal of time discussing the basic tools
that we have to work with when configuring Windows 2000 security across our com-
puters and network. Now it’s time to get down to the business of deploying our secu-
rity solution.

Exercise 1.06 walks us through the process of configuring a template to suit our
needs. We have already seen how to configure Restricted Groups in Exercise 1.02,
Services in Exercise 1.03, Registry Security in Exercise 1.04, and File System Security
in Exercise 1.05, but let’s step back now and look at configuring some general security
options that were presented in the Account Policies, Local Policies, and Event Log
Policies sections.

Safety First!

The Security Configuration and Analysis snap-in, Security Templates, the
secedit.exe command-line tool, and security extensions to the Group Policy
Editor are powerful and efficient tools that allow you to manage and control
your organization’s security infrastructure. However, as with all the new tools
and capabilities of Windows 2000, you should use appropriate caution before
employing these tools in a live environment.

Before deployment, be sure to test your security configurations in a lab
environment that resembles your live environment as closely as possible.

The secedit.exe command-line tool allows you to schedule regular security
audits of local policies on the machines in any domain and OU. By running
scripts that call on the secedit.exe program, you can update each computer’s
personal database with the results of your security analysis. You can then later
use the Security Configuration and Analysis snap-in to analyze the results of
your automated analysis. Always watch for the effective policy, because it can
differ from the policy that you applied to the local machine. Any existing
domain or OU security polices that apply to the machine will overwrite local
machine policy.
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Let’s Configure!

The basic process of configuring security settings is the same whether you are config-
uring them into a security template for analysis, testing, and later application or are
applying them directly to your organization via Group Policy at the various levels avail-
able to you. For our purposes, we will modify the basicdc.inf template from with the
Security Templates snap-in and use this modified template as we go along.

EXERCISE 1.06

CONFIGURING SECURITY TEMPLATES

Open your custom security console you created in Exercise 1.01.
Navigate to the basicws.inf file in the Security Templates snap-in.

Enforce strict password policies by double-clicking Enforce Password
History and configuring it for 18 passwords remembered, as shown in
Figure 1.30.

Figure 1.30 Configuring the Password History Setting
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4. Configure account lockout policies by configuring the settings as
shown in Figure 1.31.

Figure 1.31 Configuring Account Lockout Settings
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Continue to make customizations as desired.

When you are done, close out your custom console. You will be
prompted to save it; do so.

You will be prompted to save changes to your modified security tem-
plate (see Figure 1.32). Save the changes.

Figure 1.32 Saving Template Changes
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Now that you’ve got your customized security template, you should take this
opportunity to export it. Exporting templates is typically done for one of two reasons:
to transfer them over sneaker-net to another computer or to make a copy for safe-
keeping in another location. The process to export and import a template is very
straightforward and is outlined in Exercise 1.07.

EXERCISE 1.07

IMPORTING AND EXPORTING TEMPLATES

1.

3.

Open your Security console and locate the security template you want
to export.

To export a template, right-click it, and select Save As, as shown in
Figure 1.33. Be sure to save the template with a descriptive name and
in a location you can find later. Note that you can also export a tem-
plate from the Security Configuration and Analysis snap-in after you
have used it to analyze or configure a computer by right-clicking
Security Configuration and Analysis and selecting Export Template
(see Figure 1.35).

The process to import a saved security template is just as simple. From

the Security Templates snap-in, right-click Security Templates and select
New Template Search Path from the context menu, as shown in Figure
1.34. Navigate to the location of your template, and you are in business.
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Alternatively, you can use the Import Template option from within the
Security Configuration and Analysis snap-in (see Figure 1.35).

Figure 1.33 Exporting a Security Template
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Figure 1.34 Defining a New Template Search Path
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Figure 1.35 Importing Security Templates from Security Configuration

and Analysis
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Deploying Security via Group Policy

As useful as is the Security Configuration and Analysis snap-in for configuring local
computer security policy, it has major limitation for its use in applying security to
higher levels in the organization, such as a domain or OU. The Security Configuration
and Analysis snap-in cannot be used to directly apply security settings at these levels,
but it can be used to create and test security templates at the local level for deployment
at a higher level.

Security policies designed and tested using the Security Configuration and Analysis
snap-in can be exported and applied to a domain or OU using the Active Directory
Users and Computers console. You can also configure security settings directly in a
Group Policy object without using security templates if you desire, but this is not rec-
ommended except at the lower levels of your OU structure as you find the need to
apply a few specific settings to a specific group of users. Figure 1.36 shows the pro-
cessing order of Group Policy objects from the local level (first) to the OU level (last).

Figure 1.36 Group Policy Application Order
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Exercise 1.08 presents the process to import a security template into an OU-level
GPO. Exercise 1.09 presents the process to import a security template into a domain-
level GPO. After you've imported a template, you can perform further customization if
you desire by making edits directly in the Group Policy windows that you will have
open while performing Exercise 1.08 and 1.09.

EXERCISE 1.08

IMPORTING SECURITY TEMPLATES AT
THE ORGANIZATIONAL UNIT LEVEL

1. Open the Active Directory Users and Computers console from the
Administrative Tools menu. Right-click an organizational unit and
select Properties.

2. The OU's properties box appears. Click the Group Policy tab (see
Figure 1.37).
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Figure 1.37 The Group Policy Tab of the Organizational Unit
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3. Click New. Type a name for the Group Policy object. Make sure that the
new object is selected, then click Edit.

4. Expand Computer Configuration, then expand Windows Settings.
There are two subnodes of Windows Settings: Scripts and Security
Templates. Select the Security Templates node (see Figure 1.38).

Figure 1.38 Group Policy Security Settings
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5. Right-click the Security Settings node, and select Import Policy.
Notice that the policies are template files with the .inf extension. You
have the option of merging the template’s entries into the present
OU'’s security setup, or you can clear the present OU’s security settings
and have them replaced by the settings in the imported template. Click
Open to enact the new policy. You are not given the option to test the
template settings against the present OU’s security configuration. The
settings are enabled after you import the policy via the .inf file.
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6. Close all windows back to the Active Directory Users and Computers
console.

7. To force Group Policy propagation throughout the domain, enter the
following command from the command line: secedit /refreshpolicy
machine_policy.

Now that we’ve examine how to apply a security template to an OU, let’s look
next at applying a security template to the domain as a whole. As you will see in
Exercise 1.09, the process is fairly similar between the two procedures, with the primary
difference being the location at which you import the policy. Furthermore, in most
cases you need to allow a longer time for policy replication at the domain level com-
pared with policy replication for those computers in an OU.

EXERCISE 1.09

IMPORTING SECURITY TEMPLATES AT THE DOMAIN LEVEL

1. Open the Active Directory Users and Computers console from the
Administrative Tools menu. Right-click the domain and select
Properties (see Figure 1.39).

Figure 1.39 Selecting a Domain for Group Policy Editing
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2. The domain’s Properties box appears. Click the Group Policy tab.

3. Click New. Type a name for the Group Policy object. Make sure that the
new object is selected, then click Edit.
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4. Expand Computer Configuration, then expand Windows Settings.
There are two subnodes of Windows Settings: Scripts and Security
Templates. Select the Security Templates node.

5. Right-click the Security Settings node, and select Import Policy.
Notice that the policies are template files with the .inf extension. You
have the option of merging the template’s entries into the present
OU's security setup, or you can clear the present OU’s security settings
and have them replaced by the settings in the imported template. Click
Open to enact the new policy. You are not given the option to test the
template settings against the present OU’s security configuration. The
settings are enabled after you import the policy via the .inf file.

6. Close all windows back to the Active Directory Users and Computers
console.

7. To force Group Policy propagation throughout the domain, enter the
following command from the command line: secedit /refreshpolicy
machine_policy.

Deploying Security via Scripting

Using the secedit.exe utility, you can deploy security templates across your network
using scripts or batch files should you desire, although you would be better oft using
the GUI options available to you such as Security Configuration and Analysis or Group
Policy. The deployment mode of secedit.exe uses the /configure switch and is used to
configure the target computer’s security settings using a stored security template. When
used to deploy security templates, secedit has the following syntax:

secedit /configure [/DB filename ] [/CFG filename ] [/overwrite][/areas

areal area2...] [/log logpath] [/verbosel]l [/quiet]

Modification parameters include the following.
The following command informs secedit.exe which database to apply the security
analysis results to:

/DB filename

This command points to the location of the template that will be applied to the
database:

/CFG filename
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This switch causes the current template in the database to be overwritten rather
than appended:

/overwrite

This command allows you to specify a specific security “area” to be configured. The
default is all areas:

/area areal areal...

The following is the location of the logfile that will be created with details of the
security configuration:

/log logpath

This command provides additional screen and log output:

/verbose

This command suppresses screen and log output:
/quiet

The following areas are available for use with the area modifier with the configure
switch of secedit:

®  SECURITYPOLICY Local and domain policy for the system, including
account policies, audit policies, and so on.

B GROUP_MGMT Restricted group security.

m  USER_RIGHTS User logon rights and granting of privileges settings.

B REGKEYS Registry key security settings.

®  FILESTORE File system security settings.

m  SERVICES System services security settings.

Exercise 1.10 outlines using the secedit command to deploy a security template to
the local machine. Using a batch file, you could very easily accomplish this task across
multiple computers on your network. For more information on writing and working
with scripts in Windows 2000, see the TechNet Script Center at www.microsoft.com/
technet/scriptcenter/default.asp.

61

www.syngress.com



62

Chapter 1 ¢ Basic Windows 2000 Security: Using Security Templates

EXERCISE 1.10

IMPLEMENTING SECURITY TEMPLATES USING SCRIPTING

1. Open a command prompt window by typing CMD in the Run box and
clicking OK.

2. From the command prompt, enter the secedit /configure command
with the required modifiers, such as:
secedit /configure /db c:\sectest\2.sdb /cfg C:\WINNT\
security\templates\securews.inf /log c:\sectest\2apply
.log /verbose

Note that the locations and names are specific to your computer.
See Figure 1.40.

Figure 1.40 Performing a Deployment Using secediit

[ o | s e =

-

3. Checking the results in Security Analysis and Configuration reveals
that the settings took (see Figure 1.41), so it works! We cover per-
forming analysis using Security Configuration and Analysis in more
detail in the next section.

Figure 1.41 Verifying the Template Deployment was Successful
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Analyzing Your Security Configuration

After you've carefully configured, tested, and deployed your security solution using
security templates and Group Policy, you will want to analyze the security settings from
time to time to validate your work and to monitor for changes. Often, changes are
made to security settings, such as the temporary promotion of a user to an administra-
tive role, and go unchanged when the situation returns to normal. Other sources of
policy change are changes made but not properly documented in your change log or
changes made by users who might or might not have a reason to be poking around in
your security configuration but either way have found a way to muck it up.

The tools introduced earlier in this chapter come back into play here as you now
use them to verify your current settings against your template (ideal) settings. In the
next few sections, we examine how the Security Configuration and Analysis snap-in
and the command-line tools (secedit.exe, gpresult.exe, and gpotool.exe) can be used as
part of a routine check and restore system in order to keep security in your organiza-
tion where it is supposed to be. A key point to remember as we progress is that the
Security Configuration and Analysis snap-in cannot be used to examine settings at the
domain or organizational level because the snap-in only compares a specific machine’s
security configuration against a template.

Using Security Configuration and Analysis

One of the most useful features of the Security Configuration and Analysis snap-in is
the ability to compare the desired security policies as they are set up in the template
with the actual state of the local machine. The administrator is able to glean a tremen-
dous amount of insight regarding the machine’s current security configuration using the
Analyze feature of the Security Configuration and Analysis snap-in.

Running the analysis is easy. After you import the security settings from the appro-
priate templates, all you need to do is right-click the Security Configuration and
Analysis node and select the Analyze Computer Now option. Exercise 1.11 walks
you through the steps to compare your configured settings against those of a preconfig-
ured template. You need to open an existing database or create a new one in order to
perform this analysis. You will test your present security configuration against these
entries in the database. If desired, you can apply the settings saved in the database to the
computer itself, thus updating the local machine’s security configuration.
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EXERCISE 1.11

ANALYZING LOCAL SECURITY WITH THE SECURITY
CONFIGURATION AND ANALYSIS SNAP-IN

1.

2.

Right-click Security Configuration and Analysis, and select Open
Database (see Figure 1.42).

Figure 1.42 The Open Database Dialog Box
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If there is already an existing database, you can open that one. If no
databases are currently defined, you can create a new one by entering
the name of the database in the File name box. Then click Open.

The Import Template dialog box appears (see Figure 1.43). You need to
populate the database with security configuration entries. The templates
contain this information. Select the template that contains the informa-
tion that most closely represents the level of security you are interested in
(these templates were discussed in Table 1.2), and then click Open.

Figure 1.43 The Import Template Dialog Box
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In the right pane, you will see instructions on how to analyze or con-
figure your computer. Right-click the Security Configuration and
Analysis node and select Analyze Computer Now. Be careful; if you
select Configure Computer Now, it will apply the settings that you have
imported into the database to the active security configuration of the
computer.
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5. After you choose Analyze Computer Now, you will be prompted to
give a location in which to store the log files. Use the Browse button
to set the correct location. The default name for the log file is
database_name.log (where database_name is the name of your
database). Click OK to continue.

6. After you click OK, you will be given the Analyzing System Security
window shown in Figure 1.44.You can see from this window which
component of your system is currently being analyzed. Once this pro-
cess has finished running, you can see the differences between the
template file and your local system.

Figure 1.44 Running the Analysis

Examining the Analysis Results

After you've performed the analysis, the time-consuming and critically important next
step of inspecting the differences comes into play. You need to look through each node
of the analysis results and determine if the results agree with your desired settings for
the computer. Should you find that the results are not agreeable, you can change the
database setting by right-clicking the configuration item and selecting Security, as
shown in Figure 1.45.The change will then be implemented in the database for further
analysis and configuration usage.

Figure 1.45 Changing Settings from within the Database
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Once all the database settings agree with how you want the computer to be, you
can apply them by selecting Configure Computer Now. Additionally, you can export
the template as previously discussed for easy application to other computers in the same

role (workstations or member servers and the like).

Figure 1.46 shows the results of our analysis in the Password Policy node where we

had previously made some configurations. As you can see, a difference is shown

between the database (security template) settings and those currently configured on the

local computer. Because we are configuring and testing this template for deployment,

this is not a problem in and of itself. Had we found mismatches such as this one during

a routine audit of computer security policies, a problem could exist in the organization.

Figure 1.46 Finding Differences in the Password Policies
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The following icons are used in the analysis output:

Icons with a green check mark indicate that the database setting and the
machine settings are the same.

Icons with a red X indicate that there is a discrepancy between the entry in
the database and that of the actual configuration.

The generic icon means that no setting for that security parameter was set in
the database, and thus no analysis was performed.

Icons with a circled exclamation point or question mark indicate settings that
were not analyzed, typically due to not being applicable to the local controller.

In our case, only one setting was difterent. If this setting was configured correctly

(in other words, the way we want it to be when applied to the computer), no action is

required. However, should we desire, we can edit the database setting as previously dis-

cussed to bring it in line with our expectations.
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Using Secedit.exe

The secedit.exe command-line interface allows the administrator to:

B Analyze system security
m  Configure system security (discussed previously)
B Refresh security settings
m  Export security settings

®m  Validate the syntax of a security template

The secedit command has the following high-level syntax:

secedit [/analyze] [/configure] [/refreshpolicy] [/export] [/validate]

Test DAy Tip
As far at is pertains to this exam, you should concentrate on understanding

how secedit can be used to analyze and configure system security. The other
functions of secedit are not likely to be tested but are valuable information to
have at your disposal nonetheless.

secedit /analyze
The /analyze switch is used to initiate a security analysis and has the following syntax:
secedit /analyze [/DB filename ] [/CFG filename ] [/log logpath] [/verbose]

[/quiet]

Modification parameters include the following.

This command informs secedit.exe as to which database to apply the security anal-
ysis results to:

/DB filename

This command points to the location of the template that will be imported into
the database for analysis:
/CFG fllename

This is the location of the logfile that will be created from the analysis; the default
file is used:

/log logpath

www.syngress.com



68 Chapter 1 ¢ Basic Windows 2000 Security: Using Security Templates

This command provides additional screen and log output when analysis is carried out:

/verbose

This prevents any screen or log output:

/quiet

You can still view the results, however, using Security Configuration and Analysis.

secedit /refreshpolicy

The /refreshpolicy switch is used to update system security after changes have been
made. It has the following syntax:

secedit /refreshpolicy {machine policy | user_policy}[/enforce]
Modification parameters include the following.

This command updates the security settings for the local computer:
machine_policy

This command updates the security settings for the currently logged in local user
account:

user_policy

This command refreshes security settings, even if there have been no changes to the
GPO settings:

/enforce

secedit /export

The /export switch is used to export the security template currently stored in the
database to an .inf file for storage and later use. It has the following syntax:

secedit /export [/mergedPolicy] [/DB filename ] [/CFG filename ]

[/areas areal area 2...]1 [/log logPath] |[/verbose] [/quiet]

Modification parameters include the following.
This command merges and exports domain and local policy security settings into
the .inf file:

/mergedPolicy

This switch informs secedit.exe as to which database to apply the security analysis
results to:

/DB filename
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This switch points to the location of the template that will be applied to the
database:

/CFG filename

This switch causes the current template in the database to be overwritten rather
than appended:

/overwrite

This switch allows you to specify a specific security “area” to be configured. The
default is all areas:

/area areal areal...

This switch is the location of the logfile that will be created with details of the
security configuration:

/log logpath

This switch provides additional screen and log output:

/verbose

This switch suppresses screen and log output:

/quiet

secedit /validate

The /validate switch is used to validate the syntax of a security template before you
import it for analysis or configuration of the system. It has the following syntax:

secedit /validate filename

Modification parameters include the following. The filename of the security tem-
plate you want to validate:

filename

Areas

The following areas are available for use with the area modifier with the /export switch
of secedit:

m  SECURITYPOLICY Local and domain policy for the system, including
account policies, audit policies, and so on.

B GROUP_MGMT Restricted group security.
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m  USER_RIGHTS User logon rights and granting of privileges settings.
B REGKEYS Registry key security settings.

®  FILESTORE File system security settings.

m  SERVICES System services security settings.

Analyzing Security with Secedit.exe

Exercise 1.12 presents the basic process to analyze security on a local computer using
the secedit command. This process could also be done over the network using scripting.
After the analysis is completed, you can either open the database in the Security
Configuration and Analysis snap-in to examine the differences or read through the text
log itself if you used the /verbose modifier. Beware—the text file generated using the
/verbose modifier can quickly grow into thousands of lines; the log generated by the
example in Exercise 1.12 was 5110 lines long, to be exact!

EXERCISE 1.12

ANALYZING SECURITY WITH SECEDIT.EXE

1. Open a command prompt window by typing CMD in the Run box and
clicking OK.

2. From the command prompt, enter the secedit /analyze command with
the required modifiers such as secedit /analyze /db c:\sectest\1.sdb /cfg
C\WINNT\security\templates\basicwk.inf /log c:\sectest\1.log /verbose,
where the locations and names are specific to your computer. See
Figure 1.47.

Figure 1.47 Performing an Analysis Using secedit

3. You can either view the results in the Security Configuration and
Analysis snap-in by opening the database or by viewing the created
text log file. Figure 1.48 shows a portion of the text log file indicating a
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mismatch in the password history size item. Note that we also saw this
in Figure 1.44 when we performed analysis using the GUI—the security
template used in the two instances was the same one.

Figure 1.48 Identifying Mismatches in the Text Log Output of secedit

Fli G P bl

E |

4. You might also find the Windows Grep tool, available for download
from www.wingrep.com/, very helpful in searching through your log
files. Figure 1.49 shows the output of Windows Grep on our log file.

Figure 1.49 Using Windows Grep to Search the Log File
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Using Gpresult.exe and Gpotool.exe

These two free utilities are part of the Windows 2000 Resource Kit and can be quite
helptful when it comes time to troubleshoot Group Policy application issues. They can
be found at www.microsoft.com/windows2000/techinfo/reskit/tools/default.asp.
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The gpresult.exe utility can perform the following tasks, plus several others:
®m  Provide general information about the operating system, currently logged-in
user, and computer

®m  The last time policy was applied and the domain controller that applied policy,
for the currently logged-in user and computer

®  The complete list of applied Group Policy objects and their details
The gpotool.exe utility can perform the following tasks, plus several others:

®  Check Group Policy object consistency
®m  Check Group Policy object replication

®  Display information about a particular Group Policy object, including proper-
ties that can’t be accessed through the Group Policy snap-in.

Test DAY Tip

You will not be tested on the gpresult.exe or gpotool.exe tools, but they are
useful utilities that should be in your administrative and security toolbox.
Should you run into problems with your security configurations that deployed
in Group Policy, these utilities should be able to provide you with some insight.
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Summary of Exam Obijectives

The Security Configuration Tool Set introduces a new and more efficient way to manage
security parameters in Windows 2000. Using this new set of configuration and manage-
ment tools, the administrator can configure and manage the security policies for a single
machine or an entire domain or OU.The Tool Set includes the Security Configuration
and Analysis snap-in, Security templates, the secedit.exe command-line tool, and the secu-
rity settings extensions to the Group Policy Editor.You can use these tools together to
create and configure security policies for local machines, domains, or OUEs. l

The Security Configuration and Analysis snap-in allows the administrator to create
a database with security configuration entries. These security configuration entries can
be used to test against the existing security configuration of a local machine. After the
security analysis is complete, the network manager can save the database entries into a ‘
text file with the .inf extension. This text file, which is a template consisting of security
configuration entries, can be saved or imported in order to define the security defini-
tion of another local machine, a domain, or an OU. The security variables in the
database can also be applied to the local machine, replacing the current security config-
uration. The new configuration is applied after the analysis is complete.

Security configuration can be saved as femplates, which are text files that contain
security configuration information. These templates are imported into the Security
Configuration and Analysis snap-in database for analysis and application. The Security
Configuration and Analysis snap-in cannot be used to configure or analyze security
configurations of a domain or OU. At present, there is no way to export extant domain
or OU security configurations. However, you can configure the security of a domain or
OU via the security settings Group Policy extensions.

The secedit.exe command-line tool allows the administrator to script security anal-
yses, security configurations, security updates, and export of templates. Its functionality
is almost equal to that of the Security Configuration and Analysis snap-in, except that
you must use the graphical interface to review the results of a security analysis per-
formed by secedit.exe.

An administrator can use the security settings Group Policy extensions to configure
domain or OU security policy. In addition, you can import security templates directly
into the domain or OU.You should do this with great caution if you have already cus-
tomized the security settings for a domain or OU. At present, you cannot export the
previous settings into a template that might be restored later. However, if the adminis-

trator always reconfigures the security parameters of a domain or OU using templates,
such templates can always be restored in the future.
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Exam Objectives Fast Track

Windows 2000 Active Directory Review

4]

4}

Active Directory in an X.500-compatible directory service utilizes the
LDAP protocol.

Active Directory is organized in a hierarchical structure modeling the Domain
Naming System arrangement.

Domains at the root of the forest automatically establish two-way transitive
trusts between them, unlike previous versions of Windows N'T.

Child domains and their parent domain automatically establish two-way
transitive trusts between them as well.

Group Policy applied to an object is processed in the following order (by
default): local, site, domain, organizational unit.

The Basic Windows 2000 Security Tools

4]

The key components of the Security Configuration tool set are Security
templates, Group Policy security configuration objects, the Security
Configuration and Analysis snap-in, and command-line tools.

The Security Configuration and Analysis snap-in creates, configures, and tests
security scenarios.You can create text-based .inf files that contain security
settings. You can apply these files to the computer or save them for later use.

Microsoft provides templates for configuring security. Default and incremental
templates are available. Default templates are applied during a fresh install only.
The incremental templates provide additional security above the defaults.

Secedit.exe allows us to configure security from the command prompt.

The Security Templates snap-in allows us to view and customize the template
files stored in %windir%\security\templates.

F Configuring Basic Windows 2000
Security with Templates

4]

Account policies define password policy, account lockout policy, and
Kerberos policy.
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M Local policies include the audit policy, user rights assignment, and
security options.

M Event Log Configuration settings allow you to configure the length of time
logs are retained as well as the size of the Event Logs.

M The Restricted Groups setting configures group membership and
group nesting.

N

Registry Policy sets permissions on Registry keys. ‘

M The File System Security setting configures NTES permission for all
local drives.

M The System Services setting controls the startup policy for all local services. e 1
I'I I'I'

Deploying Security Templates

M The Security Configuration and Analysis snap-in can be used to deploy a
security template to a local machine.

M Security settings can be deployed to a domain or OU via the security settings
in a Group Policy object.

M You can deploy security templates across the network using the secedit.exe
tool in a script or batch file.

Analyzing Your Security Configuration

M Compare security policies in the template with the actual state of the local
machine. This practice allows administrators to see the differences before they

apply the policy.
M Use Security Configuration and Analysis to view the results of an analysis in a
graphical format.

M Use the secedit.exe tool to analyze security settings from the command
prompt. This tool can be useful if combined with a script or batch file to
automatically scan large numbers of computers.

M After differences in settings have been identified, you can determine the next
course of action.
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Exam Objectives
Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book, are
designed to both measure your understanding of the Exam Objectives presented in
this chapter, and to assist you with real-life implementation of these concepts.

Q:

A:

Why is Active Directory given so much discussion in this chapter? This isn’t a book
for an Active Directory exam.

True, but this book is intended to be fairly self-standing. Active Directory permeates
Windows 2000 through and through, and a basic understanding of it will go a long
way toward helping you understand and configure security for a Windows 2000
network.

: Can I use the Security Configuration and Analysis snap-in to analyze the security

configuration of a domain or OU?

: Not at this time. This eapability should be added in the future. However, at present,

you can test scenarios against the current configuration for the local machine.

: I would like to use scripts to analyze a number of computers in my domain. What

tool would I use to accomplish this task?

: The secedit.exe command-line tool allows the administrator to analyze a number of

machines by creating scripts that can be automated. You ¢an then view the results of
the analysis by opening the database file against which the analysis was run.

: Why have the changes I made to the security policywon the local computer not

taken effect?

: Effective policy depends on whether a computer is a member of a domain or an

OU. Policy precedence flows in the order in which policies are applied. First the
local policy is applied, then site policy is applied, then domain policy is applied, and
finally OU policy is applied. If there are conflicts among the policies, the last policy
applied prevails.

: Can I migrate my existing Windows NT 4.0 policies to Windows 2000?
: No.The NT policies were stored in a .pol file, which included things such as group

memberships. There is no way for the Windows 2000 Group Policy Model, which
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is centered on Active Directory, to interpret the entries in the .pol file. Microsoft

recommends configuring the settings in the old .pol files in Active Directory. You

can do this easily using the security settings extension to the Group Policy Editor.
The Windows NT 4.0 .pol files were created by the System Policy Editor, which
used .adm files as templates for the options configured in system policy. These files
are compatible with Windows 2000 .adm files. However, you should not import

these templates, because you might damage the Registries of client machines. This
means that after a Registry setting is set using Windows NT 4.0 .adm files, the set-
ting will persist until the specified policy is reversed or the Registry itself is directly
edited.

Self Test

A Quick Answer Key follows the Self Test questions. For complete questions, answers,
and epxlanations to the Self Test questions in this chapter as well as the other
chapters in this book, see the Self Test Appendix.

Windows 2000 Active Directory Review

1. One of the advantages of Windows 2000 Active Directory over previous versions

of Windows NT is that two-way transitive trusts are automatically created between

which objects? (Choose all correct answers.)

A.
B.
C.
D.

2. The schema serves what function in Active Directory?
A.
B.
C.

Between root domains in an Active Directory forest
Between parent domains and child domains
Between child domains at the same level within the tree

Between Windows 2000 and Windows NT 4.0 domains

Provides a listing, or index, of all the objects within Active Directory
Defines the types of objects that can be stored in Active Directory

Organizes objects, such as users or computers, into a location designed for
easier management and assignment of permissions

Provides for name resolution on the network
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The Basic Windows 2000 Security Tools

3. Hannah wants to increase the security on the member servers in her network, but

she does not want to interfere with the normal network communications between

the servers and other computers on the network. What would be the best security

template for her to apply to these member servers?

A.

B.

IomE D QW

C.
D.

hisecdc.inf
securews.inf
basicsv.inf

securedc.inf

4. You are the network administrator for a medium-sized company. The HR depart-
ment has asked you to help interview candidates for the position of assistant secu-
rity administrator for your Windows 2000 network. During the interview of one
of the candidates, you ask the following question: “What can the secedit.exe utility
be used for?” What answers do you expect to hear? (Choose all that apply.)

A.

It can be used to list the current Group Policy in eftect for a specific user and
computer.

It can be used to analyze the security settings of a system.

It can be used to refresh the applied security settings of a system.

It can be used to validate the syntax of chosen security template.

It can be used to edit group membership and permissions for a user or group.
It can be used to remotely monitor privilege use.

It can be used settings.to configure system security

It can be used to export the values stored in a database to a .inf file.
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5. Andrew must increase the security on the workstations in his network at any cost,
preferably achieving the most secure configuration possible. What would be the
best template to apply to his workstations the to provide maximum amount of
security, and what negative side eftects can he expect to see from the application
of the chosen template? (Chose two correct answers.)

A. hisecdc.int

B. securews.inf

C. basicsv.inf . ‘
D. securedc.inf P
E.

E

hisecws.inf

He should expect no adverse effects to occur except for potentially increased ﬂ
login and logoft times due to extra policy processing invoked by the more
secure template

G. He should expect to lose network connectivity with all other computers that
do not support IPSec

H. He should expect to have to configure Active Directory integrated zones for
his DNS servers to support the newly configured workstations

6. You are preparing to deploy some custom security templates across your organiza- -
tion in an effort to increase the overall security of the network.You plan to deploy
your security templates via Group Policy. What is the correct processing order for
Group Policy in Windows 2000?

A. Local, domain, site, Organizational Unit
B. Local, site, domain, Organizational Unit
C. Site, domain, Organizational Unit, local
D

Domain, site, Organizational Unit, local
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Configuring Basic Windows 2000
Security with Templates

7. Chris wants to configure her network so that users attempting to log on by

guessing passwords will be prevented from gaining access to the system. She pro-

poses to perform the following actions. Which actions will have a positive effect

on preventing password-guessing users from gaining access to her network?

(Choose all that apply.)

Set the Minimum Password Length to 10 characters.
Set the Account Lockout Threshold to 0 invalid login attempts.
Set the Account Lockout Duration to 60 minutes.

Set the Enforce Password History to 25 passwords.

8. Jon, the CTO of your company, asks you what can be done to protect certain areas
of the Registry from modification by unauthorized users. What do you tell him?

A. Use the secedit.exe utility with the /validate switch to set security settings on
the Registry keys of concern.

i B. Use the regedit application to set security settings on the Registry keys of
concern.

C. Use the Security templates and Security Configuration and Analysis snap-ins
to configure, analyze, and implement security settings on the Registry keys of
concern.

D. Use Windows Explorer to mark the Registry files as read only.

E. Use Windows Explorer to set NTES permissions on the Registry files so that
only authorized users may access them.

L 9. You want to configure auditing for the workstations in a specific OU in your net-

work.You have opened Security Configuration and Analysis and selected the

basicwk.inf template. What section of the template contains the options that you

need to configure to enable auditing?

F A

B. Account Policies
C.
D. Registry

Local Policies

Event Log

WWW.syngress.com




Basic Windows 2000 Security: Using Security Templates * Chapter 1 81

Deploying Security Templates

10. Austin has been delegated administrative responsibility for several OUs in his
department. How can he most easily make the same changes to the security set-

tings applied to his OUs?

A. Austin should configure and test a template on a local machine using Security
Configuration and Analysis. When he gets the configuration established that he
requires, he should export the template and then import it into the specific _ .,i
OU Group Policy objects he is responsible for.

B. Austin should use the Security Configuration and Analysis snap-in and target
it at the specific OU he wants to work with to make the changes. 1

C. Austin should edit the Group Policy objects directly for each of the OUs he is
responsible for.

D. Austin should ask a domain administrator to apply the desired settings at the
domain level and let them propagate down to his OUs.

11. You have configured and tested two custom security templates for use on your
corporate network, corpserver.inf and corpdesktop.inf. Your network is running all
Windows 2000 computers and is fragmented into three distinct sections due to
the extremely high cost of establishing WAN links between your three geograph-
ical locations. You do have dial-up connectivity between the sites using standard
plain old telephone service (POTS) lines, but these lines have proven unreliable at
best. How can you deploy these templates to the other two sites in your network?

A. You need to deploy them to two extra domain controllers and then ship one
each to your other two sites.

B. You need to export them from Security Configuration and Analysis and send
the .inf files to your other two remote sites. Once there, the other two sites
can import them into the required Group Policy object.

C. You need to establish a Frame Relay connection between all three sites at the
same time and push the templates across the WAN link.

D. You need to make a RDP connection to each domain controller in the
remote sites and apply the template to them.
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Analyzing Your Security Configuration

12. Andrea is the network administrator of 55 workstations, 10 member servers, and
four domain controllers. She would like to perform a security analysis on all her
computers without having to physically visit each one. How can Andrea accom-

plish this task?

A. This cannot be done at the current time. Andrea will need to sit in front of
‘k each machine and use the Security Configuration and Analysis snap-in to per-
form the analysis.

B. Andrea can target a remote computer by right-clicking Security
Configuration and Analysis and selecting Connect to another computer.

C. Andrea can create a script or batch file using the secedit.exe utility with the
/analyze switch that has an entry for each computer that she wants to analyze.

D. Andrea can create a script or batch file using the secedit.exe utility with the
/analyze switch that calls on a prepopulated text file containing the list of
computers to be analyzed.

13. Christopher is an assistant network administrator working for Andrea. Christopher
has been given the task of examining the results of the secedit /analyze script that
Andrea ran over the network the previous night. How can Christopher most
easily examine the analysis results to determine items that require a follow-up?

A. Christopher must visit each computer locally and view the database contents
using the Security Configuration and Analysis snap-in.

B. Christopher must use the gpresult.exe tool from the Windows 2000 Resource
Kit to be able to easily examine the analysis results.

C. Christopher can read through the text log from the analysis and identify any
L mismatches as areas requiring a follow-up.

D. Christopher can load each database file into the Security Configuration and
Analysis snap-in that is running on his computer and identity any mismatches
as areas requiring a follow-up.
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14. Luanda is attempting to use the Security Configuration and Analysis snap-in to

15.

perform an analysis of one of her member servers. The member server is currently
configured with the default settings. She wants to compare its settings with those
in the securewk.inf security template. What is the correct order of steps to per-
form the analysis?

Step 1: Right-click Security Configuration and Analysis and select Analyze
computer now.

Step 2: Right-click Security Configuration and Analysis and select Open
database.

Step 3: Select the security template to be used in the analysis.

Step 4: Select the log file to be used in the analysis.

Step 5: Right-click Security Configuration and Analysis and select
Configure computer now.

Step 6: Select the database to be used in the analysis.

A 2,1,3,6,4
B. 1,6,4,5,3
C. 2,6,4,3,1
D. 2,6,3,1,4
E. 1,6,3,2,4

You have just completed an analysis of your local computer using Security
Configuration and Analysis. Looking at the analysis results, you notice several icons
have a green check mark on them.You are concerned that your settings do not
match those of the template you compared your computer to. What do icons with
green check marks mean?

A. A discrepancy exists between the database settings and the computer setting.

B. No analysis was performed for this item because it was not configured in the
database.

C. The database setting and the computer setting match.

D. No analysis was performed for this item because it is not applicable to the
computer.
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Self Test Quick Answer Key

For complete questions, answers, and epxlanations to the Self Test questions in this
chapter as well as the other chapters in this book, see the Self Test Appendix.

1.A,B 9. A
2.B 10. A
3.B 11.B
4.B,C,D, G H 12. C
5EG 13. D
6.B 14. D
7.A,C,D 15. C
8.C

o |
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Chapter 2

MCSE/MCSA 70-214
Advanced Security

Template and Group
Policy Issues

Exam Objectives in this Chapter:

1.3 Troubleshoot security template problems. Considerations
include Group Policy, upgraded operating systems, and
mixed client-computer operating systems.

1.4 Configure additional security based on computer roles. &' 2
Computer roles include Microsoft SQL Server computer, % ﬂ-
Microsoft Exchange Server computer, domain controller,

Internet Authentication Service (IAS) server, Internet
Information Services (IIS) server, and mobile client
computer.

1.5 Configure additional security for client-computer operating
systems by using Group Policy.

3.4 Configure Server Message Block (SMB) signing to support
packet authentication and integrity.

Summary of Exam Objectives

Exam Objectives Fast Track

Exam Objectives Frequently Asked Questions
Self Test

N RAANAA

Self Test Quick Answer Key
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Introduction

You might be tempted to think that after you've deployed your security solution via Group
Policy or by using a template, your work is done. Unfortunately, this is not the case. The
ground that we covered in Chapter 1 was just the groundwork for much more material to
come in this book.

After you've configured a baseline security solution for your network, you might
want to go back and take a hard look at the specific roles that each server performs.
Different server functions require different security solutions, and in this chapter we
take a look at some of the most common server implementations that you can expect
to find in your network. You will, of course, want to take the same sort of precautions
with your client computers, desktops and portables alike. We will examine the security
issues inherent in each of these client computers and what you can do to make them as
secure as possible.

After looking at some of the advanced security measures we have at our disposal to
create secure servers and clients, we need to address some additional topics associated
with using security templates. It’s quite possible that you will encounter some problems
when attempting to apply a security template to your computers, so we will examine
some troubleshooting issues associated with security template deployments. Difticulty in
deploying security templates are usually traced to one of two common problems:
upgrade installations or legacy clients. We will examine both of these issues in some
detail in this chapter. Additionally, we examine the tools with which you can perform
troubleshooting of security template deployment.

In the last portion of this chapter, we shift gears somewhat and look at configuring
Server Message Block (SMB) traffic for security. Administrators often fail to perform
this relatively simple action—more often than not due to lack of knowledge.
Configuring for secure SMB communications can help prevent the impersonation of
clients and servers, but it has some disadvantages associated with it as well. In this
chapter we examine the process and the particulars associated with securing SMB
traftic on your network.

EXAM
70-214

Configuring Role-Based Server Security

Configuring server security based on its role has been a topic of great discussion over

the past couple of years, although one has to wonder why it took so long to become
such an important issue. Not all servers are created equal, and nowhere is this more true
than in Windows 2000. It is absolutely critical that you understand not only the func-
tions of your servers but also their vulnerabilities and weaknesses as a result of providing
the services that they do.

It has not been uncommon in the last year or two to see almost weekly security
bulletins from Microsoft (or more often than not, from an “interested” third party)
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pointing out a new vulnerability or flaw in some Microsoft product. The most common
server products that have been found to have flaws are SQL servers and IIS servers,
although almost all the Microsoft Enterprise servers have been found to have some sort
of vulnerability or another.

Until recently, you were on your own as to how to lock down a server to make it
impervious to attack. All that has changed. Microsoft and several other organizations
have taken a very proactive stance toward locking down Microsoft’s products. Some of
the better and more informative Web sites available to you in your quest to configure
effective role-based security can be found at the following sites:

B www.microsoft.com/technet/security/
®m http://csre.nist.gov/itsec/guidance_W2Kpro.html
B http://nsal.www.conxion.com/win2k/index.html
B www.microsoft.com/technet/security/tools/chklist/w2ksvrcl.asp
Additionally, Microsoft has put together a fairly comprehensive book that includes
a good section on configuring role-based security at www.microsoft.com/technet/
security/prodtech/windows/windows2000/staysecure/default.asp. Throughout this

chapter, we examine some of the templates included in that book and see how they
can be used to provide increased, yet still functional, security to your servers.

Test DAy Tip
The additional reference material found at these links is not something you will

be expected to know come test day. Instead, it is provided for your own refer-
ence. Using this extra information, you can better protect your network from
attackers.

@7 NoTe

Learn how and where to get the up-to-date news you need to keep your
servers patched. Nothing else you can do will keep your servers safe from
newly discovered vulnerabilities and attacks (after you've performed their
initial configuration, of course). Be sure to regularly visit www.microsoft.com/
technet/security/ to make sure you are abreast of the latest security issues con-
cerning your network.
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Securing the Domain

The starting place when it comes to configuring effective role-based server security has
to be the domain level. After reading Chapter 1, you should now have a pretty good

idea of the types of security settings that you can configure and why you might want to
implement each one. In the ideal network environment, the application of security set-
tings (via Group Policy) would look something like the process illustrated in Figure 2.1.

Figure 2.1 Configuring Security for the Enterprise
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Windows 2000 Domain Controllers

Perhaps the crown jewel of the domain, domain controllers definitely need (and deserve)
special treatment when it comes to configuring role-based security. By their very nature,
domain controllers have an entirely different set of needs and concerns than any other
server on the network. Let’s examine some of the concerns associated with domain con-
trollers and then how you can secure them eftectively.

By default, when Active Directory is initialized for the first time in your domain, the
Domain Controllers OU is created. Active Directory places all domain controllers into
this OU, and they should never be moved to any other OU, because very specific ACLs
are applied to this OU. Because the Domain Controllers OU (see Figure 2.2) is a top-
level OU, it will be unaftected by the policies that we later apply to our member servers.
For this reason, domain controllers must have their own specific security policy applied.

Figure 2.2 The Domain Controllers OU
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You need to be aware of the potential problems that you could run into should
you decide to apply the securedc.inf or hisecdc.inf template to your domain
controllers if you do not plan properly. You will lose connectivity with legacy
clients in your organization that are not using the Directory Services Client
(DSClient) software, because they will not be able to use NTLMv2. Furthermore,
you could have other issues crop up if you do not plan carefully. Never jump
into configuration changes on any server, especially your domain controllers,
without adequate preparation and a solid backout plan.

By default, the basicdc.inf security template is applied to all domain controllers. In
some instances, this basic and low-security template might be adequate to meet an
organization’s needs, but it is not recommended for the majority of organizations—
especially those that have an active connection into their network from the outside,

89
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whether via remote access provided to employees or an Internet connection for com-
pany and public use.

At a minimum, you should strongly consider applying the securedc.inf security
template to your domain controllers by following the steps of Exercise 2.01.

EXERCISE 2.01

SECURING DOMAIN CONTROLLERS

1.

From a domain controller, open your Security console that you created
in Chapter 1.

Using Security Configuration and Analysis, open a new database and
import the securedc.inf template.

Analyze the domain controller as discussed in Chapter 1 and note the
differences, as shown in Figure 2.3. You can perform this process using
either Security Configuration and Analysis or secedit.

Figure 2.3 Inspecting the Changes Before They Are Made
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Open the Active Directory Users and Computers console.

Right-click the Domain Controllers Organizational Unit. Select
Properties from the context menu, and switch to the Group Policy tab.

Create a new Group Policy Object, naming it something intuitive such
as Secure DC policy.

Edit the newly created GPO. Navigate to the Computer Configuration
| Windows Settings | Security Settings node and right-click it. From
the context menu, select Import Policy, as shown in Figure 2.4. Select
the desired policy—in this case, securedc.inf template.

Looking at the settings in the GPO, now you can see that the settings
have been loaded into the GPO.
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Figure 2.4 Importing the Template
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9. Close the Group Policy editing window and the Active Directory Users
and Computers console.

10. To force policy replication immediately, use the secedit /refreshpolicy
machine_policy command from the command line as discussed previ-
ously in Chapter 1. Note that it can take several minutes to several
hours for the changes to replicate, depending on the size and com-
plexity of your network.

By applying the securedc.inf template, you made the following changes to the secu-

rity configuration of the domain controllers in your network:

®  Stronger password, account lockout, and auditing settings

m Servers (including domain controllers) configured to ignore LAN Manager

responses and to use only NTLMv2 responses

®m  Users in the domain will not be able to connect to any member server from a
client computer using LAN Manager (Windows 9x without the Directory
Services Client Pack installed)

®  SMB packet signing configured, providing a higher level of security

Should you desire to strengthen your domain controller security even further, you
can optionally apply the hisecdc.inf security template. As mentioned earlier, the Security
Operations for Windows 2000 Server, located at www.microsoft.com/technet/security/
prodtech/windows/windows2000/staysecure/default.asp, has some additional configura-
tion changes you can make to domain controllers, including a custom domain controller
policy. The same is true for the National Security Agency (Big Brother really is watching
over your shoulder now!) at http://nsal.www.conxion.com/win2k/index.html. One last
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thing you can do to secure your Windows 2000 domain controllers is to ensure that they
are always up to date with the latest service packs and hotfixes.

Exam WARNING

Pay special attention to the details that you are given to work with during the
exam, especially when you have to choose between several similar options or an
option that will produce undesired results. You especially need to pay attention
when you’'re applying secure templates to your servers and domain controllers.

Member Servers

Member servers are the most frequently attacked targets on a typical Windows 2000 net-
work. This should come as no surprise when you consider the number of different roles
that a member server can play, including, but not limited to:

m SQL server

m  Exchange server

m IS server (Web, FTP, and NNTP)
m  File server

®  Print server

m RRAS server

m  JAS server

The true difficulty in locking down all your servers is in understanding the dif-
ferent nuances and peculiarities associated with each server. Unfortunately gone are the
days when one set of configuration settings was good enough and could be applied
evenly across the network. Between flaws in the code and malicious attackers seeking to
gain entrance through any means possible, your member servers really require the most
work of any computers on your network when it comes to protecting them.

Windows 2000 ships with several security templates for workstations, as you saw in
Chapter 1. The securews.inf and hisecws.inf templates can be used on member servers
of all types (and workstations for that matter) to tighten up the basic security that is
installed by default with the basicsv.inf template. However, specific server roles require
additional security measures, even beyond using these two incremental security tem-
plates. Microsoft has recognized this need and provided additional templates for several
different types of member servers, including Exchange servers and IIS servers; the NSA
has done the same thing for generic member servers and IAS servers.
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SQL Server 2000

The starting point for securing a SQL Server 2000 installation is to ensure that you've
got your SQL server up to date with the latest service pack and hotfixes. At the time of
this writing, Windows 2000 Service Pack 3 and SQL Server 2000 Service Pack 2 were
the latest available. After applying the latest service packs, it is strongly recommended that
you download and run the IIS Lockdown tool from www.microsoft.com/Downloads/
Release.asp?Release]D=33961 and the Microsoft Baseline Security Analyzer (MSBA)
from http://support.microsoft.com/default.aspx?scid=kb;en-us;Q320454&sd=tech. No
one has publicly released a specific security template for SQL servers, so it’s up to you to
ensure that you have done all your homework on that front.

Buffer Overrun Heaven

SQL Server 2000 has become rather famous over the last year or two for the
seemingly endless string of buffer overruns it has suffered. A buffer in a pro-
gram is a place that the developer has set aside for the temporary storage of
incoming or outgoing data, much like your e-mail in-box. Items come in and
then can be distributed as required. A buffer overrun occurs when more data
is put into a buffer than it was designed to hold. The problem lies in the fact
that the extra data will continue to write over the next blocks of memory,
erasing the contents that were there. This becomes a security issue when an
attacker can successfully deliver a string of data that is sufficiently long to start
overwriting memory areas where the program expects to find valid code.
Instead, the application unknowingly executes carefully crafted code that the
attacker had placed into the server’'s memory using a buffer overflow.

What makes buffer overflows particularly dangerous and difficult to con-
trol? A large application can have literally thousands if not tens of thousands
of buffers, and any one of them is subject to a programming error that is just
waiting to be exploited.
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Exercise 2.02 walks you through the process of running the IIS Lockdown tool on
an SQL server; Exercise 2.03 tackles running the MSBA against the SQL server.

EXERCISE 2.02

LockiNg DowN SQL SERVER wiTH THE IIS LockpownN ToolL

1. Download and execute the IIS Lockdown tool locally on the SQL
server computer.
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Click Next to dismiss the Wizard opening page.

Agree to the license agreement and click Next to continue. (You won't
be able to continue without agreeing to the license.)

4. Its safe to say that about 99 percent of SQL servers have no need to
have IIS services running. Therefore, you can select the Server that
does not require IIS option from the Select Server Template page as
shown in Figure 2.5. Click Next to continue.

Figure 2.5 Selecting the Type of Server to Lock Down
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5. On the next page, you will be presented with a summary of the actions
to be carried out. In this case, all IIS services will be stopped and dis-
abled on the SQL server. Click Next when you are ready to continue.

6. You can watch the progress of the tool, as shown in Figure 2.6.

Figure 2.6 The IIS Lockdown Tool Making Configuration Changes
e N |

7. After the lIS Lockdown tool has finished, click Next and then Finish to
close the wizard. You have now taken the first step in securing an SQL
Server 2000 computer by disabling all 1IS services.
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After you've done the initial groundwork of running the IIS Lockdown tool against

your SQL server, the next thing you should consider doing is to perform a scan of the
SQL server using the MBSA tool. The results of the scan will enable you to further
harden the server against attacks.

EXERCISE 2.03

HARDENING THE SQL SERVER WITH THE
MICROSOFT BASELINE SECURITY ANALYZER

1.

Download and install the Microsoft Baseline Security Analyzer onto the
SQL server computer. (Alternatively, you can run it from any computer
in the domain.)

Launch the MSBA tool and click Scan a computer.

Enter the computer information as required on the Pick a computer to
scan page (see Figure 2.7) and click Start scan. By default, all selectable
options are selected, although if you desire, you can deselect them,
which will result in a less than optimal scan and is not recommended.

Figure 2.7 Configuring the Scan Parameters
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The scan can take several minutes to complete, depending on the par-
ticular computer being scanned. If you are asked to install any down-

loads as shown in Figure 2.8, you need to allow the install to proceed
in order to complete the scan.

When the MBSA tool has finished, you will receive a formatted HTML
output like that shown in Figure 2.9. As you can see, we have quite a
bit of work to do to harden this server in several categories.
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Figure 2.8 Installing Required Updates
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Figure 2.9 Getting the MBSA Scan Results

As you can see, the bulk of the process of securing an SQL server is to ensure that
it is properly updated in regard to service packs and hotfixes. After this has been done,
you can use the IIS Lockdown tool and the MBSA tool to further harden the server. As
part of the ongoing maintenance of your SQL servers, you should make a point to run
the HFNetChk tool at least weekly. You can get the tool at www.microsoft.com/
technet/security/tools/tools/hfnetchk.asp. Exercise 2.04 walks you through using the
HFNetChk tool to scan your SQL server.

EXERCISE 2.04
RouTINE MAINTENANCE WITH THE HFNETCHK TooL

1. Download and install the HFNetChk from www.microsoft.com/technet/
security/tools/tools/hfnetchk.asp onto the SQL server computer.
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(Alternatively, you can run it from any computer in the domain if you
will be using it as part of a script.)

Open a command prompt and change to the location of the extracted
HFNetChk files on your computer.

Enter the hfnetchk command.

If you are asked to install any downloads, you need to allow the install
to proceed in order to complete the scan.

The results are presented on screen as shown in Figure 2.10. Again, we
have a lot of work do here. Alternatively, you can save the results of the
scan to a text file by using the command hfnetchk —f filename.txt.
This step can be particularly helpful when you are using the tool as part
of a script across several computers.

Figure 2.10 Getting the HFNetChk Results

Exchange 2000 Server

The process of securing Exchange 2000 servers is almost identical to that of securing
SQL 2000 Server computers. You need to ensure that the most up-to-date service packs
and hotfixes are applied to your domain controllers, Exchange 2000 servers, and Global
Catalog servers. As of this writing, both Windows 2000 and Exchange 2000 Server are

in Service Pack 3. Exchange 2000 Conferencing Server is in Service Pack 2.
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After you have applied all required updates and fixes, you should then proceed to
tollow the same process as outlined for SQL servers: first running IIS Lockdown tool,
then running the MBSA tool, and lastly running the HFNetChk tool. The procedures
for using the MBSA and HFNetChk tools are identical to those outlined in Exercises
2.3 and 2.4, respectively. Because Exchange 2000 Server makes extensive use of IIS, the
process to run the IIS Lockdown tool is difterent and is discussed in Exercise 2.05.

EXERCISE 2.05

LOCKING DOWN EXCHANGE SERVER
WITH THE IS LockbowN TooL

1.

Download and execute the IS Lockdown tool locally on the SQL
server computer.

Click Next to dismiss the wizard opening page.

Agree to the license agreement and click Next to continue. (You won't
be able to continue without agreeing to the license.)

Select the Exchange 2000 Server option from the Select Server Template
page, as shown in Figure 2.11. If you want to manually configure the lIS
services that get disabled and those that stay available, place a check in
the View template settings check box. Click Next to continue.

Figure 2.11 Selecting the Type of Server to Lock Down
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On the next page, you be presented with a listing of the services to
leave running on the server (see Figure 2.12). The role of the Exchange
2000 server will determine which services you need to leave running.
For example, if you do not use newsgroups on your internal network,
you can safely disable the NNTP service. If you are not using Outlook
Web Access, you can also safely disable the HTTP service. Click Next
when you are ready to continue.
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Figure 2.12 Selecting the Services
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6. Depending on what services you leave running, the next few pages you
see will vary. Configure your selections and click Next to continue
through the pages.

7. After the lIS Lockdown tool has finished, click Next and then Finish to
close the wizard. You have now taken the first step in securing an SQL
Server 2000 computer by disabling all 1IS services.

Additionally, the Security Operations for Windows 2000 Server, located at
www.microsoft.com/technet/security/prodtech/windows/windows2000/staysecure/
default.asp, has two customized security policies that you should consider applying to
your Exchange 2000 servers. Exchange BackEnd Incremental.inf for back-end
Exchange 2000 Servers (the ones not typically requiring HTTP) and OWA FrontEnd
Incremental.inf for front-end Exchange 2000 Servers acting as Outlook Web Access
servers are provided and should be implemented across all your Exchange 2000 servers
as appropriate.

Windows 2000 Internet Information Services Servers
Perhaps the most commonly attacked and the most difficult Windows 2000 member server
to secure is the IIS server. Let’s face it—whenever you are voluntarily putting information
into an untrusted public network like the Internet, you are opening yourself to attacks from
all directions. There really is no way to dispute this fact. You can, however, take positive steps
toward securing your IIS servers to prevent them from being attacked and compromised,
possibly opening the door to the rest of your network.

To start, you should again make a point of ensuring that you have the latest service
pack and hotfixes on all IIS servers. After that, you should perform the following
sequence of actions, in this order:

29

www.syngress.com



100 Chapter 2 * Advanced Security Template and Group Policy Issues

1. Run the URLScan tool (see Exercise 2.06). The URLScan tool is an ISAPI
filter that is installed at the global level (protecting an entire IIS server) and
analyzes HTTP requests as they are received by IIS.

Run the IIS Lockdown tool (see Exercise 2.07).

3. Check for any current IIS updates at www.microsoft.com/technet/security/
current.asp.

4. Follow the guidelines of the Secure Internet Information Services 5
Checklist at www.microsoft.com/technet/security/tools/chklist/iis5chk.asp
(see Exercise 2.08).

5. Run the MBSA tool.
6. Run the HFNetChk tool.

EXERCISE 2.06

LockiNng DowN IS SErRVERS wiTH THE URLScaN TooL

1. Download the IIS Lockdown tool to the IIS computer of concern.

2. Open a command prompt and switch to the location of the
iislockd.exe file.

3. Enter iislockd /c to extract the IS Lockdown files, including the URLScan
tool, to the directory of your choosing, as shown in Figure 2.13.

Figure 2.13 Selecting the Location for the Extracted IIS Lockdown Files

4. Execute the URLScan tool from the location to which you extracted it.

5. URLScan will configure your server to be more secure by limiting the
types of methods that can be used (such as GET and POST) and the
extensions that are allowed and disallowed. The settings are stored in
the %windir%\system32\inetsrv\URLScan directory in the urlscan.ini file.
A log called urlscan.log is also maintained in that location.

6. Looking at the global properties for the IIS server (see Figure 2.14), you
can see the URLScan ISAPI filter is installed with high priority. Note that
ISAPI filters installed at the global level, although still applying to all
sites on the server, will not be shown in the Properties page for each
virtual server.
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Figure 2.14 URLScan Is Active and Protecting the IIS Server
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After applying the URLScan ISAPI filter to your IIS server, the next step you need
to take is to lock down the IIS server with the IIS Lockdown tool. The procedure to
do this task is similar to that of the other servers you might have used IIS Lockdown
on, but you should pay attention to some additional configuration options to ensure
that you get your IIS server locked down exactly as you need it, with minimal loss of
tunctionality. Exercise 2.07 discusses the procedure to lock down a dynamic (ASP) IIS
server using IIS Lockdown.

The Importance of Updating IIS

For several years now, vulnerabilities have been identified in the way that
IIS handles Unicode translation. This situation has prompted quite a few
security bulletins from Microsoft, yet administrators in many cases simply
keep moving along, paying no attention to the problems that exist on their
systems. Why do most of the Windows 2000 systems that are compromised
get compromised? The reason is failure of administrators and other IT per-
sonnel to ensure that their systems are secure and up to date with all
required patches and hotfixes.

One of the most famous 1IS Unicode exploits was first announced in
Security Bulletin MS00-078 and involved the way that IIS interpreted the
Unicode equivalents of the forward slash and backslash characters (/ and \).
Because IIS did not correctly interpret the Unicode equivalents of these char-
acters, an attack could traverse directories on the server by using the double
dot (../). For this reason, an attack could access files stored locally on the
server in the context of the IUSR_computername account, which is a built-in
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account on IIS servers that is a member of the Everyone and Users groups by
default—files that they should not and normally would not be able to access
otherwise. By sending a malformed URL to the IIS server, such as
http://target/scripts/..%c1%1c../winnt/system32/cmd.exe?/c+dir, an attacker
can get out of the Web root directory and modify and delete files on the IS
server and otherwise wreak havoc on the server. In this case, Microsoft
released both the URLScan tool and a hotfix that is available at
www.microsoft.com/windows2000/downloads/critical/q269862/default.asp.
Of course, if you have since applied Service Pack 2 or Service Pack 3, this fix
is included.

This type of vulnerability is not the first nor will it be the last to be dis-
covered and exploited in a Windows product. Your best course of action is
to always keep up to date on new developments in the security field. The
Security Focus Online Web site, at http:/online.securityfocus.com/, is a
good starting point, as is the NTBugTraq located at www.ntbugtraq.com.
Nowhere is it more true that knowledge is power than when we’re dealing
with computer security.

A\

Exam WARNING

It's important to understand how URLScan works to protect your IIS servers
against many common types of exploits and vulnerabilities. More so, you
should understand how to customize a URLScan installation to allow or dis-
allow specific types of traffic as your organizational needs dictate.

EXERCISE 2.07

LockiNg DownN IS SERVERS WITH THE IIS LockbowN TooL

1. Download and execute the IIS Lockdown tool locally on the IIS server
computer.

Click Next to dismiss the Wizard opening page.

Agree to the license agreement and click Next to continue. (You won't
be able to continue without agreeing to the license.)

4. Select the Dynamic Web Server (ASP enabled) option from the Select
Server Template page, as shown in Figure 2.15. Since we are going to
examine all the available options when configuring the server using IIS
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Lockdown, place a check in the View template settings check box.
Click Next to continue.

Figure 2.15 Selecting the Type of Server to Lock Down
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On the Internet Services page (see Figure 2.16), you have the option to
configure the services that will remain running on the IIS server. In
most cases, you only need HTTP, and that is the presumption that we
use to continue the rest of the process. After selecting Web service
(HTTP), click Next to continue.

Figure 2.16 Selecting Services to Remain Enabled
ey P N - |

On the Script Maps page (see Figure 2.17), you are asked to choose
types of scripting you will allow on the IIS server. Since this is a server
that has dynamic ASP content, we need to uncheck at least ASP. Other
commonly used scripting includes Server Side Includes (SSI) SHMTL,
SHTM, and STM. After making your choices, click Next to continue.

The Additional Security page (see Figure 2.18) presents you with some
even more granular configuration options to increase the security of
the IIS server. The ones you choose to leave enabled depend on exactly
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8.

10.

11.

what you are doing with the IIS server. For example, if you need to
allow users to edit and save documents remotely using applications
such as Microsoft Word or Microsoft Excel, you would leave WebDAV
enabled. After making your choices, click Next to continue.

Figure 2.17 Configuring Script Mapping
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Figure 2.18 Configuring Additional Security Options for the IIS Server
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The next page, the URLScan page, asks you if you want to install the
URLScan ISAPI filter. If you have not already done so (as outlined in the
previous exercise), select URLScan to be installed. Otherwise, deselect
it. After making your choice, click Next to continue.

The Ready to Apply Settings page (see Figure 2.19) summarizes the
choices you have made. If all is well, click Next to continue or click
Back to change the settings you have configured.

The Applying Security Settings page informs you as to the progress of
the configuration changes. When all the changes have been made, click
Next to continue. If you want a more detailed report, click the View
Report button to open the log file.

Click Finish to close the IIS Lockdown tool.

www.syngress.com



Advanced Security Template and Group Policy Issues ¢ Chapter 2

Figure 2.19 Ready to Apply Settings
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At this time, your IIS server is fairly secure, but more work still remains to be done.
You should now check for current (and outstanding) IIS updates that your IIS server
might need to have applied. Do this by checking the security homepage on TechNET
at www.microsoft.com/technet/security/current.asp. After you’ve checked the home-
page—a task that you should repeat monthly, if not more often—you can move to the
next step in the process of locking down your IIS server.

Realizing the strong need for guidance on securing IIS, Microsoft has provided
several guides to help you go about getting your IIS server as secure as it can be. The
Secure Internet Information Services 5 Checklist at www.microsoft.com/technet/
security/tools/chklist/iis5chk.asp is an excellent guide that should be used by any
administrator running IIS on a server.

Microsoft has created two customized security templates for IIS servers. The one you
use depends on your needs and how your IIS server responds after you've tested the tem-
plate in a lab environment. The Security Operations for Windows 2000 Server, located at
www.microsoft.com/technet/security/prodtech/windows/windows2000/staysecure/
default.asp, provides a baseline incremental template called IIS incremental.inf that you
might consider applying. Should you find that the settings in this template are not quite
secure enough for you, you can find another, more secure template located at
http://support.microsoft.com/default.aspx?scid=kb;en-us;Q316347 that Microsoft
designed to completely secure IIS servers. Do not apply this template to a domain con-
troller running IIS; unexpected and unwanted things will most certainly happen. In addi-
tion, as with all templates and configuration changes, you should first thoroughly test this
one 1n a safe lab environment to determine how your IIS applications will respond once

it has been applied.
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@7 Test DAY Tip
You need not worry about seeing any questions dealing with these custom-

created IIS templates or the IIS check list. These resources are provided for your
use so that you can lock down your IIS servers as much as possible beyond
what is included in Windows 2000 by default.

Watch Where You Assign Blame

It really cannot be stressed enough how vulnerable your IIS servers are if you take
no proactive action at all. It might not be completely fair to say that Windows
2000 is a hacker’s favorite target, but it is not far from the truth. The issue lies
not in the fact that Windows 2000 is an inherently insecure operating system, as
many would like to believe; all applications, operating systems included, are likely
to have flaws and problems. This holds true of Windows, UNIX, Linux, MAC OS,
and every other operating system and application in production.

The true problem lies in the fact that many administrators simply do not
understand or care to understand the necessity of keeping servers and work-
stations up to date with new patches and updates as they appear. Some of the
fixes are put out because of programming errors that could have been pre-
vented, but a good many of them are released in response to newly discovered
attacks and vulnerabilities in the product. No product is perfect, software
included, and thus people who have the means and the desire will continue to
find ways to penetrate systems. Your job is to stay up to date with the fixes and
updates that are issued and ensure that they are tested and deployed in a
timely, organized fashion. Anything less equates to sleeping at the wheel.
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After you've completed all the previous steps, you are still not quite out of the
woods. Now you are in maintenance mode.You should take the time to run the MBSA
tool against your IIS server to see if anything has been missed, such as a weak password
or a user account that should not be enabled.You’d be amazed at the things that you
can miss when configuring an IIS server. Your last, and ongoing, step should be to run
HFNetChk against the server to ensure that you really have gotten all the T's crossed
and the Is dotted.

Windows 2000 Internet Access Service Servers
Internet Access Servers (IAS) should be treated the same as most other member servers. You
need to look at the same things to maintain the server in its most secure form:

m  Up-to-date service packs and hotfixes

m ]IS Lockdown tool
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m  MBSA tool
m  HFNetChk tool

Test DAy Tip
You shouldn’t expect to receive any specific types of questions dealing specifi-

EXAM
70-214

cally with IAS servers on your exam. Rather, you need just to understand the
basic concepts that we have been discussing throughout this chapter in regard
to the fact that each member server is different from every other member
server, and no two member server roles should be approached from the same
point of view when it comes to configuring security.

Creating Secure Workstations

Until now we have spent a lot of time looking at how to secure our servers. But what
about all those client computers on the network? In this section we examine some of the
actions you can take to ensure that your workstations are secure and contribute to the
overall security level of your entire network.

Client (workstation) computers can be categorized in two large groups: They are
either desktop workstations (and hence not portable) or they are portable (laptop) com-
puters and hence easily removed from the safe confines of your network. Later in this
section, we examine extra precautions that can be taken for portable computers.

Desktop Workstations

It should come as no surprise that the first and most important thing you can do to
increase the security of desktop clients is to ensure that they are up to date with all
required service packs and hotfixes. Chapter 3 examines this process in great detail.
Although this might sound like a small matter, don’t make the mistake of thinking that
it is; once you've identified and downloaded the required updates, you must test them
in lab before deploying them.

After the deployment, you must ensure that all updates were received as required
and then start the entire process again. There are some means in place (as we discuss in
Chapter 3) to make this process an easier one, but none of them ever relieve you, the
administrator, of your responsibility to ensure that the required updates are being
applied to the appropriate computers.

Both Microsoft and the National Institute of Standards and Technology (NIST)
have put forth some guidelines on creating more secure desktop clients. You can view
these guidelines at:

107
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®  http://csrc.nist.gov/itsec/guidance_ W2Kpro.html
B www.microsoft.com/technet/security/tools/chklist/dsktpsec.asp
The NIST information includes a security template that you can apply to your

workstations. Alternatively, you can use the securews.inf and hisecws.inf templates
included in Windows 2000.

NoTE

The additional reference material found at these links is not something you will
be expected to know about come test day; it is provided for your own reference.
Using this extra information, you can best protect your network from attackers.

A full discussion of the multitude of things you can do to secure a workstation is
beyond the scope of this chapter, but we do examine a few things you can do in an
effort to secure your workstations:

®m  Apply all required service packs and hotfixes (as previously mentioned).
®  Apply a more secure template than the basicwk.inf template.

m  Remove the local computer Recovery Agent keys.

We examine the ways to apply service packs and hotfixes in more detail in Chapter
3. Analyzing and configuring computers using the Security Configuration Tool Set was
discussed in great detail in Chapter 1. Removing the local computer Recovery Agent
keys is fairly straightforward—>but it must be done correctly. Removing these keys will
prevent users (authorized or not) from being able to use the local computer Recovery
Agent to decrypt files that have been encrypted with the Encrypting File System (EES).
Exercise 2.08 presents this process.

EXERCISE 2.08

REMOVING THE LocaL CoMPUTER REcCOVERY AGENT KEYS

1. Log into the local computer (not the domain) using the built-in
Administrator account—not an account that is a member of the
Administrators group.

2. Open the Local Security Policy console from the Administrative Tools
folder. If the console is missing, enter secpol.msc from a command line
to open it.
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3. Expand the Public Key Policies node and open the Encrypted Data
Recovery Agents folder, as shown in Figure 2.20.

Figure 2.20 Finding the Data Recovery Agent
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4. Right-click the Administrator File Recovery certificate and select All
Tasks | Export from the context menu, as shown in Figure 2.21.

Figure 2.21 Exporting the Administrator File Recovery Certificate
and Keys

Click Next to dismiss the Certificate Export Wizard opening page.
Select Yes, export the private key, and then click Next to continue.

Select the Delete the private key if the export is successful check box
to remove the private key (see Figure 2.22). Click Next to continue.

Figure 2.22 Deleting the Private Key
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8. Enter and confirm a password that will be used to secure the exported
key, and click Next to continue.
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9.

10.

11.
12.
13.

Enter the filename and path for the exported key file to be saved to.
Click Next to continue.

The Completing the Certificate Export Wizard is displayed (see Figure
2.23). Verify that the settings are correct, and click Finish to export the
certificate and keys to the selected file.

Figure 2.23 Completing the Certificate Export Wizard Summarizes
Your Actions
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Click OK to close the wizard.
Restart the computer to complete the process.

You should now place the certificate file in a secure location, such as a
safe or secure off-site storage facility, to keep it from falling into the
wrong hands.

After ensuring that you have done the big three items in desktop security (updates
and hotfixes, security templates, and exporting the Recovery Agent certificate), you can

begin to look at the other things you can do to keep a workstation secure. Things such

as keeping antivirus software up to date and other changes to the operating system,
such as those recommended by NIST, can all go a long way toward creating more
secure workstations.

Exam WARNING

Don’t worry about the exact particulars of exporting the certificate; you should
know where it's done from and why it's done. You should also be able recog-
nize situations, when presented with them, in which you would want to export
a certificate and its private keys.
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Be aware, though, that no increase in security comes without a corresponding
decrease in usability, with the most secure workstations being almost completely
unusual. Of course, this type of thought process has been used for many years quite
successfully by thin-client workstations that posses almost no capability of their own
and instead must rely on a server for almost everything. With careful testing and anal-
ysis, you will discover the settings and configuration that provide you the ideal balance
between security and usability.

Portable Computers

Portable computers present all the same security problems as desktops—and then some.
You, at a minimum, must perform all the same actions for portable computers that you
would for desktop computers. You might even want to take your precautions further for
your portable computers. A good rule of thumb in seeking to secure portable computers is
to limit the amount of sensitive data that they contain. Allow users to place on their porta-
bles only what they absolutely must take out of the security of your building. Enforcing the
use of EFS on all files on portable computers will also go a long way toward making them
more secure. Some other things that you can consider to make your portable computers
more secure are:

® Do not save passwords for RAS or VPN connections; make users enter the
passwords each time.

m Use the BIOS password so that it must be successfully entered before
Windows will even get to the boot sequence.

®  Rename the built-in Administrator account and remove it from the
Administrators group. (Note that you cannot actually delete this account.)

B Assign very strong passwords to all accounts, especially the account being used
tor Local Administrative access.

Protect That Laptop

Although a discussion of how to do so is beyond the scope of this exam,
moving all your portable computer users to Windows XP could prove to be
a very good idea. One feature of Windows XP—the ability to encrypt offline
folders and files—makes it particularly attractive to portable computer users.

Of course, there are downsides to rolling out Windows XP on portable
computers. Windows XP makes it impossible to control many of the prop-
erties of wireless LAN cards (known as profiles) that you can control in
Windows 2000. Windows XP also adds the odd behavior that users can still
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encrypt files on the local computer even after the Data Recovery Agent has
been removed—something that is not allowed in Windows 2000. This is not
an issue when you have Windows XP computers in a Windows .NET Server
2003 domain, because changes to the Certificate Services in .NET Server
2003 make this change in Windows XP a nonissue.

EXAM
70-214

Obviously, you can do many other things to make more secure portable computers.
The bottom line is that you take proactive measures to protect your laptops should they
be lost or stolen.

Security Template Application Issues

Troubleshooting security settings can sometimes become a difficult process. Because secu-
rity settings can be applied by both direct template application and by Group Policy, it is
important to accurately determine all Group Policy objects that have been applied to the
particular computer of concern. Before we get into looking at some problems and their
solutions, remember that security in Windows 2000 depends on Group Policy. Legacy
clients that are not receiving Group Policy will require special considerations.

Upgrade Installations

When computers are upgraded from Windows NT 4.0 to Windows 2000, the Windows
NT 4.0 Registry and File System ACLs are not changed. This issue can lead to
numerous problems when attempting to apply security templates (and several other
security configurations) to these upgraded Windows 2000 computers. Fortunately, there
is a fairly easy workaround. If you are having a problem with a computer and you
know that it was an upgrade installation from Windows NT 4.0, you have two choices:

B Perform a clean installation of Windows 2000, which is always better than
upgrading. User files and settings can be migrated using the User State
Migration Tool located at www.microsoft.com/windows2000/techinfo/
reskit/tools/new/usmt-o.asp.

®m  Apply the Setup Security.inf security template using the Security
Configuration and Analysis snap-in.

Exercise 2.09 walks through the process of applying the Setup Security.inf template
to an upgraded Windows NT 4.0 computer to correct the issue with Registry and File
System ACLs. After you have applied this template, you should no longer have problems
applying security templates unless you have other issues at hand. If all else fails, consider
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performing a clean installation on upgraded computers to remove this and any other

issues the upgrade could cause.

EXERCISE 2.09

APPLYING THE SETUP SECURITY TEMPLATE

1.
2.

Create a Security Console, as discussed in Exercise 1.01 of Chapter 1.

Right-click Security Configuration and Analysis and select Open
database from the context menu.

Enter a name for the database and click Open.

From the Import Template dialog box, select the Setup Security.inf
security template, and then click Open.

Right-click Security Configuration and Analysis and select Analyze
computer now from the context menu.

You can now look over the differences between the upgrade computers
settings and those of the security template.

Make any changes to the settings of the database that you desire.

When you are ready to apply the database settings (the values of Setup
Security.inf template and any changes you have made) to the upgraded
computer, right-click Security Configuration and Analysis and select
Configure computer now from the context menu.

Legacy Client Issues

Legacy clients cannot receive Group Policy settings, and thus they cannot receive the

security configurations you have so carefully crafted for them. The most integration that

legacy clients can hope to achieve is realized by installing the Directory Services (DS)
client. The client for Windows 95 and 98 is located on the Windows 2000 Server CD-
ROM in the CLIENTS\WIN9X directory. The client for Windows NT 4.0 can be

downloaded from www.microsoft.com/windows2000/server/evaluation/news/bulletins/

adextension.asp. The client is neither provided nor supported for Windows Millennium

Edition.

Using the DS client, your legacy computer can achieve the following basic Active

Directory capabilities:
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® Use NTLMv2, which provides for improved security and authentication. This
also allows these clients to interact with Windows 2000 computers running a
stronger security policy that enforces NTLMv2-only connections.

®  The ability to log into the closest Windows 2000 domain controller.

®m  The ability to change network passwords on any Windows 2000 domain
controller.

. The ability to allow access to the Windows 2000 Distributed File System
(DFS) fault-tolerant shares specified in Active Directory.

Should you need to apply a security (or any other custom) configuration to your
legacy clients, you will need to use System Policies and the System Policy Editor.
For more information on creating System Policies for your legacy clients, see
http://support.microsoft.com/default.aspx?scid=KB;EN-US;Q318753.

Using Gpresult.exe

You can also use of gpresult.exe tool that comes with the Windows 2000 Resource Kit
to gather information on the Group Policy objects that have been applied to a specific
computer, the security groups the computer is a part of, and where its security settings
are coming from. The gpresult.exe tool can be quite useful in troubleshooting Group
Policy issues, but working with it takes some time to get used to—as is true with

most command-line tools. You can get the gpresult.exe tool at www.microsoft.com/
windows2000/techinfo/reskit/tools/default.asp.

Test DAy Tip
Although very useful, questions regarding tools from the Resource Kit are not

likely to be found on your exam. Does this make learning how to use them less
useful? No. These are the tools that you have at your disposal in real life when
things go wrong. Just because they're not covered on the test should not
weigh heavily in your decision to learn how to work with these tools.

Event Log Entries

By default, the Event Log records errors that occur on your Windows 2000 computers.
If you attempt to track down issues with security applications through Group Policy
but cannot find any problems, you can configure Active Directory diagnostic event log-
ging to assist you in your search.

By default, only critical or error events are logged in the Event Log.You can, how-
ever, change these settings to suit your needs. Doing such requires editing the Registry
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and 1s not recommended for those who are unfamiliar with directly editing the
Registry. A normal Event Log entry is shown in Figure 2.24. If all is well, this is the
only type of entry you ever see in your Event Logs.

Figure 2.24 Event ID 1704: All Is Well
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Diagnostic logging of Active Directory events is controlled by the following
Registry subkey: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\
Services\NTDS\Diagnostics. Under this subkey, you can configure logging for the
tollowing 19 areas:

®  Knowledge Consistency Checker (KCC)
m Security events

m  ExDS Interface events

® MAPI events

®m  Replication events

m  Garbage collection

®  Internal configuration

B Directory access

®m  Internal processing

B Performance counters

m  [nitialization/termination
®m  Service control

®  Name resolution

m Backup

®m  Field engineering
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m  LDAP interface events
B Setup

m  Global Catalog

B [ntersite messaging

Each entry can be assigned a value from 0 through 5. The configured value deter-
mines the amount of detail that will be logged. The six logging levels are:

® 0 (None) This is the default level, where only critical events and errors
events are logged.

m 1 (Minimal) You should use this setting to start an investigation into prob-
lems you are experiencing.

®m 2 (Basic) This logging level adds more detailed information to the Event
Logs but is not as extensive as the next levels.

m 3 (Extensive) At this level, much logging about an event occurs, such as the
steps that are performed to complete a task. This level should be used when
you have narrowed down your troubleshooting to a few specific areas.

®m 4 (Verbose) This logging level provides more information than the previous
level but not as much as the highest level of logging.

m 5 (Internal) This logging level records all events. This setting should be used
only when you have narrowed down the problem to a specific area, because
this level will produce a large number of entries in the Event Log.

Test DAy Tip
Don't expect to be tested on low-level diagnostic logging. It is presented here

for your reference in the event you should need it if you have problems on
your network.

The process of configuring diagnostic logging is presented in Exercise 2.10.

EXERCISE 2.10

ANALYZING SECURITY ISSUES WITH THE EVENT LOGS

1. Open the Registry Editor by clicking Start | Run and entering regedit
in the Run box. Click OK.
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2. Expand to the following registry key (see Figure 2.25): HKEY_LOCAL_
MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics

Figure 2.25 Editing the Registry to Increase Logging
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3. To change the logging level for a particular area, double-click the set-
ting and enter the value representing the level of logging you want.

4. Click File | Exit to close the Registry Editor after you have completed
configuring the settings you require.

5. Monitor the Event Log, looking for entries corresponding to the
problem you are trying to track down.

If you need more information on working with the Event Log, see http://support
.microsoft.com/default.aspx?scid=kb;en-us;Q302542.

Last Thoughts on Security Templates

Before we move on to the next topic in this chapter, you need to bear in mind two last
items concerning security templates when working with them. The first and most
important is that you cannot export settings that you have directly configured in a
Group Policy object to a template to be applied to other computers. Your best bet is

to configure and test templates on a lab computer and then deploy them once you are
satisfied they are configured correctly. The second issue that you need to be aware of is
that when applied, security templates often make changes that cannot be easily unap-
plied—meaning that it’s not simply a case of installing a software item and then easily
uninstalling it. Should you change your mind about the net result after a template has
been applied, you could find yourself doing a bit of manual cleanup if you later choose

to remove it.

117
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EXAM
70-214

Securing Server Message Block Traffic

The Server Message Block (SMB) authentication protocol provides for mutual authen-
tication, which can help prevent the man-in-the-middle type of attack, and it supports
message authentication, which helps prevent message attacks. This security, which is
easily configured, is provided by placing a digital signature into each SMB, which is
then verified by both the client and the server involved in the communication.

Test DAy Tip
Although we discuss the man-in-the-middle attack in more detail in later chap-

ters, a brief explanation is in order here so that you fully understand how
securing SMB traffic is something that you want to do. A man-in-the-middle
attack occurs when data is intercepted by a third party (an unauthorized
attacker), modified, and sent through to the party that was the original recipient.
The attacker can thus intercept and modify traffic from both legitimate ends of
the connection, in effect driving the connection in the direction he or she wants.

In order for SMB signing to actually work on your network, it must be configured
at the same minimum level on both the client and the workstation. You have two basic
levels of configuration from which to choose:

m  To digitally sign client communication (when possible) and digitally sign
server communication (when possible)
m  To digitally sign client communication (always) and digitally sign server com-

munication (always)

Table 2.1 presents the default SMB settings that are configured on a server or work-
station, depending on the security template that has been implemented on the device.

Table 2.1 SMB Signing Default Settings in Windows 2000 Security Templates

Digitally Digitally Digitally Digitally
Sign Client Sign Client Sign Server Sign Server
Communication Communication Communication Communication
Template (When Possible) (Always) (When Possible) (Always)
basicdc.inf Not defined Not defined Enabled Not defined
basicsv.inf Enabled Disabled Disabled Disabled
basicwk.inf Enabled Disabled Disabled Disabled
compatws.inf Not defined Not defined Not defined Not defined
securedc.inf  Enabled Disabled Enabled Disabled
Continued
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Table 2.1 SMB Signing Default Settings in Windows 2000 Security Templates

Digitally Digitally Digitally Digitally

Sign Client Sign Client Sign Server Sign Server

Communication Communication Communication Communication
Template (When Possible) (Always) (When Possible) (Always)
securews.inf  Enabled Disabled Enabled Disabled
hisecdc.inf Enabled Enabled Enabled Enabled
hisecws.inf Enabled Enabled Enabled Enabled
setup Enabled Disabled Disabled Disabled

security.inf

If SMB signing is enabled on a server, clients that are also enabled for SMB signing
(or require it) will be able to establish a communications session with that server. If
SMB signing is required on a server, a client will not be able to establish a session
unless the client, at the minimum, has SMB signing enabled.

SMB signing 1s configured from the Computer Configuration | Windows
Settings | Security Settings | Local Policies | Security Options node, as
shown in Figure 2.26.SMB signing consumes some CPU cycles on any machine on
which it is configured. Conservative estimates place this value as high as 15 percent
overhead, although the value you can expect to see is largely dependent on the amount
of traffic a specific computer receives.

Figure 2.26 Configuring SMB Signing
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A Exam WARNING

Make sure that you understand the various configuration options available to
you for configuring SMB signing. It's quite easy to get tripped up by not
paying attention to what a question is asking when it comes to SMB signing
options. You should expect to be asked briefly about SMB signing in some

fashion on the exam.
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Summary of Exam Obijectives

Configuring server security based on its role is a critical step in the security implemen-

tation process that you simply cannot overlook. For the longest time, it was simply con-

sidered good enough to configure all servers (and most workstations, for that matter)

alike when it came to security. This no longer is true.

Fortunately, a number of sources of help are available to you—some from

Microsoft, some from respected third parties such as the National Institute of Standards
~ and Technology (NIST) and the National Security Agency (NSA). IIS servers, SQL
servers, Exchange servers, IAS servers, file and print servers, and domain controllers all
require their own different security configurations. Using specialized security templates
(policies) along with hardening tools such as IIS Lockdown, URLScan, the MBSA, and
HFNetChk can go a long way toward helping you secure your servers to allow them to
perform their functions without leaving them excessively vulnerable to attacks and hos-
tile code implementation.

Desktop workstations and portable client computers also require special security

configuration, different from that applied to your servers. Desktop and portable com-
puters should have their Data Recovery Agent certificate and keys removed and placed
in a secure storage location, among other things. Implementing specialized (more
secure) security templates on these computers is also an option that should be investi-
gated. Of course, keeping all clients up to date with the latest service packs and hotfixes
is a critical step in keeping them secure—one that cannot be underestimated. Procuring
and deploying updates is discussed in more detail in Chapter 3.

When implementing security in your network, you are likely to run across some
problems or issues. Upgraded computers and legacy clients can all lead to problems you
were not prepared to deal with. Examining the Event Log and configuring Active
Directory diagnostic event logging can help you track down issues with Group Policy
applications—and, therefore, security implementation. You also have the gpresult.exe

" tool at your disposal, which provides a very powerful Group Policy information collec-
h tion system that can be used from the command line to quickly determine the current
state of Group Policy on a target computer.

Although legacy clients cannot receive Group Policy settings, they can still partici-
pate in Active Directory in a limited way by use of the Directory Services Client appli-
cation. Since Group Policy objects are not applied to these clients, you might well want

P to examine the use of System Policies and the System Policy Editor to configure con-
sistent security and cosmetic settings across these legacy computers.

Server Message Block (SMB) signing can be implemented to prevent the man-in-
the-middle attack and message attacks by authenticating both sides of a communica-

tions session (server and client) and by also digitally signing the packets. In order for
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SMB signing to be eftective, both the client and the server must be configured for at

least the same minimum setting. Should a server require SMB signing and a client

attempting to initiate a connection not at least be enabled for SMB signing, the con-

nection attempt will fail.

Exam Objectives Fast Track

Configuring Role-Based Security 4

4]

Each specific type of Windows 2000 server in your network can, and should

implemented in various ways, such as security templates, the IIS Lockdown

be, configured with role-specific security settings. These settings can be ‘
tool, or the URLScan tool.

The IIS Lockdown tool includes a variety of preconfigured templates that can
be used to flexibly configure IIS settings on your Windows 2000 servers to
prevent them from being easy attack targets.

Creating Secure Workstations

4}

4]

Workstations and portable computers should have their Data Recovery Agent
certificate and private key exported to a secure location.

Portable computers should use the Encrypting File System on all sensitive
files. Furthermore, the amount of sensitive material contained on a portable
computer should be minimized as much as possible.

Security Template Application Issues

4]

4]

Problems with security templates (Group Policy) will usually appear in the
Event Log.

Logging levels for Directory Service events can be increased to help track
down problematic areas with Group Policy.

The gpresult.exe tool, available as part of the Windows 2000 Resource Kit,

can be used to quickly get extremely detailed information about the security
and Group Policy settings in effect on a specific computer.

Upgrade installations from Windows NT 4.0 to Windows 2000 can cause
problems when applying security templates due to the differences in the
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Windows NT 4.0 and Windows 2000 Registry and File System ACLs. These
are not updated during the operating system upgrade. To remedy this issue,
you can either opt to perform a clean install (usually preferred over upgrades)
or apply the setup security.inf security template to the upgraded computer
using the Security Configuration and Analysis snap-in.

Securing Server Message Block Traftic

&' M Server Message Block (SMB) traffic can be digitally signed to prevent man-in-
the-middle attacks and message attacks.

M Both client and server must be configured for at least the same minimum level
of SMB signing in order for a session connection attempt to succeed.

M SMB signing is configured from the Computer Configuration | Windows
Settings | Security Settings | Local Policies | Security Options node
of the Group Policy window. Additionally, you can configure this setting using

the various security templates that are provided with Windows 2000.

Exam Objectives
Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book, are
designed to both measure your understanding of the Exam Objectives presented in
this chapter, and to assist you with real-life implementation of these concepts.

Q: How can I apply security settings to my legacy clients?

g A: You need to use System Policies with the legacy clients because they cannot use
h Group Policy objects.

Q: Can’t I just configure security settings manually instead of using templates and the
other tools available?

P A: Yes, you can—it’s just not advised that you do it this way.The security templates
and tools are provided to make your job easier and to allow you to configure con-
sistent settings across multiple servers.

: How does the URLScan ISAPI filter perform its function?
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A: The URLScan Security tool inspects all incoming requests to an IS Web server,
allowing only those that comply with the preconfigured rule set to pass. Security of
the IIS server is thus increased because it will only respond to valid requests (those
that are allowed in the configuration).

Q: Why do I need to export the Data Recovery Agent certificate and private key off
my portable computers? If they are lost or stolen, no one will be able to recover
any encrypted data without the users’ credentials anyway. ‘

A: There are two ways to decrypt EFS encrypted information: using the credentials of '.
the user who encrypted it or using the Data Recovery Agent account, which is the |
built-in local administrator account by default. Several readily available applications
exist that can easily crack passwords in Windows 2000 and, more often than not, the ﬂ
built-in administrative account is the easiest to access. By removing the Data
Recovery Agent certificate and private keys, you are giving yourself another layer of
security.

Q: What does the Microsoft Baseline Security Analyzer do?

A: The MBSA tool scans the configured computer(s), looking for missing updates,
weak passwords, unnecessary user accounts, and various other security concerns. It
is used to quickly identify all problematic areas on a computer. After these problems
have been corrected, it should be run at least monthly to check for the reoccur-
rence of any security issues.
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Self Test

A Quick Answer Key follows the Self Test questions. For complete questions, answers,
and epxlanations to the Self Test questions in this chapter as well as the other
chapters in this book, see the Self Test Appendix.

& Configuring Role-Based Server Security

1. Chris is having difficulty getting the securews.inf template to apply properly on a
client workstation. She suspects that the computer was an upgrade from a previous
installation of Windows NT 4.0. What two things can she do to correct this
problem?

A. Perform another upgrade installation of Windows 2000; the first one must not
have taken properly.

B. Apply the setup security.inf template to the computer.
C. Perform a clean installation of Windows 2000 on the computer.

D. Enforce the desired security settings using a System Policy.

2. Rob is responsible for six Windows 2000 IIS servers in his organization. What can
Rob do to harden his Windows 2000 IIS servers and prevent their vulnerability to
attack? (Choose all that apply.)

A. Use the IIS Lockdown tool to remove unnecessary IIS settings and configura-
tion options.

B. Use the Movetree tool to set security settings on the IIS server.

C. Install the URLScan ISAPI filter to prevent certain types of HTTP requests
L from being served by the IIS server.

D. Remove his IIS servers from the Active Directory domain and make them
standalone member servers.
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3. Jeft has just performed a default installation of the URLScan ISAPI filter on his
IIS server. Looking at the site that corresponds to his Web site, he cannot see the
filter in place. What is the most likely problem?

A. ISAPI filters are only installed on domain controllers running IIS. Jeft will
need to install the ISAPI filter there.

B. ISAPI filters can only be seen by IIS Admin; Jeft’s user account is probably not
a member of the IIS Admins group.

C. Jeff must not have Domain Admin privileges on the network; Domain Admin ; "
privileges are required to install any ISAPI filter.

D. The URLScan ISAPI filter is applied at the global level and is thus not shown
at the site level.

=

4. Andrea is responsible for 25 client workstations and five servers in her Windows
2000 network. Her servers consist of two domain controllers, one Exchange
server, and two file and print servers. How many different security configurations
should she have on her network, at the minimum?

A. 30
B. 5
C. 4
D. 2

5. Christopher is making preparations to deploy the hisecdc.inf template to his
domain controllers. What things should Christopher do before he deploys this
template on his production network? (Choose all that apply.)

A. Christopher should ensure that he understands the implications and effects of i
deploying this template on his network.

B. Christopher should perform a complete backup of his domain controllers.

C. Christopher should develop a deployment plan that details how the template
deployment process will work.

D. Christopher should write down a list of all administrative usernames and
passwords.
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6. Crazy Mike, your assistant security administrator, has been given the task of
installing the URLScan ISAPI filter on all of your organization’s IIS servers. What
two ways are available to install the URLScan ISAPI filter?

A. Extract the URLScan files from the IIS Lockdown Wizard with the iislockd
/c command and then executing URLScan setup.

B. Install the URLScan ISAPI filter using the MBSA tool.

C. Install the URLScan ISAPI filter by downloading it from Windows Update.

D. Install the URLScan ISAPI filter from within the IIS Lockdown Wizard.

7. You are the network administrator for your organization. You have been charged
with creating and implementing a strong network security plan for all your servers
and client workstations. How should you go about configuring security for your
network? You plan on configuring and testing security templates and their applica-
tions in a test environment that mimics your production environment. (Choose all

that apply.)

A. Configure very specific security templates for use on each Organizational

Unit that contains a specific group of member servers, such as the Exchange
Server OU and the SQL Server OU.

- B. Configure a basic domain-level security template that provides basic security
needs such as password and account policies across the entire domain.

C. Configure a specific security template for the client computers in your net-
work and apply it to a workstation-specific OU, such as Workstations OU.

D. Configure one security template for all member servers, such as Exchange
and SQL servers, and apply it to each OU that contains any of these
member servers.
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Creating Secure Workstations

8. Lyman has a portable Windows 2000 computer that he travels with to various cus-

10.

tomer locations and sales presentations. In the event that Lyman’s computer is
stolen, what can you as the administrator do to prevent someone decrypting his
EFES encrypted files?

A. Remove the Data Recovery Agent certificate from the portable computer.

B. Do not allow Lyman to place any sensitive information on the portable
computer.

C. Only allow L2TP connections when Lyman dials into the VPN server for
remote access.

D. Force Lyman to use a password that is extremely complex, consisting of num-
bers, letters, and characters and that is at least 42 characters long.

. Austin is seeking to export the certificate and private keys for his portable com-

puter to a removable storage medium. When he opens the Local Security Console
and starts the procedure to export the certificate and keys, he cannot select the
Yes, export the private key option because it is grayed out and unavailable for
selection. Austin is using the Administrator account. What is the most likely reason
for this issue?

A. He does not have the required permissions because he is not a part of the
Administrators group.

B. He does not have the required permissions because he is not a part of the
Domain Admins group.

C. He i1s logged into the domain instead of the local computer.

D. He is logged into the local computer instead of the domain.

Matt travels extensively with his Windows 2000 portable computer. What things
can you easily do to enhance the security of his portable computer? (Choose all

that apply.)

A. Install Windows 98 on the portable computer.

B. Remove the default Data Recovery Agent certificate and private key.
C. Enforce strong passwords for user accounts on the portable computer.
D

Rename the built-in Administrator account and remove it from the
Administrators group.
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Security Template Application Issues

11. Hannah is confused as to why the security settings she has configured for the
computers in her domain are not being applied to five computers. The five com-
puters are a mixture of Windows NT 4.0 Workstation and Windows 98 clients.
What is the most likely reason for this problem?

A. She has not installed the Directory Services Client onto these five legacy
computers.

B. Legacy computers cannot receive Group Policy object settings. Hannah will
need to configure the settings she requires via System Policies.

C. The computers are not located in the correct Organizational Unit.

D. The computers are not located in her domain but are in another domain
instead.

12. Mei Ling has just applied a new template to her Group Policy object. She then
i torced Group Policy replication through the domain. What event ID should she
hope to see that would indicate that the settings in Group Policy were applied
correctly without any problems?

e A. 680

B. 1704
C. 612
D. 520

13. It has been noted in your organization that sometimes problems occur when
administrators attempt to apply incremental security templates to Windows 2000
computers that have been upgraded from Windows NT 4.0. What options do you
have to remedy this situation so that you can apply the security templates?
(Choose all that apply.)

A. Revert all computers back to Windows NT 4.0.
B. Perform clean installations of Windows 2000 instead of upgrades.

F C. Apply the Setup Security.inf template to the upgraded computers before
attempting to apply any other incremental template.

D. Remove the default Data Recovery Agent certificate and private key from
each upgraded computer.
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Securing Server Message Block Traftic

14. Andrea is configuring SMB signing for her network. Which of the following con-
figuration settings will result in client computers being able to connect to servers
and use SMB signing? (Choose all that apply.)

A. Digitally sign client communication (when possible): Not defined
Digitally sign client communication (always): Not defined
Digitally sign server communication (when possible): Enabled _ .,i
Digitally sign server communication (always): Enabled

B. Digitally sign client communication (when possible): Enabled
Digitally sign client communication (always): Enabled
Digitally sign server communication (when possible): Enabled
(

Digitally sign server communication (always): Enabled

C. Digitally sign client communication (when possible): Disabled
always): Enabled
when possible): Enabled

always): Disabled

(
Digitally sign client communication (
Digitally sign server communication (
(

(when possible): Disabled
Digitally sign client communication (always): Disabled
(when possible): Disabled
(always): Disabled

Digitally sign server communication

D. Digitally sign client communication

Digitally sign server communication
Digitally sign server communication

15. Bruno is attempting to configure SMB signing for his network servers and clients.
Which of the following statements is true about configuring SMB signing?

A. Aslong as all computers have the same maximum configuration level assigned,
they will be able to communicate securely using SMB.

B. Aslong as all computers have the same minimum configuration level assigned,
they will be able to communicate securely using SMB.

C. Servers should be set for Enabled and clients should be set for Not Defined
on the Always options to be able to communicate securely using SMB.

D. Servers should be set for Not Defined and clients should be set for Enabled
on the When Possible options to be able to communicate securely using SMB.
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Self Test Quick Answer Key

For complete questions, answers, and epxlanations to the Self Test questions in this
chapter as well as the other chapters in this book, see the Self Test Appendix.
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and Troubleshooting
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Exam Objectives in this Chapter:

2.1

2.2

2.2.1

2.3

2.4

N AANAA

Determine the current status of service packs and security
updates. Tools include MBSA and HFNetChk.

Install service packs and security updates. Consideration
include slipstreaming and using Remote Installation
Services (RIS), custom scripts, and isolated networks.

Install service packs and security updates on new client com-
puters and servers. Considerations include slipstreaming and
using RIS, custom scripts, and isolated networks.

Manage service packs and security updates. Considerations
include server computers and remote client computers.
Tools include Microsoft Software Update Service, Automatic
Updates, and SMS.

Troubleshoot the deployment of service packs and security
updates. Typical issues include third-party application com-
patibility, permissions, and version conflicts.

Summary of Exam Objectives

Exam Objectives Fast Track

Exam Objectives Frequently Asked Questions
Self Test

: 133
Self Test Quick Answer Key
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EXAM
70-214

Introduction

In a Utopian world, software would be released one time, work perfectly, and offer the
absolute best in security and performance. Unfortunately, we live in the real world, and
dealing with the seemingly never-ending game of keeping servers and workstations up
to date can be a daunting task.To its credit, Microsoft has made some leaps and bounds
in the past few years in regard to both initially creating more secure and functional soft-
ware as well as keeping it that way over its lifetime through service packs and hotfixes.

In this chapter we cover a pretty large amount of ground, looking at keeping your
computers up to date (and more important, secure) from the starting point to the
ending point in the process. We begin by examining the ways that you, as an adminis-
trator, can identify the updates each of your computers will require. Naturally, after
you've identified the updates you need, you will want to deploy them to your servers
and workstations. Here we look at a variety of deployment methods you can use
depending on the situation. Lastly, we examine some potential trouble spots you could
encounter and discuss means to deal with them.

Identifying Required Updates

The process of keeping your servers and workstations up to date has to start some-
where—by identifying the updates you need for each of them. Updates typically come
in two different varieties: service packs and hotfixes. (Hotfixes are sometimes known by
a variety of other names, such as security hotfix, security fix, or update.) The bottom line is
that there are two major types of updates you will need to worry about, difterentiated
by both size and scope. In the next section we look at the difterence between service
packs and hotfixes. After we’ve gotten a good understanding of them and where we can
look to find them, we will move on to identifying and procuring required updates.

Types of Updates

As mentioned, you will need to apply two basic types of updates to your network com-
puters over time: service packs and hotfixes. Both can be found at the Windows Update
Web site, located at http://windowsupdate.microsoft.com/. They have very different
purposes, reliability levels, and application means.

Service Packs

Service packs are large executables that Microsoft issues periodically (usually every 6 to
15 months) to keep the product current and correct problems and known issues. Often
service packs include new utilities and tools that can extend a computer’s functionality.
For example, Windows 2000 Service Pack 3 includes the ability to remove shortcuts to
Microsoft middleware products (Windows and MSN Messenger, Outlook Express, and
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the like) from your computer, if desired. Service packs also include updated drivers and
tiles that have been developed for the product after its initial release. Windows 2000 ser-
vice packs are all-inclusive and self-executing and typically contain all fixes and pre-
vious service packs that have been issued for the product.

@7 NoTEe

Although the topic is beyond the scope of this exam, you might be wondering
just why Microsoft would willingly allow you to remove shortcuts to its middle-
ware products. This action is a result of the settlement of the Microsoft antitrust
lawsuit with the U.S. Department of Justice. You can read more about the settle-
ment terms on Microsoft’s Press Pass Web site at www.microsoft.com/presspass/
trial/nov02/11-12FinalJudgment.asp.

Perhaps one of the greatest improvements in Windows 2000 service packs is that
you can slipsteam them into the original installation source and create integrated instal-
lation media that can be used to install an update to Windows 2000 without the need
to subsequently apply the latest service pack.These updated installation sources can be
placed back onto a CD-ROM for “sneaker-net” installation methods or can be used for
any form of remote installation, including Windows 2000 Remote Installation Services,
or for disk cloning.

Although can you get service packs from the Windows Update Web site, the
best location to get them is directly from the Microsoft Service Packs page at
http://support.microsoft.com/default.aspx?scid=th;EN-US;sp. From there you will
be able to download the service pack without having to install it immediately, as
you would if you were using Windows Update.

Hotfixes

Hotfixes, also known as security fixes, security patches, patches, or Quick Fix Engineering, are
small, single-purpose executable files that have been developed to correct a specific
critical problem or flaw in a product for which timing is critical. Hotfixes do not typi-
cally undergo the same level of testing as service packs do to ensure that they are stable
and compatible and do not cause further critical issues. Some hotfixes are not made
available to the general public and must be obtained directly from Microsoft Product
Support. Others can be found and downloaded from various sources, such as Windows
Update, at http://windowsupdate.microsoft.com/ or the TechNET Security page
located at www.microsoft.com/technet/security/default.asp.

Hotfixes can be used to correct both client-side and server-side issues. Recently, a
pretty even division of client and server hotfixes have been issued as new flaws and
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weaknesses have been discovered. Perhaps one of the most famous server-side issues that
received a hotfix was the Code Red exploitation of IIS servers’ indexing service.
MS02-018 was issued to correct this problem and stop the propagation of the Code
Red worm.You can rely on Windows Update to inform you of missing hotfixes, but
you can also use the HFNetChk tool to perform this function for you. The benefit of
using HFNetChk is that when it is run against an entire network with a script, it will
quickly return the status of all network computers, thus allowing you to determine the
computers that require particular hotfixes.

Get Those Hotfixes!

Because service packs are only issued once in a long while, hotfixes are
going to be your primary means of correcting vulnerabilities and flaws in
Windows. You need to make it a regular practice—at least weekly—to
check your computers for missing updates. Once you have identified the
missing updates, you need to acquire and test them as quickly as you can,
but not so quickly that you miss something critical that could cause you
new problems down the road. After testing has been completed to your
satisfaction, you should take steps to deploy updates as quickly as possible.
Sometimes keeping your computers safe from attacks and other vulnera-
bilities comes down to just a matter of days—perhaps even less. For
example, when the Code Red worm struck, it was able to compromise over
250,000 vulnerable systems in less than nine hours. Locating, testing, and
deploying required updates as soon as they become available can go great
lengths toward keeping your network secure and protected. In the case of
the Code Red worm, the vulnerability was known and the fix had been
available for some time before the “need” to update and apply fixes and
patches was shown to administrators.

A\ Exam WARNING

As you read this text and through the rest of this chapter, remember the differ-
ences between a service pack and a hotfix in terms of what they are designed
to do, how they are obtained, and how they are installed. You shouldn’t expect
to be asked directly what a service pack or hotfix is on the exam, but your
understanding of each will be tested in other, more covert, ways.
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Analyzing Your Computers

Armed with your basic understanding of the types of updates that are available for
Windows 2000, the first step you need to undertake to get your computers up to date
(and thus more secure) is to determine their current state. Analyzing your computers
can be a very simple task or a difficult one, depending on the size and complexity of
your network. If you only are responsible for only five computers and they are all
located in the same place, your job will be very easy. If you are responsible for several
hundred (or thousand) computers spread out over several geographically distant loca-
tions, your job is not going to be so easy. The method you choose to analyze your
computers will thus depend largely on these factors:

®  How many computers are you responsible for updating?
m  Where are your computers located?
®  What type of network connectivity do you have between locations?

® Do you have knowledgeable help available to you at all of your locations?

Let’s take a look at some of the methods available to analyze your computers, both
manually and via automated methods.

Visiting Windows Update
The Windows Update Web site can be a great asset to you if the number of computers
to be managed is relatively low—perhaps five or fewer. Since Windows Update requires
you to physically be in front of each computer in order to analyze and download the
required updates, this method can be both time and bandwidth intensive. Windows
Update, however, could be your best option if the number of computers to be updated
is few or if a group of computers are not connected to the company network and thus
cannot be analyzed via any other method.

Using Windows Update to analyze a computer for required updates is extremely
simple, as outlined in Exercise 3.01.

EXERCISE 3.01

DETERMINING THE NEED FOR
UPDATING UsING WINDOWS UPDATE
1. Click Start | Windows Update to open an Internet Explorer window

pointed to Windows Update. If the shortcut is missing, you can enter
http://windowsupdate.microsoft.com/ into your browser address bar.
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The Internet Explorer window shown in Figure 3.1 will appear. If you

are asked to download and install anything from Microsoft, accept the
download; this is a critical part of the process.

Figure 3.1 The Windows Update Web Site
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2. Click Scan for updates to start the analysis of your computer. After the
analysis has completed, you will see the window shown in Figure 3.2.

Figure 3.2 Selecting Required Updates
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3. You can navigate through the three categories of updates to determine
the updates that Windows Update has found your computer needs.
The categories are arranged from most important to least important in

regard to computer security and safety; this is why drivers are at the
bottom of the list.
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4. Another useful tool to help you determine what you have previously
applied using Windows Update is the View installation option. Clicking
View installation history changes the display to that shown in Figure
3.3. (Your installed items will likely be different from those shown here.)

Figure 3.3 Checking Previously Installed Updates
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That’s all there is to analyzing your computer with Windows Update. Later in this
chapter we examine the rest of the steps to use Windows Update to select and install
updates onto the local computer.

The next method we examine is the Microsoft Network Security Hotfix Checker,
commonly referred to as the HFNetChk tool.

The Microsoft Network Security Hotfix Checker

The Microsoft Network Security Hotfix Checker, HFNetChk, is a command-line tool
that can be used to quickly analyze one or many computers to determine the installa-
tion status of required security patches. Unlike Windows Update, HFNetChk can scan
tor missing updates from more than one product. Products that HFNetChk currently
scans include:

® Windows 2000 Professional, Server, and Advanced Server

® Windows XP Professional

m Windows NT Workstation 4.0, Server 4.0, and Enterprise Edition Server 4.0
m SQL Server 7.0

®  SQL Server 2000 Standard and Enterprise Server
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®  Internet Information Server 4.0
®  Internet Information Server 5.0

®m  [nternet Explorer 5.01, 5.01 Service Pack 1, 5.01 Service Pack 2,5.5,5.5
Service Pack 1, 5.5 Service Pack 2 for Windows 2000

®  Internet Explorer 5.01, 5.01 Service Pack 1, 5.01 Service Pack 2,5.5,5.5
Service Pack 1, 5.5 Service Pack 2 for Windows NT 4.0

B Microsoft Data Engine (MSDE) 1.0

When the HFNetChk tool is run, it uses an Extensible Markup Language (XML)
file containing information about all available hotfixes as its data source. The XML file
contains all pertinent information about each product’s hotfixes, such as the security
bulletin name and title, and other detailed information about the hotfixes, including the
file version, registry keys applied by the hotfix, information about patches that super-
sede other patches, and various other important types of information about each hotfix.

If the XML file is not found in the directory from which the HFNetChk tool is run
or is not specified in the arguments for the HFNetChk tool, it will be downloaded from
the Microsoft Web site. The XML file comes in a digitally signed CAB format, and you
will be asked to accept the download before the file is downloaded to your computer.

After the CAB file has been downloaded and decompressed, HFNetChk scans the
selected computers to determine the operating systems, applications, and service packs
you have installed. After this initial scan is completed, HFNetChk parses the XML file
to identify any security patches that are required (and not installed) for the configura-
tion of each computer scanned. If a patch is identified as being required but is not cur-
rently installed on a computer, HFNetChk returns output informing you so.

By default, HFNetChk only displays those patches and fixes that are necessary to
bring your computers up to date. All other nonessential patches are not shown by
default. In the event that roll-up packages exist, HFNetChk will not report the indi-
vidual patches that the roll-up included as being required. When determining the instal-
lation status of patch on a computer, HFNetChk evaluates three distinct items: the file
version and checksum of every file that is installed by the patch and the Registry key
that is installed by the patch. If the Registry key is not found, HFNetChk assumes the
patch is not installed. If the Registry key is found, HFNetChk looks for the files that
correspond to that patch, comparing the file version and checksum to the XML file. If
any one test fails, the output will be that the patch is not installed. You can, however, dis-
able checking Registry keys as part of the analysis process, as we see later in this section.

The basic syntax of the HFNetChk tool is:

hfnetchk.exe [-h hostname] [-1 ipaddress] [-d domainname] [-n] [-Db]

[-r range] [-history levell [-t threads] [-o output]
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[-x datasource] [-z] [-v] [-s suppression] [-nosum]
[-u username] [-p password] [-f outfile] [-about]

[-fh hostfile] [-fip ipfile]

Table 3.1 provides the function of each of the HFNetChk switches.

Table 3.1 The HFNetChk Switches

Switch Explanation

-h hostname Specifies the NetBIOS name of the computer to be scanned. If not
specified, the default is localhost.

-i ipaddress Specifies the IP address of the computer to be scanned. If not

specified, the default is the local computer.

-d domainname Specifies the domain name to be scanned. All eligible computers
in the domain will be scanned.

-n Specifies that the local network is to be scanned. All eligible com-
puters on the local network will be scanned.

-b Compares the current status of fixes to that of a minimum secure
baseline standard.

-r range Specifies the inclusive IP address range that is to be scanned in
the format start_IP-end_IP. For example, 192.168.0.100-
192.168.0.199.

-history level Displays an extremely verbose history of hotfixes as follows:
1. Those that are explicitly installed
2. Those that are explicitly not installed
3. Those that are explicitly installed and not installed
MSKB Q303215 (located at http://support.microsoft.com/
default.aspx?scid=KB;EN-US;Q303215&) has more information on
using this switch.

-t threads Specifies the number of threads to be used for executing the scan.
The allowable range is from 1 to 128, with the default being 64.
-0 output Specifies the desired output format at the completion of the scan.

Tab outputs in tab-delimited format. Wrap outputs in a word-
wrapped format. The default setting is wrap.

-x datasource Specifies the XML data source containing the hotfix information.
By default, this is the mssecure.cab file located at http://download
.microsoft.com/download/xml/security/1.0/NT5/EN-US/mssecure.cab.
This can be changed to any location on your network and can be
an XML filename, compressed XML CAB file, or a URL.

-Z Specifies that Registry checking should not be performed.

-V Displays all available details for “Patch NOT Found,” “WARNING,"
and “NOTE"” messages. When —o tab is used, this switch is
enabled by default.

Continued
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Table 3.1 The HFNetChk Switches

Switch

Explanation

-S suppression

-nosum

-U username

-p password
-f outfile

-about
-fh hostfile

-fip ipfile

Specifies to suppress “NOTE"” and “WARNING"” messages as follows:
1. Suppress “NOTE” messages only

2. Suppress both “NOTE” and “WARNING"” messages

The default setting is to show all messages.

Specifies that checksum checking is not to be performed.
Performing the checksum test can use large amounts of network
bandwidth. If speed or bandwidth usage is a concern, using this
option speeds up the scan and reduces bandwidth usage. File ver-
sion checking is still done.

Specifies an optional username to be used to log into remote
computers if required in DOMAIN\Username format. CAUTION:
This data is sent in clear text across the network!

Specifies the password to be used with the specified username.
CAUTION: This data is sent in clear text across the network!

Specifies the filename to save the output results to. The default
output is to the screen.

Provides information about the version of HFNetChk in use.

Specifies the file containing a list of NetBIOS computer names to
be scanned, one name per line with a maximum of 256 per file.

Specifies the file containing a list of IP addresses to be scanned,
one IP address per line with a maximum of 256 per file.

A\ Exam WARNING

Take time to become familiar with the HFNetChk switches. Although you will
most likely not be required to regurgitate them in bulk during your exam, you
could be presented with one or more questions that will require you to display
your understanding of the function of a particular switch and how it will or
will not provide the desired solution to the problem at hand.

Exercise 3.02 presents the process to perform a simple network scan, returning the

results to a tab-delimited text output file.
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EXERCISE 3.02

UsING HFNETCHK TO ANALYZE FOR UPDATES

1.

Download the HFNetChk tool from www.microsoft.com/downloads/
release.asp?releaseid=31154 and to a computer in your network.

Extract the files to a location of your choosing by double-clicking the
Nshc332.exe file. Click Yes when asked if you want to install the
HFNetChk tool. Click Yes again to agree to the license. Enter the loca-
tion to which you want to extract the files, as shown in Figure 3.4.
Click OK after entering the location to continue.

Figure 3.4 Selecting the Extraction Location for the HFNetChk Files
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Click OK after the files are extracted to acknowledge that you know
what the HFNetChk tool was designed to do and how to execute it.

Open a command prompt and change directories to the location where
you placed the extracted HFNetChk files.

From the HFNetChk directory, start the analysis process by entering
hfnetchk -v -d domain_name -o tab —f hfnetchk_scan1.txt. Figure
3.5 shows an example command for a network. Press Enter to start the
analysis.

Figure 3.5 Starting the Analysis Process with HFNetChk

§ L v ks b 45 [Tl

||

You will be asked if you want to install the MSSecureXML file from
Microsoft, as shown in Figure 3.6. You must have a copy of the XML
file in order for HFNetChk to work. Note that the file is updated regu-
larly as Microsoft posts new fixes and updates, so you might want to
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update it each time you run HFNetChk. Click Yes to install the XML file
and allow the analysis to continue.

Figure 3.6 Getting the XML File
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7. Since we have directed the output of the scan to a tab-delimited text
file, you should expect to see the output of Figure 3.7 at the conclusion
of your scan.

Figure 3.7 The Scan Is Complete

8. An examination of the text output file reveals the situation for our
computers. Figure 3.8 shows the tab-delimited file imported into Excel
for easier viewing and comparison.

Figure 3.8 The Results of the HFNetChk Analysis
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9. Armed with this knowledge, we can now go about getting and installing
the required fixes and patches on our computers. That is the topic of the
“Deploying and Managing Updates” section later in this chapter.

Even though we performed a relatively simple scan in Exercise 3.2, you can use
HFNetChk’s various switches to perform very advanced scans on the specific com-
puters of your choosing. By calling the scan from a batch file or script that is scheduled
to run weekly, you can easily keep on top of any patches or fixes that your computers
require. The only caveat to configuring HFNetChk to run as a scheduled event is that
you must specify the location of the XML file—so a small amount of preplanning is
required to make it work.

The next method of analyzing computers that we examine is the Microsoft
Baseline Security Analyzer tool.

The Microsoft Baseline Security Analyzer

The Microsoft Baseline Security Analyzer (MBSA) is a GUI-based tool that Microsoft
developed to detect common security misconfigurations and weaknesses. The MBSA
tool can also be used from the command line if desired. The current version of MBSA,
version 1.1, can be run on a Windows 2000, Windows XP, or Windows .NET Server
computer; it scans for missing hotfixes, weaknesses, and vulnerabilities in the following
Microsoft products:

B Windows 2000 Professional, Server, and Advanced Server

m  Windows XP Professional

®  Windows NT Workstation 4.0, Server 4.0, and Enterprise Edition Server 4.0
m  SQL Server 7.0, 7.0 Service Pack 1, 7.0 Service Pack 2, 7.0

m SQL Server 2000 Standard and Enterprise Server

®m  Internet Information Server 4.0

®m  [nternet Information Server 5.0

®m  Internet Explorer 5.01 and later

m Office 2000

= Office 2002 (XP)

MBSA uses a modified version of the HFNetChk tool to scan for missing hotfixes,
service packs, and other updates. At the completion of the scan, an individual XML
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output report is created for each computer that has been scanned. This report can be
viewed immediately after the completion of the scan or later. When MBSA is executed
from the GUI, reports are placed in the SecurityScans folder, which is located in the
profile of the user who ran the scan.

For example, if a user named Andrea ran the scan, she could expect to find scan
reports located at C:\Documents and Settings\Andrea\SecurityScans or wherever her
profile path is pointed.You can use the /f switch to change the location of the output
file when you’re running the MBSA tool from the command line.

In Exercise 3.3, we examine how to use the MBSA tool from the GUI to examine
a local computer and determine its current status. In Exercise 3.4 we perform the same
task, this time from the command line. Using the MBSA tool as part of a script or
batch file, you could schedule a regular scan of all your network computers and then
examine the results after the scan has completed. You should consider performing a scan
such as this one at least once per week as your specific situation dictates.

The basic syntax of the MBSA tool from the command line is:

msbacli.exe [/c domainname\computername] [-1 ipaddress] [-d domainname]

[-r range] [/n IIS] [/n OS] [/n password] [/n SQL]

[/n hotfix] [/o %$domain% - $%computername$® (%date%)]
[/e]l [/1]1 [/1ls] [/lr report name]l [/1d report name]

[/ap] [/gel [/ar] [/q]l [/f]

Table 3.2 details the function of each mbsacli.exe switch.

Table 3.2 The mbsacli.exe Switches

Switch Explanation

/c domainname\computername Performs a scan on the selected computer.

-i ipaddress Specifies the IP address of the computer to be
scanned. If not specified, the default is the local
computer.

-d domainname Specifies the domain name to be scanned. All eli-
gible computers in the domain will be scanned.

-r range Specifies the inclusive IP address range that is to

be scanned in the format start_IP-end _IP—for
example, 192.168.0.100-192.168.0.199.

/n S Specifies that IIS checks are to be skipped. The /n
options can be added together, such as /n
[1IS+0S+SQL.
/n OS Specifies that operating system checks are to be
skipped.
Continued
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Table 3.2 The mbsacli.exe Switches

Switch

Explanation

/n password

/n SQL

/n hotfix

/e

/l

/s

/Ir report name
/Id report name

/ap

/ge
/ar
/9

/f

Specifies that password checks are to be skipped.
Specifies that SQL checks are to be skipped.
Specifies that hotfix checks are to be skipped.
Lists errors from the latest scan.

Lists all reports available for viewing.

Lists all reports from the latest scan.

Displays an overview of the specified report name.

Displays a detailed version of the specified report
name.

Specifies that the progress of the scan is not to be
shown.

Specifies that the error list is not to be shown.
Specifies that the report list is not to be shown.

Specified that the progress of the scan, the error
list, or the report list are not to be shown.

Specifies that output is to be redirected to a file.

A Exam WARNING

As with the HFNetChk tool, taking some time to become familiar with the
switches that can be used with the command-line version of MBSA could help
you on exam day. You might be given one or more answers that will require
you to know whether or not a particular switch will achieve the desired result.

Exercise 3.03 presents the process to perform a single local computer scan with

MBSA from the GUI.

EXERCISE 3.03

Using MBSA 10 ANALYZE FOR UPDATES FROM THE GUI

1. Download the Microsoft Baseline Security Analyzer from
www.microsoft.com/technet/security/tools/Tools/MBSAhome.asp.

2. Double-click the mbasetup.exe installer. Click Next to progress past the
first page of the wizard.
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Accept the license agreement and click Next to continue.

Enter the requested information as shown in Figure 3.9 and click Next
to continue.

Figure 3.9 Configuring the Installation of MBSA
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On the Destination Folder page, either select a custom installation path
or accept the default one and click Next to continue.

Choose your installation options from the Choose install options page
and click Next to continue.

Click Next two more times to start the installation.
Click Finish to complete the installation process.
Launch the newly installed MBSA tool and select Scan a computer.

On the Pick a computer to scan page, configure the computer you
want to scan and the scan options you want to use, as shown in Figure
3.10. When you're done, click Start scan.

Figure 3.10 Configuring the Local Computer Scan Options
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You will be asked if you want to install the MSSecureXML file from
Microsoft. You must have a copy of the XML file in order for MBSA to
work. Note that the file is updated regularly as Microsoft posts new fixes
and updates, so you might want to update it each time you run MBSA.
Click Yes to install the XML file and allow the analysis to continue.

After the analysis has been completed, you will receive the results of the
scan, as shown in Figure 3.11. It looks as though this server has some
serious issues. To examine the specifics of an area, click Result Details.
The details of the Windows Hotfixes area is shown in Figure 3.12.

Figure 3.11 The MBSA Results

ot Bt [T bt et 1]

[ P g e e

I e i et . p—— o s

. - L T (L
D0 oy s e B e v B (e U TR B
1) Vs 3 e e HTLTECD | KPS

‘et et prrsamm [ 30 WD
L e A A ) R |

[Ty

] e By s i g
-

] b meru Hosnairg 2

B P e B DR B R B S B
‘wit mm snrred Fenk deakl  Seey e

[T p— e ———
A -

i Baseline Security Analyzer

18 hothees mre mewsing or could not be combhrmed.
Para it Do by

Pl b ol el s s on Pae wcmmend cariguiler s oesh el el ol
o, el e then e ool carmat mlinm ok arelsd an e scaiiesd cormpmilsr
ar markad adth § palae X,

Thes |st=nt service pack for thie procasct s not ralellsd

T rusidd g Conmiairei Do Mot v iy Domair Mermbsecsh g af
LS b Tl Iad 6 Dt

dnheaghondl S in SAP BarA e Cioagkd Brabie Stiien
Tk i bes Fam

SBLHTTF Cardrol Car Allce dccsan to Locsl (File

IFedTinl] WL | Haded W) b LE D'y )i Ay FSgnice
1 P Lozl Filie
Cud Barch 00 Cormslsiies VB i ipcisbs

Urchadec Buter in Windoes Sl Could Lesd 1o Code
ErEudien

e g DD ooy F ke 07 Endlid el Fgad Bk
=l bow e o (01 = BRSO

www.syngress.com




150 Chapter 3 ¢ Identifying, Installing, and Troubleshooting Required Updates

13. Armed with this knowledge, we can now go about getting and
installing the required fixes and patches on our computers. That is the
topic of the “Deploying and Managing Updates” section later in this
chapter.

As mentioned previously, you can also run the MBSA tool from the command line,
as demonstrated in Exercise 3.04. This method can be useful in working with scripts
and batch files, although with the fairly powerful GUI mode available to the MBSA,
you might find yourself shying away from using it at the command line in most cases.

EXERCISE 3.04

Using MBSA To ANALYZE FOR
UPDATES FROM THE COMMAND LINE

1. Open a command prompt and change to the location of the MBSA
tool. By default, the tool is located in Program Files\Microsoft Baseline
Security Analyzer.

2. Enter the following command to scan all computers in the domain:
mbsacli /d domain_name (see Figure 3.13) or simply enter mbsacli to
scan only the local machine. Other options are available for scanning,
as detailed in Table 3.2. Press Enter after you have entered your scan
command.

Figure 3.13 Starting an MBSA Scan from the Command Line

3. You will be asked if you want to install the MSSecureXML file from
Microsoft. You must have a copy of the XML file in order for MBSA to
work. Note that the file is updated regularly as Microsoft posts new fixes
and updates, so you might want to update it each time you run MBSA.
Click Yes to install the XML file and allow the analysis to continue.
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4. After the analysis has been completed, you will receive the results of
the scan, as shown in Figure 3.14. You can then open the scan output

file in the MBSA GUI version and see exactly what has been found, as
shown in Figure 3.15.

Figure 3.14 MBSA Command-Line Scan Is Complete
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5. Armed with this knowledge, we can now go about getting and
installing the required fixes and patches on our computers. That is the

topic of the “Deploying and Managing Updates” section later in this
chapter.
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You're Not Alone

Don’t ever think for a moment that you are the only person who is analyzing
your computers for missing updates, weaknesses, and vulnerabilities. Nothing
could be further from the truth when it comes to computer networks that have
active connections to the Internet.

Worms (such as Code Red, Code Red I, and Nimba) and autorooters
(applications that actively scan entire blocks of IP addresses looking for any
number of vulnerabilities and weaknesses) are constantly scanning the Internet
and all accessible private network computers for targets of opportunity. What
exactly makes a target of opportunity? It can be that one misconfigured fire-
wall rule, that one vulnerable service, or even that unsecured Windows 9x
computer you've got running.

The sad truth is that the odds are greatly in favor of the attacker in this
game, because their tools are becoming increasingly simpler and simpler to use
while gaining increased power and functionality. A single autorooter might be
able to scan dozens of operating systems for thousands of known vulnerabili-
ties across an entire Class B IP block and then automatically attack identified
vulnerable systems without any human interaction past clicking Go in the GUI.
Targets of opportunity, also known as “easy kills,” are sought by the vast
majority of attackers, but just the same, you could also find yourself under
direct attack from a very skilled attacker looking for a specific vulnerability on
a specific operating system.

No matter who is scanning and analyzing your computers, whether a
beginner script kiddie or an advanced black hat, you are likely being probed
and analyzed for vulnerabilities several times per day. If you think that you are
safe just by virtue of the number of systems connected to the Internet, nothing
could be further from the truth. If you want to get a very good introduction to
who these people are and what they can do to your computers, visit the
Honeynet Project at http:/project.honeynet.org.
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= Deploying and Managing Updates

Identifying the updates that your computers need might seem like the toughest part of
this task; however, that’s not the case. Deploying updates, which includes testing them

thoroughly before deployment, is in most cases the most time-consuming and problem-
atic part of the update process.

After you have thoroughly tested the updates in a safe environment, usually a lab or
an isolated section of the network, you then face the task of actually getting them
deployed to the computers that require them.You have a few options available to you
when it comes to deployment time, ranging from creating update integrated installation
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media, using Group Policy and the Remote Installation Service to install updates for
you, using other products such as Systems Management Server, or even using scripting.

Of course, all of this assumes that you have actually gone out and gotten the
updates you need.You can go about getting the required updates in a variety of ways,
some easier than others. How you get the updates you need depends on the method
you plan to use to deploy them. The method you use to deploy updates depends on
several issues such as whether the computers are new or existing, the physical location
of the computers to be updated, and the number of computers to be updated, among
other issues.

The most common deployment methods for new computers include slipstreaming
and scripting. For existing computers, Windows Update, Software Update Services,
Automatic Update, Systems Management Server, scripting, and Group Policy are the
more common methods. Of these, Automatic Updates (which has recently replaced the
now defunct Critical Notification Service) and Windows Update only apply to the spe-
cific computer that they are running on; the rest of the methods can be used to apply
fixes and updates to multiple computers.

The Software Update Service is a relatively new service that replaces Windows
Corporate Update; however, it only works with Windows 2000, Windows XP, and
Windows .NET Servers computers and is not exactly all that intelligent when it comes
to applying patches. Systems Management Server (SMS) has been around for quite some
time and is due for a new version release, version 2003, in the near future. SMS can be
used to deploy all sorts of fixes and updates to all versions of Windows computers.

Scripting can also apply fixes and updates to all versions of Windows computers and
is perhaps the best choice when you have a large number of computers requiring the
same updates. The same holds true for Group Policy software installation. Of course,
there is always good old-fashioned “sneaker-net.”

If you need to manually download fixes and patches, you can get them from the
following locations:

m  For downloading service packs, your best bet is to go straight to the service
pack homepage located at http://support.microsoft.com/default.aspx?scid=
th; EN-US;sp.

m  For hotfixes and other updates, you have several viable options:

B You can go directly to the Q article that is listed with the fix. Q articles
can be found at http://support.microsoft.com/default.aspx?scid=KB;
EN-US; Quxxcxxcxx, where xxxxxx is the six-digit Q article number.
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B You can look up the specific Security Bulletin that is mentioned at
www.microsoft.com/technet/security/bulletin/MSyy-bbb.asp, where yy is
the year and bbb is the bulletin number within that year.

B You can visit the Windows Catalog, which replaced the Windows Corporate
Update Web site, at http://windowsupdate.microsoft.com/catalog. By
working through the options and selecting your operating system and type
of downloads you are looking for, you can find most all updates, patches,
and hotfixes in one location.

TesT DAY Tip
The download locations presented here are for your own professional knowl-

edge and reference. Don't expect to be tested on them.

Test, Backup, Deploy

We cannot stress enough the importance of having a solid, well-documented,
and verified update plan for your organization. Consider this scenario: You are
the administrator for a small financial organization. Your organization’s pri-
mary business is that of buying and selling stocks. You, without prior proper
planning, apply an untested update to your member servers—the very lifeblood
of your custom ASP and SQL financials application. The update causes several
of the servers to become unstable because it is conflicting with another previ-
ously installed update (which, as you failed to see, the new update’s installa-
tion notes plainly said to remove before installation). You've now created a
problem.

Think that’s bad? Wait, it gets worse. You have a pretty good backup plan
in place—or so you think. Backups are performed nightly using a well-docu-
mented procedure, but no one has ever taken the time to test the plan to see
just how well it works. No time is a worse time to test your backup plan than
when your mission-critical production servers have been taken down—not by
attackers but by the carelessness of the network administrator.

The solution to avoid such a scenario? Test, backup, deploy. Build a small
test lab (as large as required and that can be afforded financially) that mimics
your actual production environment. If you have Windows 2000 IIS servers and
SQL 2000 servers in your production network, you need to duplicate that sce-
nario in the lab. Using Active Directory and Exchange 2000 server? You need to
duplicate those as well. Every detail is pertinent and no detail should be
ignored, overlooked, or considered superfluous when it comes to building a
test lab. Furthermore, the hardware and software configurations used in the
production network should be the same ones used in the lab environment.
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Once you've thoroughly tested a proposed update in your lab, you can
take steps to deploy it to your network—but not before performing a backup
on the affected systems. Haven't tested your disaster recovery plan lately? You
might want to consider doing it now. It's better to find out that it doesn’t work
when you don‘t need it to. When you are certain that everything else is ready,
then (and only then) can you go forward and deploy the updates. Using this
three-step deployment strategy, you will in most cases prevent problems from
occurring. You can deal with those that do occur because you now know that
your disaster recovery plan works and can be called into action in short order.

The bottom line is this: You plan or you pay. Which will you do?

zaw | Installing Updates on New Computers

Deploying updates to new computers that are being prepared for installation is the eas-

iest scenario that you can find yourself in. Unfortunately it’s also the least likely sce-
nario. But when you need to deploy updates to new computers, you have a couple of
good options at your disposal that don’t require you to visit each computer and per-
form the updates manually.

For service pack updates, you can create slipstreamed installation media that incor-
porate the latest service pack from the very beginning—no time wasted sitting in front
of each computer installing the service pack and then waiting for the subsequent restart
to confirm that all is well.

For applying the smaller patches, updates, and fixes, you can use a script and the
Qchain.exe utility to install them, ensuring that version conflicts and file-locking issues
are avoided and you, in the end, get all your updates installed. In some instances you
might need to install these updates on computers that are located in isolated networks
or are otherwise unavailable for any sort of over-the-network installation. In these cases,
you will most likely find yourself visiting each computer with a specially created instal-
lation CD or sending the local staff this CD with instructions on its use. We examine
each of these scenarios in more detail in the following sections, including several exer-
cises on pulling each of them oft successfully.

Slipstreaming Installation Media for RIS Deployment
What’s more fun than installing Windows 2000 on 50 new client workstations? Going
right behind this installation and installing the latest service pack, of course! In reality,
we all know this statement is not exactly the truth, but it does make a good point as to
how time-consuming and generally unnerving manually it can be to install an oper-
ating system and service pack on new computers.
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Fortunately, Windows 2000 provides a solution to the problem of installing an oper-
ating system on new computers; it even allows us to ensure that the installation per-
formed is one that is up to date with the latest service pack. Of course, this technology
is not new to Windows 2000; it forms one of the cornerstones of Systems Management
Server. Additionally, the functionality in Windows 2000 is not as robust as that you will
find in Systems Management Server, but overall the Remote Installation Service in
Windows 2000 is a fairly simple and foolproof way to perform new operating system
installations over the network—all from the comfort of your own desk.

When it comes to deploying service packs to new clients, the method of choice is
to slipstream the installation media with the service pack files, thus creating an inte-
grated installation source that contains all the most up-to-date files. To slipstream means
to place newer files directly over existing files without causing any version conflicts or
other issues—something that was a constant source of frustration for Windows NT 4.0
administrators.

All Windows 2000 Service Packs are slipstream ready—meaning that you can
extract the service pack files into a directory on your computer that contains the con-
tents of a Windows 2000 Setup CD-ROM. The extracted service pack files simply
overwrite the files that currently exist, and you end up with a new, integrated, and
updated installation source. The process to slipstream an installation source is discussed
in Exercise 3.05.

A Exam WARNING

The process to slipstream service pack files into an installation source,
including all commands issued, is something you should commit to memory.
Questions about slipstreaming have an odd tendency to pop up here and there
in several of the Windows 2000 MCSE exam:s.

EXERCISE 3.05

SLIPSTREAMING THE WINDOWS 2000
PROFESSIONAL SOURCE FILES WITH SERVICE PAck 3
1. Create a new folder on your computer to hold the Windows 2000
Professional setup files, such as W2KPRO.

2. Copy the contents of your Windows 2000 Professional Setup CD-ROM
to this folder.

3. Create a new folder on your computer to hold the contents of Service
Pack 3, such as W2KSP3.
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4. Extract Service Pack 3 to this folder by executing the following com-
mand at the command prompt: w2ksp3 —x (see Figure 3.16).

Figure 3.16 Extracting the Service Pack Files

-

5. After the service pack verifies all files, you will be asked to choose a
location to extract them to, as shown in Figure 3.17. Choose the
Service Pack folder you created earlier.

Figure 3.17 Entering the Extraction Location

6. After all the service pack files have been extracted, click OK to close the
extraction window.

7. To slipstream the extracted Service Pack 3 files into the original installa-
tion media, enter the following command from the command line:
w2ksp3\i386\update\update.exe -s:c:\w2kpro (assuming that your
folders are located on volume C). After you enter the command, a
window like the one shown in Figure 3.18 will open and inform you of
the slipstream status.

Figure 3.18 The Integration Process
e

[ reia, TET: e
e E e A—g—"—

¥
e o [l i

e i
[ 111

" www.syngress.com



158 Chapter 3 ¢ Identifying, Installing, and Troubleshooting Required Updates

8. When the integration is complete, click OK to close the integration
window and complete the slipstream process. You now have an inte-
grated Windows 2000 Professional Service Pack installation source.

Of course, now that you have the slipstream installation source, you need to do
something with it. You have three options at this point:You can use the Remote
Installation Service to install new client systems, you can burn the files to CD-ROM to
create an integrated Setup CD-ROM (this will come into play later in this chapter), or
you can perform network installations from a file share using the integrated installation
files you just created.

Before you can get to work installing Windows 2000 using the Remote Installation
Service, you must have the service installed and configured on your network. If you are
installing it for the first time, this is an all-in-one process. If you already have it installed,
you will be able to skip Exercise 3.06 entirely and create a new installation image as out-
lined in Exercise 3.7.To use Remote Installation Service, you must have a Windows 2000
Active Directory domain and you must install RIS on a Windows 2000 server, either a
member server or a domain controller. For a more in-depth discussion of Windows 2000
RIS, see http://infocenter.cramsession.com/techlibrary/gethtml.asp?ID=1514.

Test DAy Tip
Don’t expect to be tested on the process to install and configure a RIS server in

your network. This is outside the domain of this exam. Exercise 3.06 is pro-
vided for reference and as a lead-in for Exercise 3.07, which does present some
information you could see on this exam.

EXERCISE 3.06

INSTALLING AND CONFIGURING
THE REMOTE INSTALLATION SERVICE

1. If you already have RIS configured on your network, you can skip this
exercise entirely and instead complete Exercise 3.7. If not, begin the
process to install RIS by clicking Start | Settings | Control Panel |
Add/Remove Programs. Select the Add/Remove Windows
Components option.
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From the Windows Component Wizard, select Remote Installation
Services and click Next to continue.

The wizard will briefly copy the required files to your Windows 2000
Server in order to support RIS.

You might be prompted to provide your Windows 2000 Server Setup
CD-ROM or to enter the path to its installation files. Provide the CD-
ROM or installation path and click OK as required.

When the Completing Windows Component Wizard page is shown,
click Finish to complete the installation of RIS.

You will be prompted to restart the server in order to finish the installa-
tion process.

After the server has restarted, open the Add/Remove Programs applet
again and click Add/Remove Windows Components. You should now
see an entry prompting you to configure RIS on the server, as shown in
Figure 3.19. Click the Configure button to start the RIS Setup Wizard.

-

Click Next to dismiss the opening page of the RIS Setup Wizard.

Enter the folder path you want to use as the root for the RIS operating
systems and then click Next (see Figure 3.20). This is the location at
which RIS will store its installation images, so be sure to pick a location
that is large enough for the number of installation sources you plan to
create—about 250MB for a Windows 2000 installation. A few caveats
about the location: It cannot be on a system volume, it must be on an
NTFS 5 volume, and it cannot be a DfS share.
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10.

11.

12.

13.

Figure 3.20 Selecting the Location for the RIS Root
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On the Initial Settings page, you are asked if you want to start
responding to client requests for RIS services at this time. The preferred
selection is not to respond to client requests until you have completed
configuring and testing the RIS server. To prevent the RIS server from
responding to all requests, leave both check boxes unselected and click
Next to continue.

On the Installation Source Files Location page, enter the path to the
Windows 2000 Professional installation files, and then click Next to
continue. Using the location of the files from Exercise 3.5 would give
us C:\W2KPRO, for example.

On the Windows Installation Image Folder Name page, enter a name for
the folder that will store this operating system image, and then click
Next to continue. In this example, we used windows2000.pro.sp3 as

a folder name.

On the Friendly Description and Help Text page (see Figure 3.21), you
need to provide a user-friendly name for the RIS image you are creating.
Users will see this name on their selection menu when they boot into a
RIS installation. After completing this page, click Next to continue.

Figure 3.21 Entering a User-Friendly Name and Description for the
RIS Image
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14. On the Review Settings page, you can review the settings that you have

15.

16.

17.

18.

configured before creating the RIS image. When you are satisfied with

your settings, click Finish to complete the RIS server setup and configu-
ration process. You can watch the progress of the operation, as shown

in Figure 3.22.

Figure 3.22 Completing the RIS Setup Wizard
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When the Wizard has completed, click Done to close the RIS Setup
Wizard window.

If the server you configured for RIS is not already an authorized DHCP
server on your network you need to authorize from the DHCP console
before it can start servicing client requests. Open the DHCP console,
right-click in the root of the console, and select Manage Authorized
Servers from the context menu. This opens the Manage Authorized
Servers window, as shown in Figure 3.23.

Figure 3.23 Managing Authorized Servers—Not Just for DHCP
Anymore!

radlF oo (5

Click Authorize, enter the IP address or server name for the RIS server,
and then click OK to authorize the RIS server.

You can now perform any further configuration of your RIS server that
you would like, including enabling it to respond to client requests and
creating additional installation images, by opening the Active Directory
Computers and Users console, locating the RIS server, right-clicking it,
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and selecting Properties. Switch to the Remote Install tab and you are
in business. For a more detailed discussion of managing RIS, see the
tutorial located at http://infocenter.cramsession.com/techlibrary/gethtml
.asp?ID=1514.

If you have previously installed and configured a RIS server on your network and
only need to create a new installation image for your slipstreamed Windows 2000
Professional Service Pack 3 files, Exercise 3.07 is for you.

EXERCISE 3.07

CReATING A NEw RIS CD-BASED INSTALLATION IMAGE

1. Open the Active Directory Users and Computers console. Locate the
RIS server of concern and right-click it. Select Properties from the con-
text menu.

2. Switch to the Remote Install tab and click the Advanced Settings
button. Switch to the Images tab. From here you can view all images
hosted on the server.

3. To add a new image, click the Add button. This will start the Add
Installation Image Wizard. Note that you can only add CD-based
imaged from here; you need to run RIPrep to add a new RIPrep
installation image.

4. Select Add A New Installation Image and click Next. Follow through
the Add Installation Image Wizard to create the image and its associ-
ated answer file.

5. Click Finish to complete the Add Installation Image Wizard.

Now that you have an integrated RIS installation image created, you now just need
to visit each computer (or have a trained user do it for you) and start the installation
process. Your total time in front of each computer will be extremely short compared to
the time you would spend if you weren’t using a slipstreamed installation source and
Remote Installation Services. Using an answer that provides all the required informa-
tion during the GUI phase of setup, you can even further minimize the time required
to perform each installation. Should you need to include fixes, updates, or patches in
your installation source, see the tutorial located at http://infocenter.cramsession.com/
techlibrary/gethtml.asp?ID=967 for a good walkthrough on how to properly locate
them and prepare them for deployment.
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Scripting Updates

Individual updates, fixes, and patches can be applied to your new computers quite easily
using a script or batch file. Using the Qchain.exe tool, you can safely apply multiple
updates, fixes, and patches to a computer without having to restart after each one—a
problem that you most often face when attempting to manually install these updates. The
Qchain.exe tool, which can be downloaded from www.microsoft.com/downloads/
release.asp?Release]D=29821, allows you to install multiple updates at one time by pre-
venting file-locking issues and incorrect file versions from being installed.

The following is an example of what could happen if you were to install two hotfixes
without using Qchain.exe. When a hotfix is installed, it is placed in the Pending File
Rename queue to be replaced affer the computer has been restarted (hence the reason
you must restart the computer following the installation). Because it has been placed in
this queue, it is possible that you could potentially perform two updates that both target
the same file. Say that you install hotfix 29 and hotfix 65 without restarting the computer
in between, and both hotfixes update a specific file called problem_file.exe. Hotfix 29,
which was applied first and will be processed first, contains version 3.1.5.33 of
problem_file.exe. Hotfix 65, on the hand, contains an older version of the file, version
3.0.2.21. When each of the hotfixes is processed on the subsequent startup, they each (in
turn) replace problem_file.exe with their respective versions. The net result is that the
hotfix that is processed last will be the “winner,” so to speak, in that its version of
problem_file.exe will be the one that remains after all updates have been applied. Therein
is the crux of the problem.

Using Qchain.exe, you can prevent such problems in most cases. Qchain.exe exam-
ines the changes made by each hotfix and applies the most recent file version in the
event of a conflict. By doing so, Qchain.exe increases server and workstation uptime by
preventing excessive restarts and by preventing file version problems.

If you have five updates to apply, you could use a script as follows to get them
installed:

@echo off

setlocal

set FIXPATH=the_path_to_the_files
SFIXPATH%\Q123456_w2k_sp2_x86.exe -z -m
SFIXPATH%\Q234567_w2k_sp2_x86.exe -z -m
SFIXPATH%\Q345678_w2k_sp2_x86.exe -z -m
SFIXPATH%\Q456789_w2k_sp2_x86.exe -z -m
SFIXPATH%\Q567890_w2k_sp2_x86.exe -z -m

$FIXPATH%\gchain.exe
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The —m switch turns on quiet mode, suppressing output; the —z switch instructs the
hotfix executable not to restart after it has run. This script or batch file can then be
saved to a network folder and placed in the Startup Scripts folder for a Group Policy
object (see Figure 3.24). Figure 3.25 shows the actual directory for the specitic GPO to
which we have applied this batch file; yours will vary.

Figure 3.24 Placing the Qchain.exe Batch File in the Startup Scripts Folder of the
Group Policy Object
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Figure 3.25 Locating the Startup Script Folder
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A Exam WARNING

Ensure that you completely understand the reasons for using Qchain and how
it functions to prevent file version problems on your computers as well as
increasing computer uptime by requiring only one restart. You should also
make sure that you understand the types of updates Qchain is used for and
how Qchain is typically used to deploy these updates.
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Should you need to apply only one hotfix or update, you can opt to directly apply
it or to use a script as discussed here. Scripting using Qchain.exe also works quite well
for existing network clients and should be considered for use on them as a first (and
preferred) option.

Installing Updates in Isolated Networks

For computers in isolated areas, your installation options are somewhat limited. Your best
option in this case is to provide a local administrator or power user with a slipstreamed
Windows 2000 Setup CD-ROM that also contains an answer file and any required
patches, fixes, or updates that came out after the service pack. See http://infocenter
.cramsession.com/techlibrary/gethtml.asp?ID=967 for a good walkthrough on how to
accomplish this sort of installation.

Deployment Updates to Existing Computers

Getting updates to your existing computers can be a somewhat more complicated pro-
cess, depending on the size of your organization, the capacity of your network, and the
location of the computers to be upgraded. For existing computers, you can choose
from a variety of methods when it comes to deploying updates. Windows Update,

the Windows Catalog, Software Update Services, Automatic Updates, and Systems
Management Server are among the more common and well-known methods, although
more than a handful of available third-party solutions will work, often with better
results and easier management.

Windows Update

As we discussed earlier in this chapter, Windows Update is a very simple and easy-to-
use method of updating one specific computer at a time. Therein lays its drawback: It
can be used to update the local computer and requires that updates be downloaded
from Microsoft for that computer. Using Windows Update is a good choice if the
number of computers to be updated is relatively small or if you do not have Active
Directory in your network. As the number of computers and sites increases, so does
your workload, and very quickly Windows Update becomes a solution that is not
viable. The exact number of computers at which this breaking point occurs is not fixed
and can vary from organization to organization, but a good guideline is 10 computers.
If you have 10 computers or fewer in your organization, you can, in most cases, get
away with using Windows Update without too much administrative effort. Anything
more than 10 and you should consider another means of keeping your computers up to
date. Another concern with using Windows Update is that each computer will down-
load the files it requires independently of what any other computer has previously
downloaded; this can put quite a hit on your network bandwidth.
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Should you need to use Windows Update, the process to scan for required updates
was presented earlier in this chapter, in Exercise 3.03. Exercise 3.08 presents the basic
process to select and download updates.

Test DAy Tip
Don’t expect to be tested on a large amount of Windows Update knowledge

during your exam. Most likely, you will only see to topic referenced lightly.
What you need to take away from the discussion in this chapter is what
Windows Update does, how it works, and why it is a limited solution not suit-
able for Enterprise use.

EXERCISE 3.08

UPDATING A SINGLE CoOMPUTER UsING WINDOWS UPDATE

1. After you've completed the Windows Update scan of your computer
(refer back to Exercise 3.03), you will now need to select and download
updates to be applied to your computer. Some updates are mutually
exclusive of all other updates, meaning that they must be downloaded
and installed separately from any other updates. Most often, this
includes any updates to Internet Explorer, service packs, and any sort of
security roll-up.

2. By default, Windows Update automatically places into your download
“basket” any items it finds that fall into the Critical Updates and Service
Packs category. This does not mean, however, that it can install them all
at once or that you must install them at all. To see what items have
been identified and selected as Critical Updates or Service Packs, click
the Critical Updates or Service Packs link to get the page shown in
Figure 3.26. Notice that Internet Explorer Service Pack 1 (the first item
selected) is one of those items that is mutually exclusive and must be
downloaded and installed separately from the rest of the selected
items. In this case, you need to either remove all other items from your
download list or remove the one specific item. We recommend
checking the entire list to make sure that other items are not mutually
exclusive and that the list contains only the items you want to down-
load. You can read more about any item by clicking the Read more link
at the end of the item’s description.
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Figure 3.26 Examining the Critical Updates and Service Packs List
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The items identified as Windows 2000 updates are not automatically
added to your list of selected items, but they might still be useful or
needed for your computer. You should examine this list of items by
clicking the Windows 2000 link and adding any updates you ant to
have installed to your list.

If your scan reveals that you have updated drivers for your computer
hardware, they will be listed under Driver Updates. You can add any of
these updated drivers to your download list as well.

Once you have added all the updates that you want to your list (or
that you can based on exclusions), click Review and install updates
to progress to the next step of the Windows Update process (see
Figure 3.27).

Once again you will have the option to examine the selected updates
you have chosen and remove them from your list. Once you are satis-
fied with your selections, click Install Now.

You will be presented with a supplemental licensing agreement like
the one shown in Figure 3.28. You must click Accept to complete the
process.
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Figure 3.27 Reviewing Selected Updates
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8. Windows Update will now download (see Figure 3.29) and install the
selected updates. More often than not, you will be required to restart
the computer after the installation to complete the process. Restarting
the computer allows files that were in use to be updated. That's all
there is to using Windows Update to update a single computer.

www.syngress.com



Identifying, Installing, and Troubleshooting Required Updates « Chapter 3

Figure 3.29 Windows Update Downloads and Installs the Updates

Using Windows Update is a simple, easy way to update a single computer or a few
computers. But if you have more than a few computers to update or want to control
when and how the updates are applied to your computers, you need to use one of the
other methods we discuss in the next few sections.

Windows Update Catalog

The Windows Update Catalog and the Software Update Service have replaced what
was once known as Corporate Windows Update. Corporate Windows Update allowed
you to browse through all the available updates for your operating system, download
the ones you wanted, and then deploy them using any available means such as scripting
or Systems Management Server.

Windows Update Catalog pretty much performs the same function as the now
defunct Corporate Windows Update site. Software Update Services (SUS) takes the
concept a step further by automatically downloading the updates to the SUS server and
staging them for you until you are ready to deploy them. We examine Software Update
Services next, but for now let’s see how the Windows Update Catalog can be used to
locate and download updates of our choosing in Exercise 3.09.

EXERCISE 3.09

GETTING UPDATES UsING THE WINDOWS UPDATE CATALOG

1. Open Internet Explorer and enter http://windowsupdate.microsoft
.com/catalog into the address bar. The Windows Update Catalog will
open, as shown in Figure 3.30.

2. Click Find updates for Microsoft Windows operating systems to
start the process of finding updates for your Windows 2000 computers.

3. Choose your operating system from the choices given (see Figure 3.31)
to locate all available downloads. If you want to perform an advanced

169
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search and only locate specific items, such as service packs or recom-
mended updates, click Advanced search options. After you have con-
figured your search parameters, click Search to continue.

Figure 3.30 The Windows Update Catalog
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Figure 3.31 Selecting the Search Criteria
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4. Available updates will be enumerated by category in which you have
chosen to search. Clicking Critical Updates and Service Packs in our
case yields the output shown in Figure 3.32.

5. Browse through the listing of updates in order to determine what you
need. You can gain more information about a specific update by
clicking the Read more link within the update’s descriptive text.

Click Add to place an update into your download basket. When you are
done selecting updates, click Go to Download Basket.
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Figure 3.32 Listing the Updates
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6. The Download Basket (see Figure 3.33) shows all updates that you have
chosen to download and allows you to configure a location to which to
download the files. When you are ready to download your chosen files,
click Download Now.

Figure 3.33 Preparing to Download the Selected Update Items
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7. When you're prompted to accept the licensing agreement, do so in
order to complete the download.

8. Downloaded files can be tracked in the Download History, as shown in
Figure 3.34. Now that you've gotten your updates, you can deploy
them via your choice of methods.
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Figure 3.34 Keeping Track of Downloaded Updates
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Now let’s move on to the Software Update Service, a recent introduction in
Windows 2000 that allows you to set up the equivalent of a Windows Update server
inside your own intranet.

Software Update Service and Automatic Updates

The Software Update Service is the other half of the replacement for the now defunct
Corporate Windows Update. Call it what you will, Software Update Service (when
paired with the Automatic Updates client) is really just a Windows Update server that
lives inside your private network. As the name of this section implies, it is a two-part
process: You must install and configure the SUS in order to get available downloads
from Microsoft, and then you must install and configure Automatic Updates so that
available updates will be automatically installed on your client computers.

Before you can use SUS or Automatic Updates on your network, you need
to download and install the required files. To get the SUS installer file, see
www.microsoft.com/windows2000/downloads/recommended/susserver/default.asp.
You should also consider downloading a very good SUS Deployment Guide at that
location; it 1s full of excellent tips and best practices that will help you keep your SUS
servers running smoothly. The Automatic Updates client can be downloaded from
www.microsoft.com/windows2000/downloads/recommended/susclient/default.asp.

Exercise 3.10 walks you through the installation and configuration of your first SUS.
It is important to know the restrictions for installing SUS before starting the procedure:

B You must install SUS on a Windows 2000 Server Service Pack 2 (or later) or
Windows .NET Server RC1 (or later).
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®  The server SUS is installed on must be running IIS 5.0 or later.

B The server SUS is installed on must be running Internet Explorer 5.5 or later.

m  Software Update Services must be installed on an NTES 5 partition, and the
system partition on the SUS server must also be using NTFS 5.

m  SUS cannot be installed on a domain controller.

EXERCISE 3.10

INSTALLING AND CONFIGURING SOFTWARE UPDATE SERVICES

1.

Download the SUS package from www.microsoft.com/windows2000/
downloads/recommended/susserver/default.asp.

Double-click the SUSSetup.msi file to begin the installation on your
new SUS server.

Click Next to dismiss the opening page of the wizard.

After reading the End User License Agreement, select | accept the
terms in the License Agreement and click Next to continue. You must
agree to the terms in order to continue the installation of SUS.

From the Choose setup type page, click Custom in order to see all the
configurable options available to you.

From the Choose file locations page (see Figure 3.35), you can con-
figure the location to place the downloaded updates to instead direct
clients to a Microsoft Windows Update server. After making your selec-
tions (which you can in most cases leave as the defaults), click Next to
continue.

Figure 3.35 Selecting File Location Options
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7. From the Language Settings page, select the language option that you
need. In most cases, you can simply select English only. This choice will
also reduce the amount of space required for downloaded updates.
After selecting your language, click Next to continue.

8. On the Handling new versions of previously approved updates page
(see Figure 3.36), you are asked to make a seemingly small decision,
but really it is a critical one. You should always select | will manually
approve new versions of approved updates in order to avoid any
problems with incompatibilities. Once you have adequately tested the
newer version, you can turn it loose on the network. After making your
selection, click Next to continue.

Figure 3.36 Selecting the Installation Method; Be Wary of Allowing
Automatic Approvals
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9. The Ready to install page provides you with the URL that clients
should be targeted toward when configuring the Automatic Updates
client. When you are ready to complete the installation of SUS, click
Install.

10. The setup process will run the IIS Lockdown tool on your Windows
2000 Server in order to secure it as part of its installation process. This
includes installing the URLScan ISAPI filter as well.

11. When setup has completed, click Finish to close the wizard. You can
now administer your SUS server from http://servername/SUSAdmin.

12. Open a browser and in the address box, enter the location that corre-
sponds to your SUS server. You should see the SUS server admin page,
shown in Figure 3.37.

13. To being, you need to synchronize your server. Click Synchronize
server. You can, and should, configure a synchronization schedule for
your server. You can perform this task by clicking the Synchronization
Schedule button. This step opens the window shown in Figure 3.38.
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Figure 3.37 Administering the SUS Server
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Figure 3.38 Configuring the Synchronization Schedule
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If you need to configure options related to a proxy server, click Set
options from the left pane menu. When you are ready to force a syn-
chronization of your new SUS server to update it, click the Synchronize
Now button on the Synchronize server page.

Synchronization will run for some time (as shown in Figure 3.39),
depending on the amount of updates that you need.

After all updates have been downloaded, click OK. You are now
prompted to test and approve updates. You can do this at your leisure.

When you have tested an update and you are ready to approve it, click
Approve updates to open the Approve Updates window. Select all
updates you are ready to approve (see Figure 3.40) and click Approve.

You will be asked to verify that the list of updates you are approving is
correct, since it will replace the existing approval list. Click Yes to allow
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19. You will be presented once again with the familiar supplemental End
User License Agreement. Click Accept to continue the approval process.

Click OK when you're informed that the list of updates has been made
available to your clients. You have just performed the installation and
basic configuration of your first SUS server.

20.

the list of approved updates to be made available to Automatic
Updates clients.

Figure 3.39 Downloading Required Updates
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Armed with a functional SUS server, you now need to install the Automatic
Updates client software on all your client computers in order for them to take advan-
tage of the service.You can install the Automatic Updates client via any of the tradi-
tional methods, including using IntelliMirror and Group Policy, using Systems
Management Server (or any other software installation and management application), or
by good, old-fashioned sneaker-net.

Since we are only going to install one Automatic Updates client in Exercise 3.11,
we will use the sneaker-net method; however, your installation method should be based
on the number and location of the client computers on which you want to install the

software.

The Automatic Updates client software can be used on the following systems:

m Windows 2000 Professional, Server, or Advanced Server (Service Pack 2 or
later). Service Pack 3 includes the Automatic Updates client software.

m  Windows XP Home Edition or Professional. Service Pack 1 includes the
Automatic Updates client software.

EXERCISE 3.11

INSTALLING AND CONFIGURING
THE AUTOMATIC UPDATES CLIENT

Download the Automatic Updates client installation package from
www.microsoft.com/windows2000/downloads/recommended/susclient/

1.

default.asp.

Double-click the WUAU22.msi file to install the Automatic Updates
client. When it completes, you will notice a new applet in the Control

Panel (see Figure 3.41).

Figure 3.41 A New Applet Appears
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3. By default, the Automatic Updates client is not enabled. If it were
(assuming you did no further configuration), it would be able to down-
load updates from the Windows Update server. We are going to con-
figure it to download approved updates from our SUS server instead.

4. Automatic Updates settings for SUS are configured through a special
Group Policy administrative template that you must add to the Group
Policy object you are editing. Since we are working with one local com-
puter, we will use the Local Group Policy object. However, you can per-
form this process for any Group Policy object at any level of Active
Directory, as you require.

5. Open the Local Group Policy window by typing gpedit.msc at the com-
mand line.

6. Open the Computer Configuration node, right-click Administrative
Templates, and select Add/Remove Templates from the context menu,
as shown in Figure 3.42.

Figure 3.42 Adding a New Template
s ___________________muo|

e e || = = W@ TS

. rrpe—
|"

Py
=

7. Click Add and select the wuau.adm template, as shown in Figure 3.43.
Click Open. Click Close to close the Add/Remove Templates window.

Figure 3.43 Selecting the New Template
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8. Expand the Administrative Templates node to the Windows Updates
node.

9. Configure the Configure Automatic Updates and Specify intranet
Microsoft update server location objects to your requirements, as
shown in Figures 4.44 and 4.45.

Figure 3.44 Configuring the Configure Automatic Updates Object
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Figure 3.45 Configuring the Specify Intranet Microsoft Update Server
Location Object
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10. After Group Policy has been replicated and taken effect, you will no
longer be able to manually control Automatic Updates settings from
the Control Panel applet. All available options will be grayed out.

11. Depending on your configuration, updates will either be installed silently
according to the configured schedule or will require user intervention to
complete the install. In this example, we elected to have updates auto-
matically downloaded and installed. Figure 3.46 shows the result: The
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update that was approved (see Figure 3.40) was subsequently installed
and now shows up in the Add/Remove Programs listing.

TesT DAY Tip
Even though it is possible that you will see questions dealing with SUS and the

Automatic Updates Client, you should not expect to see detailed installation
and configuration questions on the exam. Expect to see questions more along
the lines of what SUS and Automatic Updates are, how they work, and what
you need to do to get them up and running. Remember, SUS is nothing more
than a Windows Update server that you run on your internal network to pro-
vide your clients a location to automatically get and install required updates.

Systems Management Server

It 1s quite likely that in an organization with a well-established software installation and
inventory control system, you will instead use some other form of update distribution
and installation. Microsoft’s Systems Management Server (SMS) is an extremely pow-
erful and popular software management and inventory control application that can be
used to install, maintain, and inventory software across most all versions of the Windows
operating system. Although a detailed discussion of SMS is beyond the scope of this
book, you can find a wealth of information on using SMS to deploy and manage
updates on your network at www.microsoft.com/smserver/techinfo/deployment/
20/default.asp. SMS 2003 was in beta testing at the time this book went to press and
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promises to provide more robust Active Directory integration and several other new
enhancements. For more information on SMS 2003, see www.microsoft.com/smserver/
evaluation/future/default.asp.

Special Considerations for Updating Servers

When you stop to think about it, servers are the life’s blood of your network. True, the
network exists to provide clients with information and services they need in order to
be useful to users, but servers make it all work. The importance of testing, testing,
testing, and more testing of any update to be deployed to your servers cannot be
emphasized enough.You absolutely must test all updates, no matter how small or seem-
ingly trivial, that will be applied to your servers before they are deployed. After all, you
don’t want to be known as “that admin,” do you? You know, the admin who brought
the entire company’s business to a grinding halt because he failed to adequately test an
update before deploying it—oh guess what ... the update was not meant for the server
it was deployed to, and as a result the server crashed. Too bad that was the Exchange
Server.You get the point.

Of course, after testing has been completed to your satisfaction, you are not ready
to deploy updates to your servers just yet. You need a well-documented (and approved)
upgrade plan that includes a backout plan in the event that things go south in a hurry.
Only proceed to install updates after you have been granted approval from your super-
visor and the backout plan is well documented. In this way, you provide yourself with
an out should things not go according to plan.You also want to ensure that you have a
solid, well-tested disaster recovery plan in place. Other solutions such as disk imaging or
hot standby systems can also provide some amount of redundancy should things go
wrong in a hurry.

The last special precaution that you should take when updating servers is to apply
the required updates only to the required servers. Blindly applying all updates to all
servers is not only a waste of time and bandwidth, it can also lead to unforeseen prob-
lems. Your update plan should be carefully prepared to specify exactly which updates
will be applied to which servers in order to prevent this sort of issue. On that note, you
might want to apply updates incrementally over a week or two in order to observe how
real production servers respond to the update. No matter how much testing you do in
the lab, you will never be able to truly recreate the real network conditions that exist in
your organization.

: Exam WARNING

On the exam, just as in real life, pay special attention to any scenarios dealing
with performing updates on “critical” or “production” servers.
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EXAM
70-214

Troubleshooting Update Installations

From time to time, you might experience problems while updating your computers
with the latest hotfix or service pack. When it comes to applying updates to your com-
puters, two universal truths, without a doubt, apply to software installation and update
in Windows networks:

®  Nothing works correctly every time, no matter how well designed the
product.

m  [f there is an incompatibility issue with an applied update, you will most likely
find it—the hard way.

Of course, you can face a host of other issues, but these tend to be the most
common that you will see, along with permissions-based problems during upgrade.

Application Compatibility Issues

It is an unfortunate reality that not all software programs that can be run on a Windows
2000 computer are 100-percent compatible with each other. In fact, there are likely
cases in which two or more software products should not be run together on the same
Windows 2000 computer—ever. Most times you can find out ahead of time about
application compatibility issues by visiting the Microsoft Knowledge Base and reading
the background information about any update that you are preparing to deploy.
Performing a search against the knowledge base for the application name can also
yield some positive results. As a last resort, you should look for available information on
the vendor’s Web site about compatibility issues. More often than not, vendors make it
very clear what combinations of applications you can and cannot use with their products.

Permissions Problems

With very few exceptions, any updates that are installed manually (including Windows
Update) require the user to be logged in with local computer Administrative credentials.
Members of the Administrators group in Active Directory are, by default, members of
every computer’s local Administrative group. When updates are being applied by some
automated method, such as scripting, SUS, or SMS, the updates are performed using a
preconfigured domain account—often invisible even to the administrator.

In the event that you have updates that fail to install due to permissions problems,
you need to first determine what method is being utilized to apply the updates. After
you have determined the method, you can then go on to examine the account or ser-
vice account that is being used for the deployment and ensure that it is one that is con-
figured with the correct permissions and is the correct one for the task at hand. Often,
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installation failures show up in the Event Logs of the local computer and can provide
some insight into what went wrong.

Version Conflicts

Without sounding overly optimistic, Windows 2000 really is an intelligent operating
system when it comes to keeping its files in order. However, sometimes a version con-
flict can wreak havoc on your computer. If installing hotfixes or other patches, always
use the Qchain.exe tool to prevent version conflicts. In all other cases, always install
only one update or hotfix at a time and immediately restart the computer to allow the
updates to take effect. Only by using one of these two methods can you ensure that
your computers will be protected, for the most part, against version conflicts that arise
out of updates gone bad.

Should you fall prey to a version conflict, you might be able to uninstall the sus-
pected culprit update by starting the computer in Safe mode and removing the update
using the Add/Remove Programs applet. Severe corruption may require a reinstallation
of the operating system and applications—thus providing yet another compelling reason
to have in place a well-designed, documented, and tested disaster recovery plan.
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—_—

Summary of Exam Obijectives

Keeping your Windows 2000 computers up to date, and therefore secure, is a big
responsibility no matter how many computers you have. The number of computers you
have and their geographic locations does become important, however, as you seek to
implement a consistent (and usable) change management system on your network.

The first major hurdle that you must cross is to identify any and all required
updates for your various computers. How will you accomplish this seemingly unman-
ageable task? The choice is up to you, but you can use several tools from Microsoft (as
well as plenty of others from third parties) to analyze each of your computers and then
determine the updates that need to be installed.

Windows Update can be used on a single local computer to quickly create a listing
of all missing updates on that computer. If you have only a few computers or you have
computers that are separated from the rest of the network, Windows Update could be a
viable solution for you. The Microsoft Network Security Hotfix Checker, HFNetChk,
is a command-line tool that can be used to quickly and efficiently scan all the com-
puters on your network (or any smaller group) for missing updates. You can save the
output results into a tab-delimited text file for later importation into Excel to examine
the state of your computers. From this output, you can begin to create an update plan.

You can also use the Microsoft Baseline Security Analyzer, MBSA, in order to help
you determine the current needs of your computers. The MBSA can be run from
either the GUI or from the command line and includes fairly detailed information
about each update that needs to be applied. Be aware, however, that the MBSA tool is
primarily concerned with all sorts of security issues that could be occurring on your
computers. Items such as weak or blank passwords, for example, will be shown in the
MBSA analysis. You will often get more than you bargained for when you use MBSA,
which is not a bad thing when it comes to securing your computers.

After identifying the updates you need, the next phase of the update process comes
into play: downloading and deploying the updates. Downloading the updates can be
done in any number of ways, whether directly from the specific Knowledge Base
article discussing a specific issue at hand or by an automated means, such as Windows
Update or Software Update Services.

Windows Update, as mentioned previously, is most useful when you have only a
small number of computers to update, because it is both time and network resource
intensive. Corporate Windows Update has been replaced by two new services: Software
Update Services and the Windows Update Catalog. In a sense, Windows Update
Catalog functions pretty much identically to the way Corporate Windows Update used
to:You select the updates you want to download and then download them to a net-
work location of your choosing.
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Software Update Services takes this idea a step further and actually turns an IIS
server inside your network into a functioning Windows Update server. SUS can be
scheduled to regularly synchronize with Windows Update, ensuring that you always
have the most up-to-date fixes and updates available to you. After you have approved an
SUS update, it is made available to your Automatic Updates clients in the mode of
operation you have configured. The configuration for Automatic Updates is most com-
monly performed from within Group Policy, whether at the local, domain, site, or OU
level, but it can be accomplished by editing the Registry directly if the usage of Group
Policy is not desired.

Scripts or batch files can also be used to deploy hotfixes and make a very powerful
change management tool when used with the Qchain.exe tool. Qchain.exe acts to
ensure that the most up-to-date file versions are maintained on your computer and
should be used with all deployments of more than one hotfix. Regardless of how you
deploy your hotfixes or the number you deploy, you must always restart the computer
to complete the update process and prevent file system version and compatibility
issues—problems that Qchain.exe can prevent for you. Alternatively, you can also use
dedicated software management packages, such as Systems Management Server or any
other third-party application for the deployment of updates on your network.

Although it doesn’t happen very often in Windows 2000, you could have some
issues after an update has been deployed. Most times you can quickly and safely resolve
the problem by uninstalling the update. When asked, always elect to provide for service
pack removal at a later date. Most hotfixes and other updates can be removed via the
Add/Remove Programs applet with no extra configuration required at the time of
installation. Should you not be able to properly start your computer after applying an
update, starting in Safe mode and removing the update will usually fix the problem.

Version conflicts can be avoided when performing updates by either installing only
one update a time, followed by a restart, or using the Qchain.exe tool to ensure that the
correct file versions are installed or maintained on your computer. Permissions (or the
lack of proper permissions) will most often cause an update to fail to install properly.
This problem can be resolved by verifying the group membership and explicit permis-
sions that have been applied to a specific user or system account. Above all else, a solid
and easy-to-use disaster recovery plan is an absolute must when it comes to performing
updates to critical production computers. The job you save might be your own.
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Exam Objectives Fast Track

Identitying Required Updates

4]

The Microsoft Network Security Hotfix Checker, HFNetChk, is a command-
line tool that can be used to quickly and efficiently scan all the computers on
your network (or any smaller group) for missing updates.

The Microsoft Baseline Security Analyzer, MBSA, can also be used to help
you determine your computers’ current needs. The MBSA can be run from
either the GUI or from the command line and includes fairly detailed
information about each update that needs to be applied.

Single computers or small groups of computers can use Windows Update to
identify (and download) required updates.

* Deploying and Managing Updates

4]

4}

Use the Windows Update Web site to update small groups of computers or
computers that are not connected to the main organizational network.

Using the Windows Update Catalog, you can select and download the updates
of your choosing. You can later deploy them by any means you like, including
scripting or manual installation.

The Software Update Service and the Automatic Updates client work
together to allow you to automatically download updates from the Windows
Update servers. No downloaded updates can be installed on a client computer
until they have been approved for release by an administrator. Automatic
Updates, configured from Group Policy, can then either silently install any
approved updates or prompt the computer user for action.

Dedicated software management packages, such as Systems Management
Server, can also be used to deploy updates to client computers.

Take great care in applying updates to servers. Ensure that you have
thoroughly tested the update and have a solid backout plan in place before
starting to update any server. Update servers in waves to allow you time to
observe their performance (in small groups) after they are updated.
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Troubleshooting Update Installations

M  Always ensure that updates are applied by users with the correct credentials or,
if updating by automated means, by a system account with the correct
credentials.

N

Use of the Qchain.exe tool can help prevent versioning issues.

M Should an update have undesirable eftects on a computer, you should remove
the update from the computer as soon as possible and conduct further testing '
on it.

M A solid, proven disaster recovery plan is of critical importance when it’s time
to upgrade computers. Finding out after the fact that the plan doesn’t work is
never the right time.

Exam Objectives
Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book, are
designed to both measure your understanding of the Exam Objectives presented in
this chapter, and to assist you with real-life implementation of these concepts.

Q: What happened to the Corporate Windows Update Web site? How am I going to
download updates in bulk now?

A: The Corporate Windows.Update Web site was replaced in early 2002 by two new
services from Microsoft: Software Update Services and the Windows Update
Catalog. Of these, the Windews Update Catalog functions in roughly the same
manner that the old Corporate Windows Update Web site. You can select updates
by operating system and download them to your servers for testing and deploy-
ment.

Q: I have a Small Business Server 2000 running for my small company. Can I install
the Software Update Services on my server to'keep my six computers up to date?

A: No. Because the SBS server would be the domain*controller, you cannot install and
use SUS on that server. If you placed another member server in the network, you
could run SUS from it and keep all the other network computers up to date.
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Q:

A:

&
1():
.

e

Q:
A:

I have installed the Software Update Services on a member server in my company,
but my Automatic Updates clients are getting updates that I have not approved.
What is wrong?

The most likely cause of this issue is that you have not installed the newest version
of Automatic Updates (required to function with SUS) and you have not config-
ured the Automatic Updates client behavior in Group Policy to pull updates from
your internal servers. Until you configure Automatic Updates from Group Policy, it
can (and will) continue to pull downloads from the Windows Update servers.

‘What makes it unsafe to install multiple hotfixes without restarting the computer
after each one?

Hotfixes are applied on the subsequent restart of the computer. Should two hotfixes
both modify the same file, it is possible that the first one applied could update a file
to a newer version, and then the second one applied could overwrite this file with
an older version. This can create loss of functionality and system instability. Applying
hotfixes with the Qchain.exe utility is the only way to avoid this sort of problem in
most cases. (Nothing’s perfect—you heard it here first!)

What is the difference between HFNetChk and MBSA?

HFNetChk only checks for missing critical updates and service packs; MBSA scans
a computer for all sorts of security flaws such as weak or blank passwords and a host
of other issues. HFNetChk only runs from the command line, whereas MBSA can
be run from the command line or from within the GUL.
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Self Test

A Quick Answer Key follows the Self Test questions. For complete questions, answers,
and epxlanations to the Self Test questions in this chapter as well as the other
chapters in this book, see the Self Test Appendix.

Identitying Required Updates

1. Andrea is responsible for keeping 550 Windows 2000 computers up to date. She
would like to determine what, if any, required updates her computers need on a
weekly basis. What is the best way for her to go about performing this task with
the least administrative effort?

A. Andrea needs to visit each computer and run HFNetChk locally.

B. Andrea needs to create a script that runs HFNetChk against her computers
and saves the results to a network share for her to examine.

C. Andrea needs to configure a script that runs Windows Update against each of
her computers and provides a text file output.

D. Andrea needs to keep a log of installed versus required updates for each com-
puter and check the Microsoft Web site weekly, looking for new updates that
might be required.

2. Austin is trying to run the MBSA tool on one of his member servers when he is
prompted to download and install a strange file claiming to be from Microsoft. What
will happen if he rejects the download request for the file MSSecureXML file?

A. Nothing. The file is optional and not required to complete the scan using
MBSA.

B. Nothing. The download request was obviously a hack attempt from an outside
party. Microsoft never needs to download anything to your computer in order
to determine its current update status.

C. Nothing.. The MBSA tool cannot work without the file.

D. Nothing. As long as Austin knows which updates are and are not installed on
his server, MBSA will function properly.
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3. Christopher is looking for a tool that can scan all 458 of his network computers

from a central location and provide a detailed report of all updates and patches

that he needs to apply. He would like to perform this scan with the least amount

of administrative effort. What options are available to him? (Choose all correct

answers.)

A.

;

B.

Christopher can use the HFNetChk tool as part of a batch file or script to
perform this task.

Christopher can use Software Update Services to perform this task.

Christopher can use the URLScan tool as part of a batch file or script to per-
form this task.

Christopher can use the MBSA tool from either the command line or the
GUI to perform this task.

4. José is creating a script to run the HFNetChk tool on his network to scan for

missing updates. What command does he need to use to allow the application to

; q read a text file containing the IP addresses of the computers that he wants to scan?
i |

A.
B.
C.
D.

hfnetchk -h
hfnetchk -1
hfnetchk -th
hfnetchk -fip

5. Austin has performed several scans of his network using the MBSA tool. Hannah

now wants to examine the results of the scans, but she cannot do so. What is the

most likely reason for this problem?

A.

O

Hannah is not 2 member of the Domain Admins group and thus does not
have the proper permissions to access the location to which the scan results
have been saved.

Hannah does not have the proper permissions to access files located in Austin’s
Documents and Settings folder.

Hannah is not connected to the network.

Hannah’s computer is not configured to use Kerberos as its authentication
protocol.
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6. Bruno is responsible for the security of the Windows 2000 computers in his orga-

nization. He has several junior administrators who work for him and apply patches

and updates to computers as required. What can Bruno do to allow his junior

administrators to be able to easily read the MBSA scan results that he generates on
a daily basis with the least eftort?

A.

B.

D.

Have the junior administrators perform their own MBSA scans. This way, the
scan results will be in their Documents and Settings folders.

Run the MBSA tool and elect for the results to be redirected to a location
other than the default.

Give the junior administrators the required NTES permissions to access the
scan results in his Documents and Settings folder.

E-mail the MBSA results to all junior administrators daily.

Deploying and Managing Updates

7. Lily is responsible for 20 Windows 2000 computers in her organization. All the

computers are on one campus, but they are scattered among four different build-

ings. Lily is the only network administrator in her company. Her network is a

Windows 2000 Active Directory network. What is the easiest way for Lily to keep

all her clients updated with the patches and updates they need but not to allow

any updates or patches to be issued until she is satisfied that they are stable?

A.

B.

C.

Lily should use Windows Update on each computer locally to download and
install the updates her computers need.

Lily should use the Windows Update Catalog to download and install the
updates her computers need.

Lily should use Software Update Services and the Automatic Updates client to
download and install the updates her computers need.

Lily should download all the updates she needs and create an integrated instal-
lation CD-ROM to distribute to each of the four buildings to install the
updates on her computers.
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8. Hannah needs to locate and download applicable security updates for her network
for testing in a lab environment. What are the best ways for her to get these
updates as quickly as possible without downloading anything she doesn’t want or

installing any additional network services? (Choose all that apply.)

A.

B.

Hannah can visit the TechNET security page and download specific updates
that she needs.

Hannah can use the Software Update Services to download available updates.

. Hannah can use the Windows Update Catalog to download the updates she

needs.

Hannah can allow her computers to use Automatic Updates from the
Windows Update Web servers.

9. Rick is preparing to install eight hotfixes to his file and print servers. What
method should Rick use to ensure that all eight hotfixes get applied correctly and
the servers have no stability or compatibility issues after he is done, using the least
amount of administrative eftort?

A. Rick should use the Qchain.exe tool in conjunction with a batch file or script
to install all eight hotfixes in one shot.

B. Rick should manually install each hotfix, in order from lowest Q article
number to highest Q article number, restarting his server after each one to
make sure that version conflicts are prevented.

C. Rick should manually install all eight hotfixes and then restart his server to
ensure that the updates are applied.

D. Rick should extract all the files from the hotfix executables and then copy
these over the existing files on his server.

10. Cindy is trying to install the Software Update Service on her server computer, but
the installation keeps failing. What is the most likely reason for this problem?

A. Cindy’s network does not have Active Directory, which is required for SUS
to work.

B. Cindy is attempting to install SUS onto a domain controller, which is not

F allowed.
C. Cindy’s network has only Windows XP Professional clients. You must have

Windows 2000 clients for SUS to install properly.

. Cindy does not have Enterprise Admin credentials.
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11. Tom has installed and configured the Automatic Updates client on his computer to
download updates from an internal server named GREEN42. Automatic Updates
was configured to download and install, automatically, any available updates from
GREEN42 on a daily basis. After several weeks, Tom noticed that no updates have
been applied to his client computer. Given what you know so far, what is the most
likely reason that no updates have been received on Tom’s computer?

A. Tom turns his computer oft during the update period that has been configured.

B. GREEN42 is either not running SUS or is not receiving updates from the _ .,i
Windows Update servers.

C. Tom forgot to accept the supplemental End User License Agreement that is
required to make Active Updates function properly. 1

D. Tom’s copy of Windows 2000 is not properly licensed.

12. Catherine is preparing to deploy Windows 2000 Professional to 75 new worksta-
tions in her company. She knows that a new service pack has been made available
tor Windows 2000, but her Windows 2000 Professional Setup CD-ROM only has
Service Pack 1.What is the easiest and fastest way for Catherine to get these 75
new clients installed with Windows 2000 Service Pack 3 without placing an
undue strain on the network?

A. Visit each client, installing Windows 2000 Professional Service Pack 1. After
the installation is complete, install Service Pack 3.

B. Create a slipstreamed installation source using her Windows 2000 Professional
Setup CD-ROM and the Service Pack 3 files. Deploy this source to her new
clients over the network using the Remote Installation Service.

C. Use RIS to deploy a Windows 2000 Service Pack 1 image. After this process
has been completed, use Group Policy and IntelliMirror to deploy Service
Pack 3 using the update.msi file.

D. Create a slipstream installation source and burn it back to CD-ROM using
her Windows 2000 Professional Setup CD-ROM and the Service Pack 3 files.
Visit each machine and install Windows 2000 Professional Service Pack 3 from
this slipstreamed CD-ROM.
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%

13. Jon is responsible for three client computers that are not part of the corporate net-
work. These computers have Internet connectivity through a broadband DSL con-
nection at their remote site. What is the best way for Jon to keep these three
computers up to date without having to travel to this remote location or spend
unnecessary money? No users at the remote location are technically competent to
perform this task for Jon.

A. Jon has no other choice but to travel to this location.

B. Jon should install and configure the Automatic Updates client to get critical
updates from the Windows Update servers and automatically install them upon
download.

C. Jon should FTP into the computers and run the HFNetChk tool to check for
required updates.

D. Jon should configure these computers to participate in the corporate network
via a leased WAN link.

Troubleshooting Update Installations

14. You are the network administrator of a medium-sized regional organization that
has one central office and six field offices spread out over several states. A user in
each field office is performing most of the local administrative functions for you,
although these users are not as knowledgeable as you would like them to be and
sometimes cause problems that you must correct yourself. Yesterday, one of your
“assistant administrators” applied several hotfixes to a Windows 2000 server com-
puter in his office. Today you received a phone call from this “assistant adminis-
trator” informing you that the power failed in that location overnight and now
the Windows 2000 server will not start properly. What do you suspect is the cause
of this problem?

A. The power supply in the server has been damaged.

B. The user did not properly apply the hotfixes by restarting the server after each
one or by using Qchain.

C. The server was attacked overnight and the Registry has been damaged by the
attacker.

D. The user did not use the HENetChk tool to determine the hotfixes that were
required.
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15. Dom, your assistant administrator, has been in the office all night applying hotfixes
to your production servers. Now when he restarts them, they all fail to start prop-
erly. You quickly determine that the cause of the problem was his lack of using the
Qchain utility. Now you have a problem to deal with. Which of the following
documents should you consider using at this point?

A. Network Acceptable Use Policy (AUP)

B. Server update plan ‘
C. Network disaster recovery plan ,t- é
D. Windows 2000 Resource Kit r
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Self Test Quick Answer Key

For complete questions, answers, and epxlanations to the Self Test questions in this
chapter as well as the other chapters in this book, see the Self Test Appendix.

10.
11.
12.
13.
14.
15.
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3.1.4

3.5.1

3.5.3
5.1

5.1.1

5.1.2

5.1.3

5.1.4
5.1.5

Deploy and manage IPSec certifi-
cates. Considerations include
renewing certificates.

Obtain public and private
certificates.

Renew certificates.

Install and configure Certificate
Authority (CA) hierarchies.
Considerations include enterprise,
standalone, and third-party.

Install and configure the root,
intermediate, and issuing CA.
Considerations include renewals
and hierarchy.

Configure certificate templates.
Considerations include LDAP queries,
HTTP queries, and third-party CAs.

Configure the publication of
Certificate Revocation Lists (CRLs).

Configure public key Group Policy.

Configure certificate renewal and
enrollment.

5.1.6

5.2

5.2.1
5.2.2
52.3

524
5.3

5.3.1

5.3.2

5.3.3

Deploy certificates to users,
computers, and CAs.

Manage Certificate Authorities (CAs).
Considerations include enterprise,
stand-alone, and third-party.

Enroll and renew certificates.
Revoke certificates.

Manage and troubleshoot
Certificate Revocation Lists (CRLs).
Considerations include publishing
the CRL.

Back up and restore the CA.

Manage client-computer and server
certificates. Considerations include
SMIME, EFS, exporting, and storage.

Publish certificates through Active
Directory.

Issue certificates using MMC, Web
enrollment, programmatic, or auto
enrollment using Windows XP.

Recover KMS-issued keys.
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Introduction

Organizations today rely on networks for access to information. These range from
internal networks to the Internet. Access must be configured to provide information to
other organizations that request it. For example, when a person wants to make a pur-
chase, they can quickly check out vendors’ prices through their Web pages. To not allow
the competition to get ahead of their organization, they must establish their own Web
page for the advertising and ordering of their products.

In the past, Windows NT provided user security through account names and pass-
words. At logon, every user had to submit credentials, which were compared against a
server’s database for authentication. The matching of the username and password identi-
fied the user but failed to identify the corporate server. This environment allowed many
Man-in-the-Middle (MITM) attacks. An attacker could configure a server to imper-
sonate the corporate server, thus intercepting the data from the user as well as from the
corporate server. With the man in the middle in place, an attacker could grab sensitive
data when users sent information to the corporate server. The man in the middle could
have access to sensitive information when the server sent the information to the
requesting user. The best way to prevent impersonation from occurring on a network is
to have both the user and the server verify themselves to each other.

Windows 2000 includes new security features that prevent MITM attacks. The new
security features include the components that create the Public Key Infrastructure
(PKI). As the name implies, security is based on the use of public key pairs.

Cryptography and You:
What is it All About?

The rapid growth of Internet use has given rise to new security concerns. Any com-
pany that does not configure a strong security infrastructure is putting the company at
risk. An unscrupulous person could, if security were lax, steal information or modify
business information in a way that could result in major financial disaster. To protect the
organization’s information, the man in the middle must be eliminated. Cryptographic
technologies provide a way to identify both users and servers during network use.

Test DAy Tip

The material presented in this section is all background information designed
to enhance your understanding of how the Windows 2000 PKI functions. While
you should not expect to be tested on the theory of operations, it is important
to understand how it works to effectively configure and administer it.
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Public Key Cryptography

Encryption is the process of changing a cleartext message into an unreadable form to pro-
tect sensitive data. The transformation from the scrambled form, known as ciphertext,
back to cleartext is called decryption.

Cryptography can be dated back to around 2000 B.C. in ancient Egypt. Through
time and civilizations, ciphering text played an important role in wars and politics. As
modern times provided new communication methods, scrambling information became
increasingly more important. World War II brought about the first use of the computer
in the cracking of Germany’s Enigma code. In 1952, President Truman created the
National Security Agency at Fort Meade, Maryland. This agency, which is the center of
U.S. cryptographic activity, fulfills two important national functions: it protects all mili-
tary and executive communication from being intercepted, and intercepts and unscram-
bles messages sent by other countries.

Three types of cryptographic functions exist. The hash function does not involve the
use of a key at all, but uses a mathematical algorithm on the data to scramble it. The
secret key method of encryption, which involves the use of a single key, is used to
encrypt and decrypt the information and is sometimes referred to as symmetric key cryp-
tography. An excellent example of secret key encryption is the decoder ring you may
have had as a child. Any person who obtained your decoder ring could read your
“secret” information.

There are basically two types of symmetric algorithms. Block symmetric algorithms
work by taking a given length of bits known as blocks. Stream symmetric algorithms
operate on a single bit at a time. One well-known block algorithm is Data Encryption
Standard (DES). Windows 2000 uses a modified DES and performs that operation on
64-bit blocks using every eighth bit for parity. The resulting ciphertext is the same
length as the original cleartext. For export purposes, the DES is also available with a
40-bit key.

One advantage of secret key encryption is the efficiency with which it takes a large
amount of data and encrypts it. Symmetric algorithms can also be easily implemented
at the hardware level. The major disadvantage of secret key encryption is that a single
key is used for both encryption and decryption. There must be a secure way for the
two parties to exchange the one secret key.

In the 1970s, the disadvantage of secret key encryption was eliminated through the
mathematical implementation of public key encryption. Public key encryption, also referred
to as asymmetric cryptography, replaced the one shared key with each user’s own pair of
keys. One key is a public key, which is made available to everyone and used for the
encryption process only. The other key in the pair, the private key, is available only to the
owner. The private key cannot be created as a result of the public key’s being available.
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Data that is encrypted by the public key can only be decrypted using the private
key of the pair. It is also possible for the owner to use a private key to encrypt sensitive
information. If the data is encrypted using the private key, the public key in that pair of
keys is needed to decrypt the data.

The public key is made available to everyone, so a secure key exchange channel is
not needed. Figure 4.1 shows the encryption process using the receiver’s public key.
Bob wants to send Alice a file that is encrypted so only she can access it. Bob encrypts
the file with Alice’s public key. The encrypted file is sent to Alice. She uses her private
key to decrypt the file. As long as Alice’s private key is protected, the encrypted data is
also protected.

Figure 4.1 Encrypting Data
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Public key cryptography can do everything secret key cryptography can do, but at a
much slower pace.To work around the speed problem of public key encryption,
designers often incorporate the two encryption methods together. The designers of
Windows 2000 did just that. Any data that requires a fast encryption method is handled
by secret key encryption, while the encryption of the secret key itself is handled by
public key cryptography. Public key encryption is slow, but because the secret key is
small, this method of encryption does not have an impact on the overall process.
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Public Key Functionality

Public key cryptography brings major security technologies to the desktop in the
Windows 2000 environment. The network is now provided with the capability to allow
users to safely do the following:

®  Transmit over insecure channels

®  Store sensitive information on any commonly used media
®  Verify a person’s identity for authentication

®  Prove that a particular person generated a message

®  Prove that the received message was not tampered with in transit

Algorithms based on public keys can be used for all of these purposes. The most
popular public key algorithm is the standard RSA, which is named after its three inven-
tors: Rivest, Shamir, and Adleman. The RSA algorithm is based on two prime numbers
with more than 200 digits each. A hacker would have to take the ciphertext and the
public key and factor the product of the two primes. As computer-processing time
increases, the RSA remains secure by increasing the key length, unlike the DES algo-
rithm, which has a fixed key length.

Public key algorithms provide privacy, authentication, and easy key management,
but they encrypt and decrypt data slowly because of the intensive computation
required. RSA has been evaluated to be from 10 to 10,000 times slower than DES in
some environments, which is a good reason not to use public key algorithms for bulk
encryption.

Digital Signatures

Forgery is a security issue. When information is sent electronically, no human contact is
involved. The receiver wants to know that the person listed as the sender is really the
sender and that the information received has not been modified in any way during
transit. A hash algorithm is implemented to guarantee the Windows 2000 user that the
data is authentic. A hash value encrypted with a private key is called a digital signature.
Anyone with access to the corresponding public key can verify the authenticity of a
digital signature. Only a person with a private key can generate digital signatures. Any
modification makes a digital signature invalid.

The purpose of a digital signature is to prevent changes within a document from
going unnoticed and also to claim the person to be the original author. The document
itself is not encrypted. The digital signature is data sent along with the document that is
guaranteed not to be tampered with. A change of any size invalidates the digital signature.
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When King Henry II had to send a message to his troops in a remote location, the
letter would be sealed with wax, and while the wax was still soft the king would use his
ring to make an impression in it. No modification occurred to the original message if
the seal was never broken during transit. There was no doubt that King Henry II had
initiated the message, because he was the only person possessing a ring that matched
the waxed imprint. Digital signatures work in a similar fashion, in that only the sender’s
public key can authenticate both the original sender and the content of the document.

Digital signatures are generated by a message digest, which is a number generated by
taking a message and using a hash algorithm. A message digest is regarded as a fingerprint
and can range from a 128-bit number to a 256-bit number. A hash function takes vari-
able-length input and produces a fixed-length output. The message is first processed with
a hash function to produce a message digest. This value is then signed by the sender’s pri-
vate key, which produces the actual digital signature. The digital signature is then added to
the end of the document and sent to the receiver along with the document.

Because the mere presence of a digital signature proves nothing, verification must
be mathematically proven. In the verification process, the first step is to use the corre-
sponding public key to decrypt the digital signature. The result produces a 128-bit
number. The original message is processed with the same hash function used earlier and
results in a message digest. The two resulting 128-bit numbers are then compared, and if
they are equal, notification is received of a good signature. If a single character has been
altered, the two 128-bit numbers will be difterent, indicating that a change has been
made to the document, which was never scrambled.

Figure 4.2 illustrates the generation of a digital signature. The original message is
processed with a mathematical function to generate a message digest. The sender’s pri-
vate key is used to encrypt the message digest, and the final result is a digital signature.

Figure 4.2 Generating a Digital Signature
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Public key cryptography can provide authentication instead of privacy. In Windows
2000, the receiver of the information sends a challenge. The challenge can be imple-
mented one of two ways.
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In the first authentication method, a challenge to authenticate involves sending an
encrypted challenge to the sender. The challenge is encrypted by the receiver, using the
sender’s public key. Only the corresponding private key can successfully decode the
challenge. When the challenge is decoded, the sender sends the plaintext back to the
receiver. This 1s the proof for the receiver that the sender is truly the sender.

For example, when Alice receives a document from Bob, she wants to authenticate
that the sender is really Bob. She sends an encrypted challenge to Bob, using his public
key. When he receives the challenge, Bob uses his private key to decrypt the informa-
tion. The decrypted challenge is then sent back to Alice. When Alice receives the
decrypted challenge, she is convinced that the document she received is truly from Bob.

The second authentication method uses a challenge that is sent in plaintext. The
receiver, after receiving the document, sends a challenge in plaintext to the sender. The
sender receives the plaintext challenge and adds some information before adding a dig-
ital signature.

The challenge and digital signature now head back to the sender. The digital signa-
ture is generated by using a hash function and then encrypting the result with a private
key, so the receiver must use the sender’s public key to verify the digital signature. If the
signature is good, the original document and sender have at this point been verified
mathematically. Figure 4.3 uses Alice and Bob to demonstrate the plaintext challenge.

Figure 4.3 Plaintext Authentication Challenge

1. Bob’s docum

< Alice \v
2. Alice’s plaintext challenge h 8

Bob
4. Mlice uses Bob's

public key to verify

3. Bob digitally signs the challenge the digital signature
after adding some information

A

This type of authentication is referred to as proof of possession. The sender must prove
they are who they say they are by having the correct corresponding private key. The
receiver of the document always starts the process. The document is never encrypted in
this authentication process.
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Secret Key Agreement via Public Key

The PKI of Windows 2000 permits two parties to agree on a secret key while using
nonsecure communication channels. Each party creates half the shared secret key by
generating a random number, which is sent to the other party after being encrypted
with the other party’s public key. Each receiving side then decrypts the ciphertext using
a private key, which results in the missing half of the secret key.

By adding both random numbers together, each party has an agreed-upon shared
secret key, which can then be used for secure communication even though the secret
key was first obtained through a nonsecure communication channel.

Bulk Data Encryption without Prior Shared Secrets

The final major feature of public key technology is that it can encrypt bulk data
without generating a shared secret key first. The biggest disadvantage of using asym-
metric algorithms for encryption is the slowness of the overall process, which results
from the necessary intense computations; the largest disadvantage of using symmetric
algorithms for encryption of bulk data is the need for a secure communication channel
for exchanging the secret key. The Windows 2000 operating system combines sym-
metric and asymmetric algorithms to get the best of both worlds at just the right
moment.

When large files need to be encrypted, secret key encryption is the quickest
method to use. To encrypt such a file, a special session key is created. To protect the ses-
sion key, which is the secret key needed to decrypt the protected data, the sender
quickly encrypts it by using the receiver’s public key. This encryption of the session key
is handled by asymmetric algorithms, which use intense computation but do not
require much time, due to the small size of the session key. The document, along with
the encrypted session key, is then sent to the receiver. Only the intended receiver pos-
sesses the correct private key to decode the session key, which is needed to decode the
actual document. When the session key is in plaintext, it can be applied to the cipher-
text of the bulk data, and then it can transform the bulk data back to plaintext.

Protecting and Trusting Cryptographic Keys

When secret key cryptography is implemented, both the sender and the receiver share a
key, which they protect and keep private. In some secure fashion, both parties have
agreed upon and exchanged this single key, which is used to encrypt and decrypt the
data the two parties want to keep secure.

In contrast to secret key cryptography, public key cryptography does not protect all
of the involved keys. In public key cryptography, only the private keys are protected;
the public keys are shared by the act of publishing them. Because the public key is not
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protected, in any PKI the sender must be provided with a means to trust the relation-
ship of the public key and its entity.

Test DAy Tip

It is sometimes helpful to consider all of the various means in which keys can
be transferred amongst users. Smart cards, floppy disks, and other non-tradi-
tional means can be used to transfer secret keys without making use of tradi-
tional network means.

Unlike secret key cryptography, in which the single key is exchanged by a secure
contrived plan, the public key is available without passing any security checkpoints. The
public key’s availability for public use limits security implementation to protect it.
Because public keys are not surrounded by any security measures, a mechanism is
needed to ensure that the public key being used is really the entity’s public key.

Certificates

Certificates are used to provide the assurance that the public key being used does in fact
belong to the entity that owns the corresponding private key. A certificate is a digitally
signed statement by its issuer that affirms the validity of both the public key and the
subject’s identity information. The certificate is the user’s guarantee between the public
key and the entity holding the corresponding private key. The certificate contains the
public key and a complete set of attributes. These attributes may include information
about the holder’s identity, what the holder is allowed to do, and under what circum-
stances the certificate is valid. The digital signature ties the attributes and the public key
together on the certificate itself. The issuer’s signature on the certificate is in eftect the
guarantee of authenticity.

A real-world example of a certificate is a passport. All passports contain a unique
key, the registered passport number from the issuing government. Also included on
every passport are the passport holder’s full name, date of birth, place of birth, the date
of issue, and the expiration date. U.S. passports are issued by the federal government and
require a photo identification on the laminated information page. Any country that has
agreed to accept these passports trusts that the information on the document is true as
long as the passport does not seem to have been illegally altered. This means that for-
eign countries are relying on the passport’s authenticity, just as the user of a public key
relies on the issuer’s certificate.

The PKI of Windows 2000 supports the International Telecommunication Union
(ITU)-T X.509 version 3 standard for certificate creation. This X.509v3 standard defines
the format and content of digital certificates. The use of a standard for certification
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creation allows the exchange of certificates between vendors and ensures true interoper-
ability. X.509v3 certificates contain the information detailed in Table 4.1.

Table 4.1 X.509v3 Certificate Properties

Certificate Field

Description

Version
Serial Number

Algorithm Identifier

and Parameters
Issuer

Not Before (Date)
Not After (Date)
Subject Name

Subject Public Key
Algorithm and
Parameters

Subject Public Key
Signature
Issuer Unique ID

Subject unique ID

Extensions

Provides the version number of the certificate format

Provides the serial number assigned to the certificate the
issuing CA assigns the serial number from its unique listing

Lists the signature algorithm and any parameters used by
the issuer

Provides the name of the CA that issued the certificate
Lists the first date the certificate is to be considered valid
Lists the last date the certificate is to be considered valid

Provides identifying information about the person or entity
the certificate has been issued to

Lists the algorithm and any parameters used for the subject’s
public key

The actual public key string
The signature provided by the issuing CA

An optional field on v2 and later certificates that makes the
issuing CA name clearer

An optional field on v2 and later certificates that makes the
subject name clearer

An optional field on v3 and later certificates that specifies
custom properties in use

Certificate Authorities

Digital certificates provide a way to validate public keys. By definition, the issuer of a
Public Key Certificate is known as a certificate authority (CA). CA’s are responsible for
validating the identity of a person or organization and for joining that entity with a key
pair. The CA stores the public keys and maintains the list of certificates that have been
issued.

CA’s vary greatly in size. At one end of the spectrum are commercial CAs such as
Verisign and GTE Cybertrust, which issue millions of certificates, while at the opposite
end are departmental CAs that issue a small number of certificates. Many smaller CAs
are known to issue certificates signed by a higher-level CA, which can be inside or out-
side the organization.
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CAs can decide what attributes will be included in the certificates it creates and
what method of verification it will implement at the time of creation. Each CA also has
the responsibility of validating the identity of a person or organization and associating
that entity with the key pair it issued. Users place trust in the CA’s ability to distinguish
between authorized and unauthorized certificate requests, thus the CA stores and main-
tains a list of the certificates it has issued. Additionally, every CA has the responsibility
of issuing a certificate revocation list (CRL) containing any certificate that has to be
revoked. The CRL is published to locations that clients have access to so that they can
check the list before any authentication request is approved.

CA Types

CAs provide validation of the entity belonging to the public key, so the administrator
must understand the four types of CAs included with the Microsoft Certificate Service:

m  Enterprise Root CA
m  Enterprise Subordinate CA
m  Standalone Root CA
m  Standalone Subordinate CA

The Enterprise Root CA is at the top of the PKI. Active Directory is used to verify
a certificate requester’s identity. Because it is at the top of the PKI, the Enterprise Root
CA signs its own CA certificate and then publishes that certificate to every other CA on
the network. By signing its own CA certificate, the Enterprise Root CA establishes itself
at the top of the CA trust chain. The down side to this arrangement is that since the
chain of trust has to start somewhere— in this case, at the Enterprise Root CA—there
now exists a weak link in the chain. This is why a third party Trusted Root is sometimes
considered for use. Compromise of the Enterprise Root CA will most certainly result in
catastrophic effects on the rest of the network if no higher level CA exists.

An Enterprise Root CA uses predefined certificate templates for issuing and
requesting certificates. When using certificate templates, the Enterprise Root CA can
verify user credentials during certificate enrollment. Each template has an access control
list (ACL) that is evaluated at the time the user makes a certificate request to determine
if the requester is authorized to receive the template. An example of a template is one
created for a smart card logon.

The Enterprise Root CA can be used to issue certificates directly to users, but is
generally used to authenticate Enterprise Subordinate CAs, thus authenticating them in
the chain of trust. The Enterprise Root CA is integrated with Active Directory, which
helps simplify issuing and revoking certificates.
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Enterprise Subordinate CAs are available in two different types: intermediate or
issuing. All CAs can issue certificates, but the implementation practice in larger organi-
zations 1s to use issuing certificate subordinate CAs to issue certificates. The issuing CAs
issue certificates directly to users that support client services such as smart card logons,
the Encrypting File System (EFES), and Internet Protocol (IP) security. The intermediate
CA’s job is not to issue user certificates but to generate a certificate for issuing CA vali-
dation and to provide a link in the chain back to the Root CA. Using a multi-layered
CA arrangement can provide redundancy and scalability of a CA implementation. Of
course, a smaller organization may not have this type of arrangement and may even
only have one CA—the Enterprise Root CA.This results in reduced redundancy, how-
ever, as with any time a critical service is placed entirely on one server.

The practical reasons for supporting a model containing multiple CAs include the
following:

m  Use A certificate may be issued for defined purposes such as smart card
logons; separation will provide a basis for administering different policies.

®  Geographic A large organization may have entities at multiple remote sites.
The network connections between the multiple sites may require separate
issuing CAs.

®m  Flexible Configuration The most important CA is the root, so a company
may decide to physically secure the computer by removing it from the net-
work. (See the following Test Day Tip for an example of this.)

®  Shutdown Multiple CAs enable the administrator to turn off or remove one
without having an impact on the CA hierarchy.

®m  Organizational Divisions A large organization may have entities at multiple
remote sites. The network connectivity between the multiple sites may require
separate issuing CAs.

TesT DAY Tip
There are some instances where you may have an Active Directory environment

and still opt to use a Standalone CA on your network. One example would be
a CA that issues code-signing certificates. These certificates must only come
from one source (this sole Standalone CA) and users must not be able to
request new certificates, which are issued manually by an administrator. This
CA must be protected at all costs as it maintains the chain of trust for your
code-signing certificates. Make it a Standalone Root CA and place it in a fire-
proof, waterproof vault when not in use.
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Not all Windows 2000 environments use Active Directory, which generates the
need for the other two types of CAs. When an environment does not have Active
Directory services or is not a member in a Windows 2000 domain, the CAs are referred
to as standalone CAs. The Standalone Root is at the very top of the certificate structure,
but a Standalone Subordinate CA can be an intermediate or issuing CA, much as in the
Enterprise environment.

Certificate Hierarchies

As discussed previously, the CA at the very top of a certificate hierarchy is referred to as
a Root CA. No one within the boundaries of an organization is above the Root CA, so
no one within an organization can vouch for its authenticity, and the Root CA typi-
cally signs its own certificate. Because the signing of its own identity is not really
secure, a third party may sometimes be used to verify a Root CA’s certificate; thus, ver-
ification of the entire certificate chain is possible outside of the organization’s bound-
aries and up to a publicly available and trusted Root CA.

Any environment can and should have more than one Trusted Root CA. Figure 4.4
shows an environment that contains 106 Trusted Root CA certificates. The Windows
2000 Certificate snap-in not only displays these CA certificates but also includes the
expiration date and the intended purpose for each listed CA. From this interface, a user
can add or remove a Trusted Root CA. It stands to reason that not all users of digital
certificates will use the same Trusted Root CA, thus any number of Trusted Root CA
certificates ca be imported into a certificates store (a process which will be examined
later in this chapter). By placing these certificates in a certificate store ahead of time
(many of which come pre-installed with Windows itself), administrators can quickly
verify an issued certificate that is presented to them.

Figure 4.4 Examining the Trusted Root CAs
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Trust and Validation

When a receiver receives a signed message, the signature is validated through the use of
the sender’s public key and a mathematical process. The receiver must be sure that the
public key truly belongs to the sender; if Bob is the sender, Alice needs proof that it is
Bob’s public key.

This is where the CA enters the validation process, providing proof that the correct
public key was used. Examining the certificate that corresponds to the sender’s public
key in a CA they trust, allows the recipient to determine the following facts:

m Was the certificate issued by a trusted CA?

®  Does the certificate assure a binding between the sender and the sender’s
public key?

B Does the certificate have a valid signature from its issuer?

The receiver uses the public key of the issuing CA to verify the certificate. The
receiver needs to be sure that the public key of the CA used to verify the sender’s
public key is not an impersonator. This chain reaction of verifying the verifier continues
up the CA hierarchical structure. In the final step, a certificate 1s issued to a CA that the
receiver implicitly trusts. This certificate, which does not require authentication, is
known as a Trusted Root certificate, because it is at the very top of the key hierarchy
and identifies bindings accepted as truthful. When the CA hierarchy is created, the
parent-child relationship is established. A user who trusts a particular root certificate
implicitly trusts all the certificates issued by that root and its subordinate CAs.

Installing and Managing
Windows 2000 Certificate Authorities

Microsoft’s PKI consists of the following components:

m  Active Directory Contains the certificate store for certificates and CRLs

m  Certificate Services Installed on a Windows 2000 machine to allow it to
function as a CA

Microsoft recommends that the necessary domains be created before the needed
CAs are set up on the network. Due to the hierarchical structure, the first CA is always
the Root CA.The Root CA automatically generates a self-signed CA certificate using
its own key pair, as discussed previously, and then generates CA certificates for any of its
subordinate CAs as they are subsequently installed.

As with many services, Windows 2000 has a wizard to ease the installation of the
certificate service. The wizard walks the installer through the entire process. Preplanning
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will make the installation run more smoothly. Before installing the Certificate Service,
the administrator needs to identify what computer should run the service, considering
such factors as current workload, physical security, connectivity, load balancing, and
available hardware. The determination of the CA name requires some thought, because
all issued certificates are tied to the CA name of the issuing CA. After the CA is cre-
ated, no rename capability is available. Using the organizational naming convention
probably already established for an organization is easiest.

During the Certificate Service installation, a public key pair i1s generated for the CA
that is being created. This key pair is unique to the CA. If an Enterprise CA is being
installed, the installation process involves Active Directory, in that a CA object and
information about the CA configuration are added to Active Directory.

Before Certificate Services for an Enterprise CA solution can be installed, the
administrator must have a properly configured Active Directory environment including
Domain Name System (DNS) (which is required for Active Directory). If installing a
Standalone CA solution, the administrator may do so with or without an Active
Directory environment. To install an Enterprise CA server, the administrator must have
administrative rights on the domain controllers, the DNS servers, and the CA server.
Computers that have Certificate Services installed on them cannot be renamed, or
joined to or removed from a domain after the installation. This makes sense, as per-
forming any of these actions would destroy the CA hierarchy. Exercise 4.01 walks you
through the process of installing Certificate Services on a computer.

EXERCISE 4.01

INSTALLING CERTIFICATE SERVICES
1. Click Start | Settings | Control Panel | Add/Remove Programs.

2. In the Add/Remove Programs window, click Add/Remove Windows
Components. This brings up the Windows Components window
shown in Figure 4.5.

Figure 4.5 Adding Windows Components
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3. Select the check box next to Certificate Services. Click Next to
continue.

4. You will now be presented with the warning shown in Figure 4.6. You
cannot change the computer’s name or domain membership after
Certificate Services are installed. Click Yes to continue.

Figure 4.6 Installation Warning Window
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5. Now you have to choose which type of Certificate Server to create.
Choose the correct role in Figure 4.7, select the Advanced Options
check box, and click Next to continue.

Figure 4.7 Choosing a Certification Authority Type
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6. Selecting the Advanced options check box presents the window
shown in Figure 4.8.

Figure 4.8 The Public and Private Key Pair
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7.

8.

10.
11.

Select the Cryptographic Service Provider (CSP) and the Hash algorithm
to be used. Click Next.

Figure 4.9 shows the CA Identifying Information window. You must
enter a unique name for your CA. This is where you choose how long
certificates will be valid—the default is two years. Fill in the needed
information and click Next to continue.

Figure 4.9 Certification Authority Identifying Information
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You will now be presented with the Data Storage Location window
shown in Figure 4.10. Enter the location of the certificate database
and the certificate database log. The default is percentwindir%\
system32\certlog. For fault tolerance, put the database and the log
on separate drives. Click Next to continue.

Figure 4.10 Selecting Database Storage
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If prompted to create a folder, select Yes.

If the Internet Information Services (lIS) are running on your computer,
you will be presented with the window shown in Figure 4.11. IS must
be stopped to allow some of the Certificate Services components to be
installed and configured.
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Figure 4.11 Stopping IIS
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12. Click OK to stop IIS from running and continue the install. After this,
Certificate Services will be installed and configured on your computer.

13. After setup has finished, you will see the Completing the Windows
Components Wizard window. Click Finish to accept the changes.

When configuring a complete Windows 2000 CA hierarchy, the first CA is installed
as an Enterprise Root CA.The process to install and configure an Enterprise
Subordinate CA is almost exactly the same with the differences being that it must be
configured to act as a Subordinate CA instead of a Root CA.The process for config-
uring Standalone Root CA’s and Subordinate CA’s is also very similar and does not
require the presence of Active Directory.

TesT DAY Tip
It is critical when implementing Certificate Services to understand all of the

various CA arrangements that can be configured. Each type of CA has its own
strengths and weaknesses, as well as requirements. As is true in most things,
there is no one universal solution when it comes to setting up a CA hierarchy—
your individual situation will dictate your design. For the test, you need to
understand the differences between the types of CAs and their requirements.
You can expect to see at least one or more questions on this area in particular.

Once Certificate Services have been installed and configured on a network, it
pretty much takes care of itself. Users request certificates using the templates configured
to be available and these requests are processed as selected—either automatically
approved or placed into a queue for manual approval. There are, however, some addi-
tional tasks that need to be completed to keep the CAs operating smoothly.

A Exam WARNING

Watch out for scenarios that call for code-signing certificates. These always
require a trusted, verifiable third-party Root CA such as VeriSign. If you only
intend to digitally sign code for distribution within your own internal network,
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the need for a third-party Root Certificate may not be very strong. If you are
distributing applications or ActiveX applets to customers and other users, you
must use a third-party Root Certificate to lend trustworthiness and creditability
to the certificate you are using to sign the code.

The Need for Stand-alone CAs

When you think of a stand-alone CA, you probably think of a lot of reasons why
not to use it. It does not participate in Active Directory and thus is not nearly
as robust or flexible as an Enterprise CA. However, despite its downside, stand-
alone CAs have one very important and valuable thing working in their favor:
they can be used to issue certificates as required, and then physically removed
from the network. The old saying goes, “network security begins with physical
security,” and it certainly holds true. Being able to remove a CA from the net-
work and place it into a safe, secure location greatly increases its security. Just
remember the downside to doing so: clients will not be able to request and
automatically receive certificates from a CA that has been removed from the
network—an administrator will have to manually issue them and ensure they
are delivered to the required location.

EXAM
70-214

NoTE

All of the following examples presume that an Enterprise CA system has been
installed.

Requesting a Certificate

It makes sense that the first thing an administrator would want to do after installing and
testing a new CA would be to start issuing certificates to their users. They can use the
Certificate Request Wizard or the Certificate Services Web page to request a certificate.
The wizard is only available when requesting a certificate from an Enterprise CA.

Exercise 4.02 walks you through requesting a certificate with the Certificate
Request Wizard via the Certificate snap-in. Exercise 4.03 walks you through requesting
a certificate with the Certificate Request Web page.
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EXERCISE 4.02

UsING THE CERTIFICATE REQUEST WIzZARD

You must first create a custom console containing the Certificate snap-in if not
already done:

Click Start | Run.

Type MMC in the Open line. Click OK. This opens a blank MMC.
You now need to add the Certificate snap-in. Click on Console.
Choose Add/Remove Snap-in from the pop-up menu.

u b W N -

Click Add. Choose Certificates from the list of available snap-ins (see
Figure 4.12). Select My User Account.

Figure 4.12 Selecting the Certificates Snap-in
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Click Finish.
Click Close on the Add Standalone Snap-in window.

Click OK on the Add/Remove Snap-in window.
Now you can use your custom console to complete this exercise.

9. Expand Certificates | Current User.

10. Expand Personal. Right-click on Certificates and select All Tasks |
Request New Certificate from the context menu, as shown in Figure
4.13. This starts the Certificate Request Wizard.

11. Click Next to dismiss the opening page of the wizard.

12. You will now be prompted for what type of certificate to request, as
shown in Figure 4.14. Choose the correct certificate type (User for this
example) and click Next. If you want to configure advanced options,
such as the CSP, select the Advanced check box before clicking Next.
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Figure 4.13 Requesting a Certificate with the Wizard
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13. Enter a friendly name and description for your certificate, as shown in
Figure 4.15, and click Next to continue.

Figure 4.15 Entering Details for the Certificate
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14. Click Finish to complete the process. If your request was approved, you
will see a window as shown in Figure 4.16. Click Install Certificate to
install your newly approved certificate.

Figure 4.16 Installing the New Certificate
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15. Click OK to complete the process.

Now we will examine the process of requesting a new certificate using the
Certificate Services Web interface as detailed in Exercise 4.03.

EXERCISE 4.03

UsSING THE CERTIFICATE SERVICES WEB INTERFACE

1. Open Internet Explorer and enter http://server_name/certsrv. This
opens the page shown in Figure 4.17.

Figure 4.17 Requesting a Certificate via Web Enrollment
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2. Select Request a certificate and click Next. You can also check on a
previous certificate request or view the current CRL from this page if
you desire.

3. Select Advanced request and click Next. This takes you to the page
shown in Figure 4.18.
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Figure 4.18 Advanced Request Options
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4. Choose Submit a certificate request to this CA using a form. Click
Next to continue. You must next choose a certificate template, as
shown in Figure 4.19.

Figure 4.19 Selecting the Template
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5. Select EFS Recovery Agent. Scroll down to the bottom of the page
and click Submit.

6. You will now be issued the certificate. You must now install the certifi-
cate by clicking on the Install this certificate link. This installs the cer-
tificate and informs you of the fact.
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A ExAmM WARNING
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70-214

Remember: if you do not have an Enterprise CA setup you will not be able to
use Web Enrollment.

The certificate enrollment used by Microsoft in Windows 2000 is based on the
industry standard PKCS-10 and PKCS-7. PKCS-10 is the standard for a certificate
request message, and PKCS-7 contains the issued certificate or certificate chain. The
Windows 2000 operating system currently supports certificates based on RSA keys
and signatures, Diffie-Hellman keys, and Digital Signature Algorithm (DSA) keys and
signatures.

Exporting and Importing Certificates

From time to time it may become necessary to export a certificate and its private key
for any number of reasons. Some of the possibilities include Encrypting File System
(EFS) recovery (discussed in Chapter 5 in greater detail), backing up a certificate for
disaster recovery, or simply moving a certificate from one computer to another.
Fortunately, Windows 2000 makes it easy to export a certificate and corresponding pri-
vate key easily through the Certificates snap-in. If the private key is exported, the infor-
mation is encrypted as a PKCS-12 (Public Key Cryptography Standards) message to
protect it from prying eyes. Exercise 4.04 details the certificate exportation process. Any
exported certificate eventually has to be imported, so the importation of certificates is
examined in Exercise 4.04.You may also find the need to.Exercise 4.05 details how to
import external certificates, such as those from a Trusted Root CA, into a personal cer-
tificate store.

EXERCISE 4.04

EXPORTING A CERTIFICATE AND A PRIVATE KEY

1. Expand Certificates | Current User.
2. Expand Personal.

3. Select Certificates.
4

In the details pane (right side) right-click the certificate that you want
to export and choose All Tasks | Export (see Figure 4.20). This starts
the Certificate Export Wizard.

5. Click Next to dismiss the opening page of the wizard.
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Figure 4.20 Exporting the Certificate
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6. As shown in Figure 4.21, choose whether you want to export the cer-
tificate with or without its private key. In this example, we will export
the certificate and its private key by selecting Yes, export the private
key. Click Next to continue.

Figure 4.21 To Export the Private Key or Not to Export the Private Key
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7. From the window shown in Figure 4.22, select the file format that you
want to use. In this example, we will be using the PKCS #12 format, as
it is the only one that supports exporting the private key. You can also
opt to configure more advanced options, such as to include all certifi-
cates in the path, enabling strong protection and to delete the private
key after successful exportation (this is a good way to prevent the key
from being used by any unauthorized personnel). Click Next after con-
figuring your options.

8. You will now be prompted for a password to assign to the private key.
Enter the password twice and click Next to continue.

9. You will now be asked to specify the name and path of the file you
want to export. Enter the name and click Next to continue.
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Figure 4.22 Selecting Certificate Export Options
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10. Verify that the information is correct and click Finish to complete the
Certificate Export Wizard. If all is successful, you will be presented with
the window shown in Figure 4.23.

Figure 4.23 The Certificate Export was Successfully Completed
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11. Click OK. The certificate can be found in the location you exported it
to. Figure 4.24 shows my exported certificate sitting on the Desktop.

Figure 4.24 The Exported Certificate File

my_certihcate

A Exam WARNING

Pay attention to the question when dealing with exporting certificates to deter-
mine whether or not you will need to export the private key as well.

Before doing an export operation of a certificate and its public key pairs, the
administrator should look at the CSP being used. When the Microsoft CSP is used, the
exporting of key pairs occurs only if the exportable flag CRYPT_EXPORTABLE was
set at the time the key was created. Some third-party CSPs may not support the backup
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and restoration of key pairs and their certificates. If this is the case, only a complete

system image backup is possible to provide for restoration of the certificate.

Although Exercise 4.05 examines the importation of a Trusted Root CA certificate,

the same process holds true for any certificate you want to import. The main difference

is that the process is started from a folder in the certificate store other than the Trusted

Root Certification Authorities, as shown in Exercise 4.05.

EXERCISE 4.05

IMPORTING A CERTIFICATE FROM A TRUSTED Root CA

1.
2.

Expand Certificates | Current User.

Expand Trusted Root Certification Authorities. Right-click Certificate
and choose Import from the context menu. This starts the Certificate
Import Wizard.

Click Next to dismiss the first page of the wizard.

You will now be asked to select a file to import, as shown in Figure
4.25. Enter or browse to the location of the certificate and then click
Next to continue.

Figure 4.25 Selecting the Certificate to Import
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Type the password assigned to the file and click Next to continue. As
shown in Figure 4.26, you may also have additional configurable options.
It is always highly recommended to make the private key exportable in
case you need to export this certificate and private key later.

Choose where to place the certificate and click Next.

Verify that you have made the correct choices and click Finish to com-
plete the wizard.
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Figure 4.26 Configuring Advanced Import Options
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8. You will now be prompted to add the certificate to the Root Store, as
shown in Figure 4.27.

Figure 4.27 Adding the Certificate to the Root Store
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9. Click Yes. If the addition is successful, you will be informed of such.
Click OK.

It is worth mentioning that the Certificate Import Wizard can also be started by
double-clicking on an exported certificate file (like the one shown in Figure 4.24).
The primary difference in importing a certificate this way is that the administrator will
need to specify where to install the certificate at or just allow Windows to handle it
automatically.

o | Revoking Certificates

Certificates tend to be issued with an average lifetime of two or three years. Until they

expire, there can be many reasons to cease trusting the credentials. From a security
point of view, any of the following circumstances certainly warrant the revoking of a
certificate:

B An entity’s private key has been compromised

®m A project with another organization is completed
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®  The employee has changed status within the company
B A department is to cease having access to certain information

®m  The certificate was obtained through forgery

The Windows 2000 public key functions are based on distributed verification, so
any revocation of certificates will also be handled in a distributed fashion. There is no
need to create a central location for revocation information.

Microsoft designed Windows 2000 revocation around the industry standard CRLs.
The Microsoft Enterprise CA publishes the CRLs to Active Directory. From there,
domain clients can obtain the information, cache it to the local machine, and then read
it from the cache when certificates are verified. Clients can verify certificates when
they use a commercial CA or any third-party CA, as long as the published CRL is
available over the network. Exercise 4.06 walks you through revoking a certificate and
manually publishing a new CRL.

EXERCISE 4.06

REVOKING A CERTIFICATE AND PuBLISHING A CRL

Click Start | Programs | Administrative Tools.

Open Certification Authority.
Expand the name of your CA.

A W N -

Select Issued Certificates (as shown in Figure 4.28).

Figure 4.28 Listing the Issued Certificates
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5. In the details pane (right side) right-click the certificate that you want
to revoke and choose All Tasks | Revoke Certificate from the context

menu.
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6.

You will now be asked (see Figure 4.29) if you are sure that you want
to revoke the selected certificate. If you are sure, pick a reason code
and click Yes to revoke the certificate. You will not be prompted after
clicking Yes, so be sure that you have the correct certificate and revoca-
tion reason. The possible reason codes are the following:

m  Unspecified

m  Key Compromise

m  CA Compromise

m  Change of Affiliation
m  Superseded

m  Cease of Operation
m  Certificate Hold

Figure 4.29 Selecting the Revocation Reason
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To publish a new CRL, right-click on Revoked Certificates and choose
All Tasks | Publish from the pop-up menu. If your CRL has not expired,
this gives you the window shown in Figure 4.30.

Figure 4.30 Manually Publishing a New CRL

Click Yes to publish the new CRL.
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Revoke Those Certificates

Get rid of certificates as soon as you do not need them—having extra certifi-
cates in existence only makes your network that much more vulnerable to com-
promise and attack. If you no longer have a need for a certificate, such as when
a user leaves the organization or if a certificate (or CA) has been comprised, you
should immediately revoke any and all affected certificates. Do not leave back
doors installed that can allow an unauthorized attacker to gain entrance to
your network and impersonate an authorized user.

You should also strongly consider manually publishing the Certificate
Revocation List (CRL) to your CRL Distribution Points (CDP) any time you find
yourself revoking certificates for reasons such as theft, loss, or termination or
user or partner contract. Even if you've revoked a certificate, it may be some
time until the next CRL publication interval. When the security of your network
is at stake, do it right the first time!
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EXAM
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Configuring Publication of CRLs

The CRL is a file maintained by each CA that specifies certificates that have not
reached their expiration date but are no longer valid for any number of reasons. The

CRL provides a critical part of certificate verification by ensuring that a certificate that
is presented has not been revoked. CRLs are digitally signed by their respective CA, the

same as an issued certificate. Although certificates are immediately added to the CRL
when they are revoked, the CRL itself is not published immediately to reflect the
changes. Administrators can configure the publication interval for CRLs and the loca-
tion to which they are published—known as CRL Distribution Points (CDPs). By
default, CRLs are published on a one-week interval, but the administrator can con-
figure any value between one hour and 9999 years. CDPs can be configured as Active
Directory, Hypertext Transfer Protocol (HTTP), or file-based locations. It is very
common to configure multiple CDP methods to ensure that clients can always locate
the most current CRL. Exercise 4.07examines the configuration of the CRL publica-
tion interval and the CDP location

EXERCISE 4.07

CONFIGURING CRL PuBLISHING OPTIONS

Click Start | Programs | Administrative Tools.
Open Certification Authority and expand the name of your CA.

Right-click Revoked Certificates and select Properties from the con-
text menu. This opens the window shown in Figure 4.31.
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Figure 4.31 Configuring the CRL Publication Schedule
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4. Configure the interval of your choosing. If you want to view the current
CRL, click View Current CRL, which opens a window like that shown in
Figure 4.32—of course, your CRL will be different.

Figure 4.32 Viewing the Current CRL
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5. After you have configured the CRL publication schedule (or disabled
publication by selecting the Disable publication schedule checkbox),
click OK to close out the Revoked Certificates Properties window.

6. If you need to change the CRL publication location, you can do so by
right-clicking on the CA name and selecting Properties. Switch to the

Policy Module tab and click the Configure button. This opens the
window shown in Figure 4.33.
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Figure 4.33 Configuring the CRL Distribution Points
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7. Change to the X.509 Extensions tab and click Add CDP. Enter the URL,

file, or Active Directory location you want to publish to and click OK
three times when you are done.

8. To manually force publish the CRL after you have made the modifica-

tions, right-click on the Revoked Certificates folder and select All Tasks
| Publish from the context menu.

A Exam WARNING

EXAM
70-214

As simple and trivial as it seems, configuring the CRL publication interval and

location is very important. You should expect to be tested in some depth about
the specifics of these operations.

Configuring Certificate Templates

Certificate templates are used to define policies that control the generation and use of a
certificate. A template is identified by a common name that usually associates with the

group for which the template was designed, such as the Engineers template or the
Developers template.

A template defines components to be incorporated into a certificate, such as :
®  Name requirements

m  The expiration date

www.syngress.com
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m  The CSP

®  The public key generation algorithm
The Enterprise CA gets a set of templates with its policy object. The certificate
templates available through the Certification Authority Console can be changed, as

shown in Exercise 4.08.Table 4.2 lists the types of user templates available by default
and Table 4.3 lists the types of machine templates available by default.

EXERCISE 4.08

SELECTING THE AVAILABLE CERTIFICATE
TEMPLATES FOR NEW CERTIFICATE ISSUE

1. Click Start | Programs | Administrative Tools.
Open Certification Authority and expand the name of your CA.
Right-click Policy Settings, as shown in Figure 4.34.

Figure 4.34 Selecting the Certificates to Issue
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4. Choose New | Certificate to Issue from the context menu. This gives
you the window shown in Figure 4.35.

Figure 4.35 Adding New Templates
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5. Select the certificate template to be available on your CA and click OK.
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Table 4.2 Templates Available for Users

Template Name

Purposes

Administrator

Certification authority
ClientAuth
CodeSigning
CTLSigning

EFS

EFSRecovery
EnrollmentAgent
SmartcardLogon
SmartcardUser
User
UserSignature

Exchange enrollment
agent (offline request)

Exchange user
Exchange user signature

Code signing, Microsoft trust list signing, EFS, secure
e-mail, client authentication

All

Client authentication

Code signing

Microsoft trust list signing
Encrypting File System

File recovery

Certificate request agent

Client authentication

Client authentication, secure e-mail
EFS, secure e-mail, client authentication
Secure e-mail, client authentication
Certificate request agent

Secure e-mail, client authentication
Secure e-mail, client authentication

Table 4.3 Templates Available for Machines

Certificate Template Name Certificate Purposes

Certification authority
Domain controller
IPSECIntermediateOffline
IPSECIntermediateOnline
MachineEnrollmentAgent
Machine

OfflineRouter

SubCA

WebServer

Exchange user signature

All

Client authentication, server authentication
IP Security

IP Security

Certificate request agent

Client authentication, server authentication
Client authentication

All

Server authentication

Secure e-mail, client authentication
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EXAM
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Configuring Public Key Group Policy

Windows 2000 fully uses the Kerberos security standard, thus providing single point
logons at the enterprise level. Any policy, including the security policy, can be globally
established for an entire enterprise, a site, a domain, or an organizational unit. The secu-
rity policy, once set, would then affect the groups of users or computers defined on the
network.

The public key security policy is just one element of the overall Windows 2000
security policy and is a component of the PKI. The security policy is enforced globally,
but for ease of administration, it can be centrally defined and managed.

Configuring Automatic Certificate Enrollment

The CA contains numerous properties that are tied to its use. The administrator can use
the Microsoft Management Console Certificate snap-in to specify the certificate policy
that will control the generation and use of certificates by the CA. When they are speci-
fied, the properties restrict when certificates are valid. A user can use the certificate to
validate secure mail but may not be allowed to use the certificate’s private key for dig-
ital signatures. These objects may be restricted in any combination:

B Server authentication

m  Client authentication

m  Code signing

m  E-mail

m [P security end system

®  Internet Protocol Security (IPSec) tunnel
m  [PSec user

B Timestamping

®  Microsoft EEFS

To make the PKI transparent to the user, Windows 2000 had to make it possible to
support automatic certificate enrollment, which is controlled by certificate types and
auto-enrollment objects. Both of these elements are integrated with the group policy
object, so they can be defined at the site, the domain, the organizational unit, the com-
puter, or the user level. Exercise 4.09 walks you through configuring automatic certifi-
cate enrollment through a group policy object.
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EXERCISE 4.09

CONFIGURING AUTOMATIC CERTIFICATE ENROLLMENT

1.

10.

11.

Click Start | Programs | Administrative Tools.
Open Active Directory Users and Computers.

Right-click on the domain and choose Properties from the context
menu.

Switch to the Group Policy tab. Select the Default Domain Policy GPO
or any other that you want to work with.

Click Edit. This opens a window similar to that shown in Figure 4.36.

Figure 4.36 The Group Policy Editor
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Expand the following nodes: Computer Configuration | Windows
Settings | Security Settings | Public Key Policies.

Right-click on Automatic Certificate Request Settings (see Figure 4.37)
and select New | Automatic Certificate Request from the context
menu. This opens the Automatic Certificate Request Setup Wizard.

Click Next to dismiss the opening page of the wizard.

Choose a certificate template (see Figure 4.38) and click Next to
continue.

Select the CA or CAs that should be used to issue this certificate (only
one of the selected CAs will issue any one specific CA) and click Next to
continue.

Click Finish to complete the wizard.
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Figure 4.37 Configuring Automatic Certificate Enrollments
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Figure 4.38 Selecting a Template for Use
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Configuring the Trusted Root CAs

While Figure 4.4 shows how to manage Trusted Root CA certificates from within the
Certificate Services snap-in, the changes made there will only apply to the computer
they are configured on.To easily make additions to the Trusted Root CAs readily avail-
able for the entire domain, the administrator should consider configuring their domain
Group Policy Object. To configure Trusted Root CAs using Group Policy, complete the
steps outlined in Exercise 4.10.

EXERCISE 4.10

CONFIGURING TRUSTED RooT CAs

1. Click Start | Programs | Administrative Tools.
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Open Active Directory Users and Computers.

Right-click on the domain and choose Properties from the context
menu.

4. Switch to the Group Policy tab. Select the Default Domain Policy GPO
or any other that you want to work with.

5. Click Edit. This opens a window similar to that shown previously in
Figure 4.36.

6. Expand the following nodes: Computer Configuration | Windows
Settings | Security Settings | Public Key Policies.

7. Right-click on Trusted Root Certification Authorities (see Figure 4.39)
and select All Tasks | Import from the context menu. This opens the
Certificate Import Wizard.

Figure 4.39 Configuring Trusted Root CAs
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8. Follow the steps in the Certificate Import Wizard to complete the
importation process.

A Exam WARNING

EXAM
70-214

You should understand the reason and process behind configuring additional
Trusted Root CAs through Group Policy.

Backing Up and Restoring Certificate Services

Microsoft recommends that the entire CA server be backed up. By backing up the system
state data on a CA, the administrator will automatically get a backup of the certificate
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store, the registry, system files, and Active Directory (if the CA resides on a domain con-
troller). Sometimes, the administrator may want to back up just the certificate services
portion of the computer without doing a full backup of everything else. Exercise 4.11
walks you through backing up Certificate Services. Backups are only useful if they can be
restored. Exercise 4.12 walks you through restoring Certificate Services.

EXERCISE 4.11

BACKING UP CERTIFICATE SERVICES

1. Click Start | Programs | Administrative Tools.

2. Open Certification Authority.

3. Expand the name of your CA.

4. Right-click your CA and select All Tasks | Backup CA from the context
menu.

5. Click Next to dismiss the opening page of the wizard.

6. You will now be prompted to select the items to be backed up, as
shown in Figure 4.40.

Figure 4.40 Selecting Items to be Backed Up
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7. Choose what to back up and the backup location and click Next.
8. Type in the backup password twice and click Next.
9. Click Finish to close the wizard.

If you need to restore your Certificate Services backup, proceed as outlined in
Exercise 4.12.
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EXERCISE 4.12

RESTORING CERTIFICATE SERVICES

1

2.
3.
4

Click Start | Programs | Administrative Tools.
Open Certification Authority.
Expand the name of your CA.

Right-click your CA and select All Tasks | Restore CA from the context
menu. This gives you the notice shown in Figure 4.41.

Figure 4.41 Stopping Certificate Services
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Click OK to stop Certificate Services from running and start the wizard.

Click Next to continue. You will now be given the window shown in
Figure 4.42.

Figure 4.42 Selecting What to Restore
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Select the items to be restored and the restore file location and click
Next.

You must now enter the password assigned to the restore file. Enter
the password and click Next.

Click Finish to complete the wizard.

You will now be prompted to restart the certificate services, as shown
in Figure 4.43. Click Yes to restart the services.
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Figure 4.43 Restarting Certificate Services
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A\ Exam WARNING

You should be familiar with the process to back up and restore Certificate
Services from the Certification Authority console.
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Nothing in Life Is Perfect

No security method is foolproof, and this includes the use of CAs to verify iden-
tity. In early 2001, someone tricked VeriSign into believing that they were a legit-
imate Microsoft employee and they received two digital certificates from VeriSign
to be used for code signing (see www.microsoft.com/technet/security/
bulletin/ms01-017.asp). What is even more interesting (or scary, depending on
how you look at it) is that this security failure went unnoticed for a month before
VeriSign caught onto the problem and revoked the digital certificates.

So, if one of the pioneers in the digital certificate game can be tricked by
some slick social engineering into giving out two high-level digital certificates,
what are the odds that the same thing might not happen to you on your net-
work? No matter how secure you think you are or how many layers deep your
defensive posture is, always remember that an attacker is one step ahead of
you...they just do not know it yet. Eventually every system can and will be pen-
etrated if someone tries hard enough and has the capabilities to pull off the
attack. This is why “defense in depth” is such a critical concept. The more layers
of defense you have in your network, the better your odds are of keeping an
attacker out, or at worst, detecting and tracking an attacker should they pene-
trate your defenses. Never stop thinking you have done enough to protect your
network because nothing in life is perfect.

EXAM
70-214

Advanced Certificate Management Issues

After going through all of the previous material, there might still be some advanced
issues that you find yourself dealing with at one time or another when working with

Certificate Services. These issues are described in the following paragraphs.
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EXAM

nza| Publishing Certificates in Active Directory

By default, all certificates issued by an Enterprise CA are published to Active Directory.

If for some reason you need to change the location where certificates are published to,
you can do so by modifying the certificate-publishing behavior of the CA, as outlined
in Exercise 4.13

EXERCISE 4.13

SELECTING THE PuBLICATION LOCATION FOR NEW CERTIFICATES

1. Click Start | Programs | Administrative Tools.

2. Open Certification Authority.

3. Right-click on your CA and select Properties from the context menu.
4

Switch to the Exit Module tab, select the Exit Module you want to con-
figure, and click Configure. This opens the Properties page shown in

Figure 4.44.
Figure 4.44 Selecting the Publication Location for New Certificates
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5. Click OK twice after making your selections.

= Recovering Key Management Server Issued Keys

The Exchange Key Management Server (KMS) makes native use of the Windows 2000

Server Certificate Services, and thus needs no additional CA to perform its duties. The
Windows 2000 CAs take care of all certificate issuance and revocation for users
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enrolled in Advanced Security through KMS, as well as maintaining the CRL and
CTL. KMS is flexible and can use any Enterprise CA in an organization in the event
that the first CA contacted is busy or unavailable. If you’re an Enterprise CA is set up as
a subordinate to a trusted third-party CA, such as one provided by VeriSign or Thawte,
e-mail users can send messages both inside and outside of the organization using their
digital certificates for signing and encryption of the e-mail messages.

KMS actually creates two sets of key pairs when a user is enrolled for Advanced

Security:

®m  The first pair is created by the KMS, and utilized for message encryption.

®  The second pair is created by Outlook, and used for digitally signing messages.

The public key created by the KMS is kept in Active Directory and used for
decrypting and authenticating incoming messages. The private key created by KMS is
kept in an encrypted database maintained by the KMS itself and is only available to its
authorized user (the user holding the certificate used to create the key pair). As such, a
user may need to recover this private key from time to time. This happens most often
when a computer fails or is replaced, thus wiping out the settings that the user had pre-
viously configured in Outlook for secure e-mail messaging.

Fortunately, the KMS provides an extremely easy mechanism for recovering lost
KMS keys. Exercise 4.14 presents the process for recovering a KMS key and assumes
that you have KMS configured and in operation on your network. If not and you
would like to read more about using KMS in Exchange 2000, see the article “Key
Management Service in Exchange 2000 Server” located at http://msexchange.org/
tutorials/Key_Management_Service_In_Exchange_2000_Server.html.

EXERCISE 4.14

RECOVERING A LosT KMS Key

1. Click Start | Programs | Microsoft Exchange | System Manager. This
opens the Exchange System Manager (ESM).

2. Expand the organizational node and select the Advanced Security
node within it. In the right pane of the window, right-click Key
Manager and select All Tasks | Recover Keys from the context menu,
as shown in Figure 4.45.

3. Enter your KMS administrative password (not the same as your KMS
startup password or your regular Windows network password) as
shown in Figure 4.46 and click OK.
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Figure 4.45 The Exchange System Manager
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4. Select the method of locating users as shown in Figure 4.47. Click OK
to continue.

Figure 4.47 Selecting the User Selection Method
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5. Select the users you need to recover KMS keys for, and click Recover
when you have added them all to the right side of the window, as
shown in Figure 4.48.

Click OK to acknowledge the completion of key recovery.
Click Close to complete the recovery process.

Figure 4.49 shows the results of the recovery process—the user is now
able to configure e-mail security from within Outlook.
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Figure 4.48 Selecting Users for Recovery
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Figure 4.49 Configuring for E-mail Security
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Windows XP Auto-enrollment

One of the new features in Certificate Services in Windows XP and Windows .NET
Server 2003 is the concept of auto-enrollment of new certificates and approved renewals.
Auto-enrollment is based on a combination of Group Policy settings and Version 2
Certificate template properties, which require Windows XP and Windows .NET Server.
This combination provides for Windows XP Professional clients to automatically enroll
users with new and newly renewed certificates at every Group Policy refresh (computer
startup, user login event, or during a configured Group Policy refresh event).

By providing a means to automatically issue approved certificates and enable PKI-
based applications such as EFS, Secure Sockets Layer (SSL), and smart cards, auto-
enrollment can greatly reduce the workload incurred in managing a large PKI environ-
ment. Certificates are still requested through standard means (via the Microsoft
Management Console [MMC] or by using Web Enrollment), but are now automatically
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installed when the certificate request has been approved and issued. Thus, the user or

administrator is no longer required to perform this time-consuming step.

Auto-enrollment is managed via Group Policy and the new Certificate Templates

snap-in. For more background information on auto-enrollment, see “Certificate

Autoenrollment in Windows XP located at www.microsoft.com/technet/prodtechnol/

winxppro/maintain/certenrl.asp. Exercise 4.15 walks you through the basic configura-

tion of auto-enrollment. This can be done on a local Windows XP machine via Local

Group Policy or on a Windows .NET Server 2003 using Active Directory Users and

Computers to edit Group Policy.

EXERCISE 4.15

CONFIGURING AUTO-ENROLLMENT

1.

10.

11.

If you are working locally on a Windows XP Professional computer, skip
to step 5.

On your Windows .NET Server 2003, open the Active Directory
Computers and Users console.

Right-click the site, domain, or Organizational Unit (OU) that you want
to configure Group Policy for and click Properties.

Click the Group Policy tab. Select a Group Policy Object to edit and
click the Edit button. Skip to step 9 to continue this procedure.

On a local Windows XP computer, click Start | Run. Enter MMC into
the Run box and click OK.

From the blank MMC console, click the File menu and then click
Add/Remove Snap-in.

In the Add/Remove Snap-in dialog box, click Add.

In the Add Standalone Snap-in dialog box, click Group Policy, and then
click Add. Select Local Computer and click Finish.

To configure user settings for auto-enrollment, expand the following
nodes: User Configuration | Windows Settings | Security Settings |
Public Key Policies (see Figure 4.50).

Right-click the Autoenrollment Settings object and select Properties
from the context menu (see Figure 4.51).

If you want to automatically enroll certificates, ensure that the Enroll
certificates automatically radio button is selected. If you want to fur-
ther automate certificate processing and provide for automatic
renewal, removal, and cleanup of certificates in Active Directory, you
should also consider selecting the two checkboxes as well. When you
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have configured user auto-enrollment to your satisfaction, click OK to
close the Properties window.

Figure 4.50 Locating the Auto-enrollment Setting
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Figure 4.51 Configuring the Auto-enrollment Settings Object
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12. If you want to configure auto-enroliment of computer certificates, you
can do it from the same location within the Computer Configuration
node, as shown in Figure 4.52.

Figure 4.52 Configuring Computer Auto-enrollment
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13. Close any open Group Policy windows.

www.syngress.com



Installing, Configuring, and Managing Windows 2000 Certificate Authorities * Chapter 4 247

Summary of Exam Obijectives

There are three types of cryptographic functions:

®  The hash function uses a mathematical algorithm on the data to scramble it.

B The secret key method of encryption uses a single key to encrypt and decrypt
information. Secret key encryption quickly encrypts a large amount of data
and 1s sometimes referred to as symmetric key cryptography. The disadvantage
of secret key encryption is that a secure method must be in place for the par- l
ties to exchange the one secret key.

m  The disadvantage of secret key encryption was removed in the 1970s with

public key encryption, which is based on the use of key pairs. The public key
is made available to everyone, but the private key of the key pair is available ‘
only to the owner. Public key encryption is also referred to as asymmetric

cryptography. The public key is usually used to encrypt the sensitive data,

which means that only the matching private key can decrypt the ciphertext. If

a user wants to make information available to everyone with the guarantee

that readers are getting information that has not been tampered with, the

owner can use the private key to encrypt the data. Under these circumstances

the matching public key is needed for the decryption process, and it is avail-

able for everyone’s use. The disadvantage of public key encryption is that it is

slow and therefore cannot protect a large amount of data.

Windows 2000 uses cryptography extensively. A digital signature is a hash value
encrypted with a private key. By using the corresponding public key, receivers can be
guaranteed that the document contains no modifications and that senders are really
who they claim to be. With a digital signature, the document itself is not encrypted.
Digital signatures involve the creation of a message digest, which is signed by the
sender’s private key. A message digest is a 128-bit number generated by hashing the
original message.

Public key cryptography can provide authentication instead of privacy.
Authentication involves the use of a challenge initiated by the receiver of the data. The
challenge can be sent encrypted or in plaintext. Either way, the result is proof for the
receiver that the sender is authentic. This type of authentication is referred to as proof
of possession. Windows 2000 also uses public key cryptography for bulk data encryption

and exchanging a secret key through a nonsecure communication channel.
Certificates are used to provide assurance that the public key used belongs to the
entity that owns the corresponding private key. The issuer of a public key certificate is

known as a CA.The job of the CA is to validate the identity of a person or organiza-
tion to the public key. The certificate hierarchy consists of multiple CAs that have trust
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relationships established between them. The CA at the very top of the certificate hier-
archy is referred to as a root. Nothing is above the Root CA, so it simply signs its own
certificate. A subordinate is a child to a parent and can take on the role of an interme-
diate CA or an issuer CA.

A subordinate’s certificate is generated by its parent CA. The intermediate CA’s
purpose is to create certificates for other CAs. The issuer CA is responsible for issuing
end entity certificates.

Four types of CAs are available with the Microsoft Certificate Services, which can

* be broken down into two major categories: Enterprise and Standalone. Enterprise CAs
rely on the Active Directory services of the Windows 2000 operating system. The
Standalone CA is implemented when Active Directory or membership in a Windows
2000 domain is not available. The four types of CAs are Enterprise Root, Enterprise
Subordinate, Standalone Root, and Standalone Subordinate.

The PKI is not a single item but rather a collection of various components working
together to allow public cryptography to occur. The main components of the PKI are
the following:

®m  Active Directory Policy distribution and certificate publication.
m  Certificate Service Certificate creation and revocation.
®  Domain Controller/Kerberos Domain Controller Domain logon.

®  Client Where most of the activity is initiated.

The Windows 2000 operating system makes many core application services avail-
able to domain clients. To use public key encryption, public keys must be generated and
then enrolled with a CA. If for some reason a key pair gets lost or corrupted, there
must be a way for a client to have key recovery. Keys have an expiration date, so the
operating system must include a mechanism for necessary renewal.
Windows 2000 provides core services for domain clients through the PKI. The gen-
eration and use of keys is transparent to the user. The PKI is a mechanism for creating,
renewing, and revoking keys on an as-needed basis. Generated keys can be automati-
cally enrolled with a CA, and in the event of key corruption, the Windows 2000 PKI
makes it possible to recover keys. Because it is possible to log on to Windows 2000 with
any computer, the PKI enables clients to use their keys from any network location.
F Public key security relies on Trusted Root CA, certificate enrollment and renewal,

and smart card logon. The responsibility of the CA is to attest to the public key being
used. The top of the hierarchical structure is the Trusted Root CA. Trusted Root CAs
are defined through the Certificate snap-in. Administrators must add the appropriate
Trusted Root CAs and also remove any Root CAs they do not want to trust.
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Certificate templates must be created to define policies that control how to create
and then use a certificate. Smart card logon is controlled by the policy that has been
established with the user. If the policy is set to enforce smart card logons, the user
cannot log on without a smart card and a computer with a smart card reader. If the
smart card policy is set to Enabled, password logons are still available.

PKI includes the applications written to support public key encryption. Windows
2000 provides security support for both Transport Layer Security (TLS) and Server
Gated Cryptography (SGC).TLS and SGC require both the client and the server to
have certificates issued by a CA. Certificate exchanges rely on the use of key pair
encryption to end up with a secret session key.

E-mail can be secured by using the Exchange Server and Microsoft Outlook prod-
ucts. The process of digital signatures guarantees both the sender and the message for
e-mail. Windows 2000 includes a code-signing technology known as Authenticode,
which ensures the integrity and origin of software distribution from vendors over the
Internet. The EFS allows any user to encrypt sensitive data by marking the directory or
just the individual file for encryption. Windows 2000 also supports smart cards for
public key logons.

Exam Objectives Fast Track

Cryptography and You: What is it All About?

M Encryption is the process of changing a cleartext message into an unreadable
torm known as ciphertext. Decryption is the process of changing the
ciphertext message back to cleartext.

M Secret key encryption is very efficient at quickly encrypting large quantities of
data. Secret key encryption uses a single key for both encryption and
decryption.

M The most popular public key algorithm is the standard RSA, which is named
after its three inventors: Rivest, Shamir, and Adleman.

M Public key algorithms provide better security than secret key encryption, but
encrypt and decrypt data more slowly.

M Digital signatures prevent changes within a document from going unnoticed.
They also verify the person to be the original author. Digital signatures do not
provide document encryption.
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M Digital certificates provide a way to validate public keys. They assure that

public keys belong to the entity that owns the corresponding private key.
Certificates provide users with a guarantee between the public key and the
entity holding the corresponding private key. The certificate contains the
public key and a complete set of attributes.

The Microsoft Certificate Service includes four types of CAs: Enterprise
Root, Enterprise Subordinate, Standalone Root, and Standalone Subordinate.

The Enterprise Root CA is at the top of the PKI. An Enterprise Root CA
uses predefined certificate templates for issuing and requesting certificates.

PKI is a collection of components that allow public cryptography to occur
transparently to clients.

The two major services for Window 2000 public key security are the
cryptographic service and the certificate management service. The
cryptographic service is responsible for key generation, message hashing, digital
signatures, and encryption. The certificate management service is responsible
for X.509 version 3 digital certificates.

Certificate Authorities

o

4]

Because the Root CA is at the very top of the certificate hierarchy, it signs its
own certificate. This is not secure for the Root CA, so a third party is often
used to verify a Root CA’s certificate.

The issuer of a Public Key Certificate is called the CA. Any CA has the
responsibility of validating the identity of a person or organization and for
associating that entity with the key pair it issued.

The Certificate Server Service for Windows 2000 includes the capability to do
the following:

m  [ssue certificates to users, computers, and services
®  Identify the requesting entity
®m Validate certificate requests, as allowed under the Public Key security policy

®m  Support the local enterprises CAs as well as external CAs
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Installing and Managing Windows 2000 CAs

M Active Directory must be properly configured before installing an Enterprise
CA. Computers cannot be renamed, joined to, or removed from a domain
after installing Certificate Services.

M For key recovery, a client’s private key must be stored where it will always be
accessible.

M A certificate should be valid only for a limited time. Windows 2000 only ; -.i
supports renewal with automatic enrolled certificates. All other certificates
must go through a complete certificate enrollment process.

M Certificates and their properties are stored in certificate stores. Active
Directory is the store for an Enterprise CA.

M Windows 2000 supports roaming users by utilizing roaming profiles and
smart cards.

M The Enterprise CA publishes its CRLs to Active Directory where clients can
obtain the information. The CRL is cached to the client’s local machine and
then read from the cache when certificates are verified.

=

Windows 2000 provides single logons at the enterprise level.

M CAs are responsible for guaranteeing that a key is valid for a particular user or
company. The CAs accomplish this by storing the public key and maintaining
a list of issued certificates.

M The MMC Certificate snap-in is used to specify which CA to trust. Newly
created CA’s certificates must be added as trusted CAs.

M Certificate templates define policies that control the generation and use of
certificates.

M Microsoft recommends that you back up your entire CA server by backing up
the system state data.

M Use the CA console to back up and restore Certificate Services without
backing up the system state data.

M Typical tasks involved in managing a CA include requesting certificates, using

the Certificate Services Web interface, importing a certificate, and revoking
certificates.
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M The CRL lists all revoked certificates and is published to the specified
locations on a configured schedule. The CRL can also be manually published
by the administrator, if desired.

M The recommended way to back up a CA is by backing up the entire server,
including the system state data.

M It is possible to back up and restore the CA data only from within the
Certification Authority snap-in.

&

Advanced Certificate Management Issues

M By default, new certificates are published directly into Active Directory. This
can be changed to force certificates to be published into the file system
and/or Active Directory, if desired. In 99.999 percent of the cases, it is best to
leave the default as is.

M The public key created by the KMS is kept in Active Directory and used for
decrypting and authenticating incoming messages. The private key created by
KMS is kept in an encrypted database maintained by the KMS itself and is
only available to its authorized user (the user holding the certificate that was

used to create the key pair). As such, the need may arise from time to time for
a user to recover this private key. This happens most often when a computer
fails or is replaced, thus wiping out the settings that the user had previously
configured in Outlook for secure e-mail messaging. Fortunately, the KMS
provides an extremely easy mechanism to recover these lost KMS keys.

M Windows XP Certificate auto-enrollment is based on a combination of Group
Policy settings and Version 2 Certificate template properties—which requires
Windows XP and Windows .NET Server. This combination provides for
Windows XP Professional clients to automatically enroll users with new and
L newly renewed certificates at every Group Policy refresh (computer startup,
user login event, or during a configured Group Policy refresh event).
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Exam Objectives
Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book, are
designed to both measure your understanding of the Exam Objectives presented in
this chapter, and to assist you with real-life implementation of these concepts.

Q: What components are needed to build a complete PKI?

A: Five major components are needed to build a PKI. CAs are needed to issue certifi-
cates and for certificate revocation lists. The certification publication point, based on
any kind of directory service, makes certificates and the CRLs available at any time. 1
Any structure needs some kind of management tool, so a PKI also provides a utility
for key and certificate management. The fourth component is the set of well-
written applications that make public cryptography transparent to the user when
the user has indicated what must be completed. The final component in PKI is
hardware that supports cryptographic technologies. The hardware ranges from smart
cards used to store secure keys to PCI cards that handle on-board
encryption/decryption processing. The fifth component of a complete PKI is com-
pletely optional.

Q: What are the primary ¢omponents of the Windows 2000 PKI?

A: The Microsoft Certificate Services make it possible toereate your own CAs and to
issue and manage digital certificates. This means that the Microsoft Certificate
Service 1s your CA and management tool. The Active Directory service is your
Certificate Publication Point. The third component is the set of well-written appli-
cations that work seamlessly with the Windows 2000 PKI, including Microsoft
Internet Explorer and the IIS, as well as many third-party vendors. The final pri-
mary component of Windows 2000 PKI is a component from the Exchange Server
software, the Exchange Key Management Service. The optional hardware support in
cryptography is available through the use of smart cards.

Q: Are the security features easy to use?

A: Microsoft has designed the PKI to be easy for everyone to use, from end users to
administrators. The PKI components are included with the Windows 2000 oper-
ating system, so there is nothing extra to buy or install. Departments can be set up

with their own CAs, because the CA software is part of the operating system. The
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administrator and the end user can use already familiar tools such as the MMC and
Internet Explorer to create certificates, view their certificates, view other certifi-
cates, validate their authenticity, and set what certificates are authorized to do. By
using Internet Explorer, users can access the Microsoft Certificate Service to
request that a certificate be created. The Certificate Request Wizard will supply
appropriate fields, and the request will automatically be forwarded to the appro-
priate CA. When the certificate is generated, the public key information is automat-
ically stored in Active Directory, and the private information is delivered to the

\k requester.

Q: For the administrator, how easy is the PKI to maintain?

A: The management of the PKI is a daily task once it is installed. From the Certificate
Service and MMC snap-in, the administrator can perform the daily PKI mainte-
nance tasks. Most of the tasks can be completed by merely selecting the appropriate
menu item. Normal maintenance includes the following:

m  Revoking certificates when necessary

®  Defining templates for certificate attributes that will automatically be inherited
by newly created certificates

= ®m  Viewing the certificates and their properties
B Viewing the properties of a CRL
®  Changing group policy settings for users, groups, and computers
®  Seeing certificates pending requests

B Viewing failed certificate requests

Q: What does it really mean when people state that you can export DES?

A: In 1996, the U.S. export regulations on cryptography were put under the purview
of the Department of Commerce. In the fall of 1998, export restrictions were
relaxed. The regulations for exporting cryptographic material and key recovery
requirements are as follows:

®  The key recovery requirements for export of 56-bit DES and equivalent prod-
ucts are eliminated.

®m  Export of unlimited strength encryption under license exceptions is now
broadened to include others besides the financial industry for 45 countries.
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m  Export of recoverable products is granted to most commercial firms for a
broad range of countries in the major commercial markets, excluding items on
the U.S. defense list.

m  Export licenses to end users may be granted on a case-by-case basis.

Self Test

A Quick Answer Key follows the Self Test questions. For complete questions, answers, "i
and epxlanations to the Self Test questions in this chapter as well as the other
chapters in this book, see the Self Test Appendix.

Cryptography and You: What is it All About?

1. What keys are used in public key encryption and what are their functions?
(Choose all that apply.)

A. A public key that can be used by a sender to encrypt data.
B. A public key that can be used by a recipient to decrypt data.
C. A private key that can be used by a recipient to decrypt data.

D. A private key that can be used by a sender to encrypt data.

2. A digital signature provides what assurance? (Choose all that apply.)
A. The message has not been tampered with during transit.
B. The message has been protected from capture during transit.
C. The message has originated from the sender.
D. The message has not been delayed during transit.
3. What is used to provide assurance that the public key being used belongs to the
entity that owns the corresponding private key?
A. Active Directory

Digital certificate

B.
C. Smart card
D.

User name and password
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Certificate Authorities

4. What type of CAs does Windows 2000 provide support for? (Choose all that apply.)
A. Enterprise Root CA
B. Standalone Root CA
C. Standalone Subordinate CA
D. Enterprise Subordinate CA

5. You wish to deploy a certificate services solution for your network, which is not
using Active Directory. Your CA will not be required to be on the network con-
tinuously, but only for brief periods of time to allow you to issue certificates and
publish updated CRLs.You have installed a Trusted Root CA certificate from
VeriSign to act as your CA’s root. What type of CA should you deploy?

A. Enterprise Root CA

B. Standalone Root CA

C. Standalone Subordinate CA
D.

. Enterprise Subordinate CA

Installing and Managing Windows 2000 CAs

6. Ralph is preparing to implement a PKI solution in his small corporate network.
He is currently using Windows 2000 Servers and Windows 2000 Professional
computers, but has not deployed Active Directory. Ralph does not currently have
any plans for an Active Directory deployment and his users are happy in the peer-
to-peer workgroup arrangement that they are currently using. The company that
Ralph works for is a small software development firm that would like to be able
to digitally sign their downloadable applications to assure customers that they are
legitimate and valid downloads. What type of Certificate Services solution can
Ralph deploy to meet this need without requiring him to spend too much time
or money?
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A. Ralph should configure his network for Active Directory and issue these
code-signing certificates from a newly created Enterprise Root CA.

B. Ralph should configure a Stand-alone Subordinate CA that uses a third-party
certificate from VeriSign or Thawte as its root, and issue code-signing certifi-
cates with this standalone CA.

C. Ralph should configure his network for Active Directory and create an
Enterprise Root and Enterprise subordinate CA. He should then install a
trusted Root Certificate on the Enterprise Subordinate CA that comes from a _ j
trusted third party such as VeriSign or Thawte, and issue code-signing certifi-
cates from the Enterprise Subordinate CA.

D. Ralph should purchase an individual code-signing certificate issued by a trusted
third party such as VeriSign or Thawte for each of his code developers, and allow 1

them use these certificates to sign code made available for download.

7. Allison is attempting to install Certificate Services on one of her member servers.
She is unable to complete the installation. What are some of the possible reasons
for her inability to install Certificate Services? (Choose all that apply.)

A. Allison does not have administrative rights on the domain controllers in her
organization.

B. Allison does not have administrative rights on the DNS servers in her
organization.

C. Allison does not have administrative rights on the WINS servers in her
organization.

D. Allison does not have administrative rights on the computer she is attempting
to install Certificate Services onto.

E. Allison does not have administrative rights on the RRAS servers in her
organization.

E Allison does not have administrative rights on the Exchange servers in her
organization.
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o

Hannah is attempting to install Certificate Services on one of her member servers.
From where would Hannah initiate the installation process?

A.

B.

Hannah should issue the certsrv.exe command from the command line to ini-
tiate the installation.

Hannah should perform the installation by using the Windows 2000 Setup
CD-ROM menu.

Hannah should perform the installation by configuring Certificate Services
from the Windows Component Wizard.

Hannah should visit the Windows Update Web site to download and install
the required updates to Windows 2000 to support Certificate Services—it is
not part of a default installation of Windows 2000.

Jon wants to create a trust chain for his Root CA from a third-party CA such as
VeriSign or Thawte. How can Jon create this trust chain that starts with the third-
party CA, goes next to his Root CA, and then on to his subordinate CAs, which
in turn are issuing certificates to users in his network?

A.

B.

Jon will need to purchase a special Root CA server from the third-party com-
pany and physically place that in his network.

Jon will need to purchase a certificate from the third-party CA and import it
into the trusted root folder of his Root CA.This will make the third-party
CA the root of all CAs in his network.

Jon will need to set up a VPN from his network to the third party in order for
his Root CA to communicate with their CA’s to verify chain of trust.

Jon will need to co-locate his CA in the third-party company’s building and
issue certificates from it to his subordinate CA’s and users.

. The employees in Christopher’s organization routinely access an SSL-secured web

site. You would like for their computers to automatically be able to verify the cer-
tificate being presented to them instead of being prompted to download and
install the other organizations root certificate each time. What can you do?
(Choose two correct answers.)
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A. Import the Root Certificate into the Trusted Root Certification Authorities
tolder in the domain Group Policy Object. This will propagate it to all domain
computers.

B. Import the root certificate into the Trusted Root Certification Authorities
folder in the local computer certificate store for your Root CA.

C. Import the Root Certificate manually into the Trusted Root Certification
Authorities folder for each user’s personal certificate store.

D. Import the Root Certificate to your domain controller and then export it to a
floppy disk for safekeeping.

You have recently revoked 14 certificates that were in use in your organization.
What would be the next thing you would likely want to do?

A. Perform an incremental backup of your system state data.
B. Publish a new CRL.

C. Renew the CA’s certificate.

D. Change the KMS password.

Rob is the administrator of a large Windows 2000 PKI implementation, which has
several hundred certificates issued and revoked daily. Which of the following pre-
sents the best option Rob can perform that will enable his users to always have
the most up to date CRL?

A. Configure the CRL publication interval for 30 minutes.
B. Manually publishes the CRL every morning at 9 AM.

C. Configure the CRL publication interval for 60 minutes.
D. Add additional CDPs to the publication list for his CRLs.

You want to perform a backup of your Enterprise Root CA server. What methods
are available to you to accomplish this task? (Choose all that apply.)

A. Perform a system state backup using the NTBACKUP program.
B. Export all Trusted Root Certificates to removal media.

C. Create a striped disk set on the CA server.
D

. Perform a Certificate Services backup from the CA console.
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Advanced Certificate Management Issues

14. Andrea is the Exchange administrator for her organization. She is using Exchange
2000 on Windows 2000 and is using the Exchange Key Management Service for
advanced e-mail message security. One of her users, George, recently dropped his
laptop in the hotel pool while vacationing. George has been issued a new laptop,
complete with Windows 2000 and Microsoft Outlook. He would like to be able
to continue to use secure e-mail. What can Andrea do to allow him to continue to
‘k be able to use secure e-mail functions?

A. George’s KMS private key is tied to his GUID and cannot be recovered
without deleting and recreating his user account.

B. Andrea will need to delete George’s Exchange mailbox and create a new one
from the Exchange System Manager.

C. Andrea will need to login to the KMS and perform a key recovery action on
George’s account. He will receive an e-mail from the Exchange System

Attendant providing him with instructions on how to configure for advanced
e-mail security.

D. Andrea will need to contact Microsoft to get the unlock code for the PID
used to install Outlook on George’s old laptop. Only with this PID can she
reassociate his Exchange mailbox to his new laptop and allow him to use
secure e-mail functions again.

15. You are the administrator of your organization’s small Windows 2000 network.
You have just finished configuring a new laptop computer for your CEO who
replaced an existing computer. The first time he attempts to digitally sign a mes-
sage in Outlook, he finds that he does not have the capability to do so.You are
using Exchange 2000 as your messaging system and have the Key Management
L Server in place. What do you need to so that your CEO can digitally sign his

e-mail once again? (Choose two answers.)
A. Use the Key Manager in the ESM.

B. Open the User Properties page for your CEO in Active Directory Users and
F Computers.

C. Recover the lost key and issue your CEO a new enrollment token.

D. Place a check in the “Password never expires” check box.
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Self Test Quick Answer Key

For complete questions, answers, and epxlanations to the Self Test questions in this
chapter as well as the other chapters in this book, see the Self Test Appendix.
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Chapter 5
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Managing and

Troubleshooting the
Encrypting File System

Exam Objectives in this Chapter:

54 Manage and troubleshoot EFS. Considerations include
domain members, workgroup members, and client-
computer operating systems.

Summary of Exam Objectives

Exam Objectives Fast Track

Exam bbjectives Frequently Asked Questions
Self Test

Self Test Quick Answer Key
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Introduction

Regardless of the efficacy of the barriers that you erect to keep others from accessing
or intercepting your sensitive data, you must recognize that your barriers won'’t always
work. Confidential files sometimes fall into the wrong hands. Thus, you need to take
additional steps to ensure that when this happens, unauthorized persons will not be able
to read the data even though they have it in their possession. That’s where encryption
comes in.

Data encryption is a concept that predates computers. The art and science of cryp-
tography involves hiding or changing information to protect it from unauthorized per-
sons. The word comes from the Greek word for hidden, and the ancient Greeks, as well
as those in other ancient civilizations, practiced cryptographic techniques when sending
important military, political, and personal messages.

Encryption “scrambles” data so that it appears to be gibberish to anyone who
doesn’t have the means to “unscramble,” or decrypt, it. All computer data is ultimately
sent or stored in binary form (as ones and zeroes). To encrypt the binary data, a mathe-
matical procedure called an algorithm (a calculation or formula) is applied, using a vari-
able called the key. Methods used to encrypt data are called ciphers, and the encrypted
form of data is called ciphertext. To decrypt data and return it to comprehensible form,
the recipient of the data must use the proper key. This might be the same key used to
encrypt it (a method called symmetric encryption) or it might be a different, mathemati-
cally related key (in a method called asymmetric encryption).

NoTE

For a fuller discussion of cryptography and encryption as well as other basic
security concepts that we have not covered in this book, see Chapter 7 of
Scene of the Cybercrime: Computer Forensics Handbook by Debra Littlejohn
Shinder (Syngress Publishing, Inc., ISBN 1-931836-65-5, 2002).

When we discuss encryption in regard to computer data, we need to make a dis-
tinction between two difterent uses of the technology:
®  Encryption of data as it travels across a network
®  Encryption of data stored on disk
With the Windows 2000 operating system, Microsoft introduced built-in features to
accomplish each of these tasks. Support for the Internet standard Internet Protocol

Security (IPSec), which we discuss in Chapter 6, provides encryption for data in transit.
In this chapter, we focus on the encryption of data stored on disk as implemented by
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Microsoft’s Encryption File System (EFS). Remember that prior to Windows 2000,
users of Microsoft Windows operating systems had to rely on third-party products to
provide encryption of stored data. These products were often very limited, very inse-
cure, and not compatible with each other. Windows 2000 EES removes the need for
these types of products.

Remember, the fact that you might have implemented a firewall (such as ISA
Server) and that the Windows N'T-based operating systems include mandatory logon
and access control for files does not guarantee that your data will be protected from
unauthorized eyes. If thieves want to steal your data, they can achieve their goal in
many ways. Tools on some other operating systems can access NTFS volumes while
bypassing the access control supplied by NTES. Lack of physical security allows entire
portable systems to be stolen easily.

In addition, many laptop and notebook computers now come with removable hard
drives. This 1s great for thieves because they have less contraband to conceal once they’ve
pulled off a theft. The laptop itself still appears on the owner’s desk, so a thief has more
time to exit a building before any alarms go off. A thief can also disconnect and remove
a desktop computer’s second hard drive from the premises without being noticed.

To keep your data from being viewed and/or modified by any unauthorized user
such as a thief, you should implement file encryption. EES, which is included in
Windows 2000 and improved in Windows XP/.INET, makes this easy. However, in
order to take advantage of EFS, you must format the partitions on which it is stored to
NTFS. Furthermore, you should know that even if you use these operating systems and
use NTFS, no data is encrypted by default. You must explicitly set the encryption prop-
erty on the files or folders that you want to protect.

In this chapter, we examine the features and architecture of EFS and show you how
to use it to provide extra security for your sensitive data.

The Role of EFS in a Network Security Plan

A good network security plan is multilayered, just as a good physical security plan
includes perimeter control (fencing), external security (guard dogs and security cam-
eras), barriers (locks on doors), internal security (motion detectors and indoor cameras),
and object-specific security (safes for valuables). In a network security plan, if your ISA
server (or black-box firewall) is analogous to a high, strong fence sitting on the
perimeter of the network, you might think of file encryption as a “safe” into which you
put specific objects (such as files and folders) to protect them in case someone breaks
through all the outer obstacles.

An important part of security planning is determining which assets need the most
protection. You’ll want to assess the sensitivity and importance of data on a case-by-case
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basis to decide which files and folders to encrypt. Why not just encrypt the entire con-
tents of the disk and be done with it? Well, that is not the best solution, for several reasons:

®m  Operating system files that must be accessed to use the system cannot be
encrypted.

®  Data that needs to be compressed cannot be encrypted.

B The encryption/decryption process slows performance somewhat, so taking
the performance hit for data that has no need to be encrypted doesn’t make
sense.

®  Encrypted files can only be accessed by the person who encrypted them (in
Windows 2000) or persons explicitly added to the access list (in Windows
XP/.NET). So files that need to be accessible to many people cannot be
encrypted in Windows 2000 and can only be encrypted in Windows XP/
NET with a great deal of work because you’ll have to add everyone to the
access list.

Another consideration is the fact that encrypting data might in some cases be like
putting a red flag on it that announces to the world, “This data is sensitive and impor-
tant!” If only one file on an entire disk is encrypted, that file will instantly become inter-
esting to any intruder. For this reason, encrypting a number of files instead of only one
or two is a good idea. That way, highly sensitive files won’t stand out quite so much.

Remember that EFS fills only part of a network’s encryption needs. EES does not
encrypt data sent across a network. If you attempt to send an EFS encrypted file across
a network, someone who intercepts the packet with a protocol analyzer (called a sniffer)
will be able to read the data. EES is only intended to protect data on a disk. You should
use [PSec to encrypt data to be sent across the network. If data is sensitive enough to
be protected while it’s stored on disk, it’s sensitive enough to be protected when it’s
transmitted on a network.

Using the Encrypting File System

The Encrypting File System supported in Windows 2000 and XP/.NET is a security
feature built into the NTES file system. In order to encrypt a file (or folder) in any of
these operating systems, the file (or folder) must be located on an NTFS 5 volume.
NTES 5 is the version that is created with a Windows 2000 installation. Both public
key encryption and secret key encryption (discussed later in this chapter) are imple-
mented within the complete process, so data is encrypted quickly and in such a way
that it can stand up against an attack from cryptanalysts (people who specialize in ana-
lyzing and “breaking” encryption algorithms). U.S. customers who purchase Windows
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2000 receive a 56-bit standard DES algorithm for implementation, but U.S. customers
can also obtain a 128-bit encryption DES algorithm. Until export approval is received,
Microsoft also has a 40-bit DES algorithm for all international customers.

An encrypted file can be read by anyone with a private key that can decrypt the
File Encryption Key. In the Windows 2000 implementation of EFS, only the user who
encrypted a file and a designated recovery agent (usually the network administrator) can
decrypt the data. The version of EFS included in Windows XP/.NET adds the capa-
bility to share encrypted files with others.

The provision of a recovery agent is important in the implementation of EFS in the
business environment. If a user leaves a company or if a user’s private key becomes cor-
rupted or 1s accidentally deleted, the recovery agent can implement data recovery. This
might sound like a security weak spot, but data recovery in Windows is not a security
weakness.

Microsoft has written code to establish an Encrypted Data Recovery Policy
(EDRP), which controls who can recover data if the owner’s private key is lost or if an
employee leaves the organization. In a workgroup environment, Windows automatically
sets up the EDRP on the local machine. In a domain environment, the EDRP is set up
in the domain policy by the system administrator, and computers belonging to the
domain will receive the EDRP from that location.

If a computer is not a member of a Windows 2000 domain and you force an
administrative password change on the user account that was used to encrypt the files,
those files become unrecoverable. In a domain environment, you have more recovery
options for EFS files.

Test DAy Tip
If you want to store encrypted files on a remote server, the server must be

trusted for delegation. You must be a domain administrator to configure the
server as trusted for delegation. This is done through the Active Directory Users
and Computers console. For detailed instructions, see Microsoft Knowledge
Base article Q307877. Also note that you will not be able to access encrypted
files from Macintosh clients.

Encryption Fundamentals

As mentioned previously, encryption is the process of taking a plaintext file and pro-
cessing it so that the original data is in a new ciphertext (unreadable) format. Typically
the encryption process uses an algorithm and a secret value that is referred to as the key.
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Public Key, or Asymmetric Cryptography

Public key cryptography is designed so that each person in the communication has two
keys: a public key and a private key. The two keys are mathematically related, but the
private key cannot be discovered by knowing the public key. Table 5.1 identifies the dif-
ferences between these two keys in typical use.

Table 5.1 Public and Private Keys

Key Description Use
Private Never made known to anyone but the user. Decryption.
Public Known worldwide. Encryption.

Public key cryptography is also known as asymmetric cryptography because users
employ different keys to encrypt and decrypt a file. Public key-based algorithms usually
are highly secure, but they are considered slow. Figure 5.1 illustrates the basic processes
of public key encryption and decryption.

Figure 5.1 Public Key Encryption and Decryption

Plaintext Plaintext
Plaintext W & @ CpherText B & Plaintext
Public Key Private Key

Public Key Cryptography

Public key pairs can be used as described to provide confidentiality of data. A
message sender uses the recipient’s public key to encrypt it, then sends it to the
recipient, who uses his or her own private key to decrypt it. Only the private key
that belongs to the same key pair as the recipient’s public key will work.
Another use for public key cryptography is to provide authentication of a mes-
sage sender’s identity. For this purpose, the sender encrypts the data with his
or her own private key and sends it to the recipient who uses the sender’s
public key to decrypt it. Because the public key is available to anyone, there is
no confidentiality, but because only the private key associated with the sender’s
public key could have been used to encrypt it (otherwise the public key
wouldn’t work to decrypt it), the recipient can be assured that the message
came from the sender.
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Secret Key, or Symmetric Cryptography
Instead of a key pair, symmetric cryptography uses a single, shared secret key. The same key
is used for both encrypting and decrypting the data.

One popular method of symmetric cryptography is the Data Encryption Standard
(DES), which the National Bureau of Standards defined in 1977 for commercial and
nonclassified use. Developed by a team of IBM engineers who used their Lucifer cipher
and input from the National Security Agency, DES is an encryption algorithm that uses
a 56-bit binary number key.

Secret key algorithms are implemented quickly. Because the DES algorithm uses a
single key for both encrypting and decrypting data, this security mechanism is weaker
in its design than asymmetric methods. Symmetric cryptography requires some mecha-
nism for sharing the secret key, and this requirement exposes it to the possibility of
interception. Figure 5.2 illustrates the secret key algorithm method.

Figure 5.2 Secret Key Algorithm

Plaintext Cipher Text
Ploinfext & Cipher Text  mp & | Plointext
Secret Key Secret Key

One major difterence between symmetric and asymmetric algorithms is the
number of keys that are used in the process. Public key algorithms use a key pair, but
secret key algorithms use a single key. This major difterence can clearly be seen in
Figures 5.1 and 5.2.

What the figures do not show is the difference between the two algorithms in terms
of the amount of time needed to fully process the encrypting and decrypting of the file.
Because of this speed difference, asymmetric algorithms are most useful for small
amounts of data. Symmetric algorithms can be used to efficiently encrypt large amounts
of data. Public key encryption is a slower-process method than secret key encryption, so
the two should be implemented appropriately. The two encryption technologies can be
used together for the optimum balance between performance and security.

How EFS Works

Microsoft implements both secret key encryption, which is a faster and less secure pro-
cess, and public key encryption, which is a slower but more secure process. When the
operating system receives a request to encrypt a file, the Encrypting File System gener-
ates a random number for the file. This random number is known as the file’s File
Encryption Key (FEK). With the FEK, a modified DES algorithm, called DESX, is used
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to generate the encrypted file and store it on disk. The secret key algorithm is being
implemented at this point. Figure 5.3 shows a diagram of the EFS encryption process.

Figure 5.3 The EFS Encryption Process

FEK
Plointet > and | Cipher Text

DESX

When a file needs to be decrypted, the FEK is used again. If you store the FEK on
disk with the file, you have the FEK available for decryption at any time. Anyone who
needs to decrypt the file and who has access to it also has access to the file’s FEK.

Keeping sensitive data secure is the most important concern, but convenience is
also important. Experience shows that when a security process is inconvenient for users,
they are less likely to use it. The FEK is stored on disk and is available whenever it is
needed, so the process is convenient and quick, but anyone who can get to the file will
have available the one item needed for decrypting the file. This means you must address
the security of the FEK itself. Secret key encryption is weak in this aspect, but public
key encryption can be used here to good effect. Thus, to tighten the FEK’s security, you
can encrypt it also. This is where public key cryptography comes in.

When a user encrypts a file, the Encrypting File System uses the user’s public key
to encrypt the FEK. This design prevents users from sharing one decryption key. In
Windows 2000, multiple users cannot share encrypted files. The public key encryption
method is used only on the small FEK, so the system’s performance isn’t impacted. The
ciphered FEK is stored with the encrypted file. Only the user, with that user’s private
key, can decrypt the ciphered FEK, which is needed to decrypt the actual file. At this
point, both the sensitive data and the FEK are secured. The slow method of public key
algorithm is not used on the large file. The final design of file encryption for Windows
2000 allows you to get the best from both encryption worlds.

NoTE

File encryption keys are stored in the nonpaged memory pool. This means the
keys will never be in the paging file, which would create a security risk.

Windows XP/.NET enables support for sharing EFS encrypted files among mul-
tiple users, without sharing private keys among users. The file must first be encrypted
by one user, who can then enable sharing and select the specific users who are to have
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access to the encrypted file. Any user who has an account on the local machine or in
the Active Directory and who has a valid EFS certificate can be added. Each authorized
user can then decrypt the file using his or her own private key.

: Exam WARNING

EXAM
70-214

You might be wondering about the security of temporary files that are used by
some programs. Because of the way the NTFS file system works, temp files do
not present a security problem. When temp files are created, all the attributes
from the original file (including the encryption attribute, if it is present) are
copied to the temp files. This means EFS encrypts the temporary copies as well
as the original file.

It is for this reason that Microsoft recommends setting the encryption

attributes on folders rather than individual files. Keep this in mind when asked
about configuring and implementing EFS on your network and during this exam.

Now let’s pull all these loose ends together into a clear, precise picture. In the fol-
lowing sections, we look at the “how to” aspects of using EFS to protect your data.

User Operations

The Encrypting File System adds more security to the Windows operating system than
ever. This built-in encryption allows any user to protect sensitive data against unautho-
rized use. This much-needed security feature can be used immediately after operating
system installation. The only requirement for EFS is an N'TFS partition. No new
administrative tasks involving installation and configuration of EFS need to be com-

pleted in order for it to work. The user operations that use file encryption are:

Encrypting a file or folder

Accessing an encrypted file

Copying an encrypted file

Preventing files from being encrypted on a server
Moving or renaming an encrypted file

Sharing an encrypted file (in Windows XP/.NET)
Decrypting a file

Using the Cipher Utility (in Windows 2000)

Encrypting a directory

Employing recovery operations
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Encrypting a File or Folder

EFS uses a public key pair and a secret key in the encryption and decryption process.
When a user attempts to encrypt a file, the EFS must first determine whether a key
pair exists for the user or whether one must be created. If a key pair needs to be cre-
ated, the generation will occur on a domain controller or on the local computer,
depending on the environment, unnoticed by the user.

Other tasks completed by EFS include creating the actual ciphertext file, ciphering
the FEK, creating a log, creating a backup file, and deleting the log and backup file used
in the encryption process. A great deal of activity takes place in the background, but the
user 1s unaware of it.

In order to manage encrypted file resources, you must first identify the data that
needs to be protected and then use one of two methods to let the operating system
know where EFS should be implemented. Your choices are:

m  The Windows Explorer interface
®  The Cipher command-line utility

Encrypting a File or Folder on the Local Computer

An owner can encrypt any folder or file as long as it is stored on an NTFS partition.
The easiest way to maintain encrypted files is to first create an encrypted folder in
which you plan to store all sensitive data. Marking a directory for encryption has no
effect on the listing of the files in the directory when you use the Explorer interface.

You can easily encrypt a folder using the graphical interface. When a folder is cre-
ated, go to the Advanced Attributes and check Encrypt contents to secure data, as
shown in Figure 5.4.This sets the encryption bit on the folder.

Figure 5.4 Enabling Encryption
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After this bit is set, the directory is marked for encryption. Any newly created file
or subdirectory stored in the marked directory from this point on will be encrypted
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automatically. This makes it easy to encrypt files simply by creating them in or moving
them to this folder.

If the directory 1s marked for encryption and it already contains files and subdirec-
tories, you will receive a dialog box (as shown in Figure 5.5) that allows you to specify
how far down in the directory structure encryption should be set.

Figure 5.5 Confirming Attribute Changes
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You will see the message box shown in Figure 5.6 while encryption takes place. This
message box shows the estimated time required to complete the encryption process.

Figure 5.6 Applying Attributes
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TesT DAY Tip
If you create an encrypted folder and another user creates a document in that

folder, it will be encrypted using the creator or owner’s private key. This means
you will not be able to access the document unless (in Windows XP/.NET) the
creator/owner has enabled sharing of the encrypted file and added your
account to the user access list.

Compressed or system files cannot be encrypted by EFS. Note that EFS encryption
is not available until the boot process is completed, which is efficient, considering the
complexity of the encryption/decryption process. For this reason, you cannot encrypt
the files that are used in the boot process.

The EFS process will fail if you try to encrypt a file that has the system bit set. An
attempt to encrypt a system file—that is, a file in which the system attribute is set—
produces the message, “An error occurred applying attributes to the file. Access is
denied.” EES also will fail if you try to encrypt a file on the root. Encryption can be
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implemented at both the directory level and the file level. To encrypt a single file on an
NTFES partition, follow the steps in Exercise 5.01.

EXERCISE 5.01

ENCRYPTING FILES WITH EFS ENCRYPTION

1. In Windows Explorer, select the file you want to encrypt.

2. Right-click to bring up the Context menu, and then select Properties.
3. Click Advanced on the General tab.
4

In the Advanced Attributes dialog box, select the check box Encrypt
contents to secure data, then click OK.

5. On the General tab, click OK or Apply to mark the file as encrypted.

Later in this chapter, in the section “Using the Cipher Utility in Windows 2000,”
we discuss how to use the command-line interface to encrypt and decrypt files and
directories.

Encrypting a File or Folder on a Remote Computer

You can encrypt a file or folder on a remote computer that 1s running NTFES. If the
computer is in a domain, however, remote encryption must be enabled by making the
remote computer trusted for delegation. Follow the steps in Exercise 5.02 to encrypt a
file on a remote machine.

EXERCISE 5.02

ENCRYPTING REMOTE FILES WiTH EFS ENCRYPTION

Connect to the remote computer through a mapped network drive.

Select the file or folder you want to encrypt and right-click it.
Click Properties in the right context menu.

Select the General tab, then click the Advanced button.
Check the Encrypt contents to secure data check box.

Click OK.

AL
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Accessing an Encrypted File

Accessing an encrypted file involves no special action by a user. There is no need to
explicitly decrypt a file before using it. When the operating system verifies that a user
has an acceptable private key, the system automatically decrypts the file so the user can
read and/or modify it. The stored file is still encrypted on the disk. When the bytes are
moved from the disk into the user’s working set, the bytes go through the decryption
process. When the user saves the file back to the disk, the file is encrypted again. The
encryption and decryption processes are transparent to users.

TesT DAY Tip
If an unauthorized user attempts to open an encrypted file, he or she will

receive a message stating that access is denied. An unauthorized user also will
not be able to copy or move an encrypted file to a different location on the
disk. These events can also indicate that a problem has occurred with an
authorized user’s certificate, such as certificate expiration or the inability to
locate the certificate (logged on locally instead of to the domain or vice versa).

Backing up your encrypted files is important, as with any critical data. In the
Windows 2000 and XP/.NET operating systems, just as in earlier versions of Windows
NT, a file owner can control access to a file through the use of access permissions. If
owners want to remove all access except their own, they can do so by setting NTES
permissions. The fact that only the owner has permission to access a file does not pre-
vent system administrators from backing up the file on a regular basis. Furthermore, any
user who belongs to the Backup Operators group has the ability to execute the Backup
Utility and back up the file. The Backup Operators group is tied to the Backup Files
and Directories user right, which, when it runs the Backup Ultility, allows the file to be
opened and read. The Backup Files and Directories right contains code that will bypass
the normal access control list (ACL).

EES also provides backup utilities with the ability to back up and restore files in
ciphertext format. The backup process will not be able to decrypt the sensitive infor-
mation nor will it have to decrypt and encrypt during the backing-up operation.

The ADVAPI32.DLL library will provide the EFS APIs necessary for access to the
encrypted data.

When Windows Backup backs up encrypted files, no special configuration is
needed. Members of the Backup Operators group will not have a private key to
decrypt the files, so there is no risk that they can read the sensitive data that you have
encrypted. Encrypted data is backed up during a backup operation as it exists on disk.
The Backup Ultility reads and records the ciphertext file without decryption.

www.syngress.com



276 Chapter 5 * Managing and Troubleshooting the Encrypting File System

Copying an Encrypted File

The copy command has been extended in Windows 2000 and later operating systems

with two new switches to allow you to export or import an encrypted file. When an

encrypted file is copied, the encryption attribute always takes precedence. If either the

file you want to copy or the destination directory is encrypted, the resulting new file

will be encrypted. This differs from copying files in other circumstances, in which a file

always inherits the attributes of the target parent directory. Table 5.2 lists various

copying situations and the status of the resulting created files.

Table 5.2 Copying Encrypted Files

Starting Encryption Copied to New File Status

Both the directory and file A directory that is not encrypted Encrypted
are encrypted

Both the directory and file A directory that is encrypted Encrypted
are encrypted
The directory is encrypted, A directory that is encrypted Encrypted

but the file is not encrypted

The directory encrypted, but A directory that is not encrypted Unencrypted
the file is not encrypted

Both the directory and file A directory that is encrypted Encrypted
are unencrypted

Both the directory and file A directory that is unencrypted Unencrypted
are unencrypted

Damage & Defense...

Encryption Does Not Apply to Diskettes

Be aware that if you copy a file that is encrypted on your hard disk to a medium
such as a diskette, which does not support NTFS (or other media formatted in
FAT or CDFS, such as a FAT partition on your hard disk or a CD-ROM), the
encryption attribute will be lost and the file will be in an unencrypted state on
the FAT-formatted media. This can pose a serious security risk. There is no
warning message that the encryption will be lost when you copy the file. The
file is decrypted to make the copy, but this is completely transparent to users.

This can be a problem for users who travel with removable media con-
taining sensitive information. An attacker doesn’t even have to brute-force his
or her way into a stolen portable computer if they have managed to acquire the
diskette or CD that was with it. There are third-party solutions to this problem,
such as Pretty Good Privacy (PGP), which can be enacted on files or across an
entire disk. Check out PGP at www.pgp.com for more information.
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If you copy an encrypted file to a different computer, you’ll need to export your
EES certificate and private key to the other computer in order to be able to open the
file on the other computer.

Preventing Files from Being Encrypted on a Server

In some circumstances, administrators do not want users to be able to store encrypted
files on a file server. A Registry edit can be done on the server to prevent files on the
server from being encrypted with EFS. This edit can also prevent encrypted files on a
user’s local hard disk from being copied to the server in an encrypted state. If a user
copies encrypted files to a server that’s configured not to store encrypted files, the files
will be stored as unencrypted files.

To edit the Registry so that files can’t be encrypted on a server, perform the steps
of Exercise 5.03.

EXERCISE 5.03

PREVENTING EFS USE ON A SERVER

On the Start menu, click Run.

In the Run box, type regedit. Click OK.

Navigate to the following Registry key: HKEY_LOCAL_MACHINE\
SYSTEM\CurrentControlSet\Control\FileSystem

Expand this key and locate the NtfsEncryptionService value.
5. Delete this value.

You need to reboot the server before the change takes effect. After you complete
the Registry edit, users can only copy their encrypted files to the server in an unen-
crypted state.

@7 NorTE

Microsoft recommends that you always back up the Registry before making
changes to it. See article Q256986 in the Microsoft Knowledge Base for infor-
mation about how to back up, restore, and edit the Registry. Remember that
Registry changes take place immediately; that is, there is no way to undo a
change after you've made it (although many changes won‘t actually take effect
until you reboot because that’s when the Registry values are loaded by the
operating system and/or applications).
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Moving or Renaming an Encrypted File

Renaming an encrypted file is no different from renaming a compressed file. The oper-
ating system changes the filename but makes no modification to any other fields in the
file’s header. The fact that the file is encrypted sets an encryption bit in the file’s header.
Renaming changes the file’s name but does not touch the encryption attribute.

When an encrypted file is moved, it retains its encrypted status, regardless of the
destination folder if on the same Windows 2000 system and an NTES partition. When
an encrypted file is moved on the same partition, there is no difference to the file other
than the resident directory of the file. This is because only the pointer to the file is
changed; the file and its attributes are completely untouched.

When the encrypted file is moved to a different NTFES partition, the file is first
decrypted and then encrypted before being stored at the new location. When a file or
folder is moved to a partition that is not formatted in N'TFES, the file or folder loses all
NTES attributes, including the encryption attribute, and is decrypted.

Commonly, users get new workstations due to hardware upgrades, change physical
locations in a company, and so forth. In these cases, users’ local files are often transferred
to new computers. If encrypted files or folders are moved to a new computer, you must
export the user’s keys and EFS certificate from the old computer and import them to
the new computer; otherwise, the user won’t be able to access the encrypted files.

Sharing an Encrypted File in Windows XP/.NET

Users of EFS in Windows 2000 found that the feature had a major drawback in some
circumstances—specifically, only the user who encrypted a file could access it. It was
not possible to allow others to access an encrypted file without the original user having
to decrypt it and share it with others in a decrypted state. A major improvement to EFS
in Windows XP/.NET is the ability to share access to encrypted files.

In Windows XP/.NET, the original user who encrypts a file can add other user
accounts to the list of those who can access the file in its encrypted state. This makes
for a higher level of security. Additionally, members of the Administrators group can
also add users to the encrypted file.

To allow others to access an encrypted file, follow the steps of Exercise 5.04.

EXERCISE 5.04

ADDING MuLTIPLE USERS TO AN
ENCRYPTED FiLE IN WINDOWS XP

1. In Windows Explorer, right-click the encrypted file that you want
to share.
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Click Properties, select the General tab, and click Advanced.
Click Details, then click the Add button.

From the list of users, select the user account with which you want to
share access. Click OK.

Add additional users if you want.
Click OK to close each dialog box.

Of course, any users that you add to the encrypted file’s access list must also have
the proper NTFS permissions required to access the file. Encryption and decryption
occur transparently, as though the added user were the owner. In addition, remember
that you cannot perform this action (adding users) to a folder, only to a file or files.

Decrypting a File

Users never need to explicitly request that a file be decrypted as long as only that user
needs to access the file (in Windows 2000) or as long as other users who are to have
access have been added to the file’s properties (in Windows XP/.INET). That does not
mean that the decryption process will never occur. The decryption process does occur
in two instances:

m EFS goes through the decryption process whenever the file is accessed, but
this processing is transparent to the user.

®  Decryption occurs when a file’s owner decides that the added security method
is no longer needed and chooses to set the file’s attributes to unencrypted.

When a user wants to read and/or modify the contents of an encrypted file, the
operating system decrypts the file as it is moved from the hard drive into physical
memory. The file’s decryption for use is completely transparent to the user, and the
ciphered or encrypted form of the file is still stored on the hard drive. The user does
not have to decrypt the file manually before each use. The user works with encrypted
files just as he or she works with normal, unencrypted files.

EFS must have the user’s private key in order to decrypt the file. If the user does
not have a valid private key to the file, the system message “Access is denied” appears,
just as when the user does not have the proper permission.

Decryption also occurs if and when a user decides that the encrypted data is no
longer sensitive and therefore does not have to be encrypted. The user can then imple-
ment the decryption process at the file or directory level. The user can use the Windows
Explorer interface to clear the encryption bit, or the user can use the Cipher Utility and
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execute the appropriate command. When an individual file is selected for decryption, only
that file 1s affected. When the user requests decryption at the directory level, a dialog box
appears asking whether the user wants to decrypt all files and subdirectories found within
this directory, as shown in Figure 5.7.

Figure 5.7 The Confirm Attribute Changes Dialog Box
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The decryption process at the directory level is exactly like the process for
changing permissions at the directory level. To decrypt a file, perform Exercise 5.05.

EXERCISE 5.05

DECRYPTING A FILE

1. Using Explorer, select the encrypted file that you want to now be
stored as an unencrypted file.

Right-click to bring up the Context menu, and select Properties.
Click Advanced on the General tab.

In the Advanced Attributes dialog box, clear the check box to Encrypt
contents to secure data.

Click OK.
6. On the General tab, click OK or Apply to mark the file as unencrypted.

Using the Cipher Utility in Windows 2000

Windows 2000 allows users to use file encryption from the command prompt. This can
be faster than using the graphical interface when a large number of files are to be
encrypted. The command-line utility also provides added functionality (such as the ability
to view at one time the encryption status of all files or subdirectories in a specified direc-
tory, the ability to force encryption on files that are already encrypted, and so on).
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The general format of the Cipher Utility is:

cipher [ /e ] [ /a1 [ /s [dirl] [ /a1 [ /i1 [ /£ 1 [ /g 1 [filename]

When the cipher command 1s executed with no switches or filename, the result is a
display of the encryption status of the current directory and any files in the directory.
This is useful because users might not readily know which files have been encrypted,
since the process during access is transparent. (Another way to determine encryption
status is to check the properties of each individual file, but that can be cumbersome.)
Table 5.3 identifies each switch of the cipher command.

Table 5.3 Cipher Command Switches

Switch Function

/e Encrypts the specified files. The directory is marked for encryption, so
any files or subdirectories created and placed here will be encrypted.

/d Decrypts the specified files. The directory will be cleared of the encryp-
tion attribute so that files added here will not be encrypted.

/a Performs the specified operation for files and directories.

/s :<dir> Performs the specified operation on the files in the specified directory
and on all subdirectories.

/i Continues to perform the cipher command, even if errors occur, thereby
overriding the default behavior in which the cipher command stops if an
error occurs.

/f Forces encryption to occur on all specified files, even those that are
already encrypted, thereby overriding the default behavior of not
encrypting already encrypted files.

/q Reports only the most essential information.

The filename can be replaced with a filename or directory. The filename specification
allows for wildcard use, thus allowing multiple listings to be affected with a single com-

mand execution.

A Exam WARNING

Be sure you know and understand the function of each of the available
switches for the cipher command. You should expect to be asked at least one
guestion, which could be a bit tricky in its wording, about using cipher to
work with EFS encrypted files.

Figure 5.8 shows a cipher command that was executed with no switches at the root
level of the directory structure. Every existing directory is listed, and you can see
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whether the directory is marked for encryption. The E attribute indicates encryption,
so, in this example, you can see that Security Files is encrypted. U indicates that a direc-

tory is unencrypted.

Figure 5.8 Executing the Cipher Command with No Switches

Figure 5.9 shows the result of executing the cipher command at the directory level.
The directory is marked for encryption, and any new objects stored there will be
encrypted. All files and subdirectories are shown, along with their current encryption
status. As you might expect, all files in this directory are encrypted. However, a direc-
tory could be marked for encryption that contains unencrypted files, as discussed in the

next section.

Figure 5.9 Executing the Cipher Command at the Directory Level

- ||

Encrypting a Directory

As mentioned earlier in this chapter, EFS allows encryption to be set at the directory
and file levels. When a directory is selected for encryption, what really happens is that
any new object placed in the directory—including files and subdirectories—is
encrypted. Any current existing file and subdirectory will not be encrypted unless the
owner manually sets the encryption bit on the existing object. The best practice is to
create a directory, mark it for encryption, and then store all sensitive data in that direc-

tory when you work with EFS.
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When you modify a directory’s attribute to include encryption, the directory itself
is not technically encrypted; rather, the directory is marked for encryption. This encryp-
tion mark controls all the new objects becoming encrypted.

You can also explicitly unencrypt a file in an encrypted directory by unchecking
the encryption attribute in its properties or using the cipher command.

Employing Recovery Operations

Earlier in the chapter, we mentioned the Encrypted Data Recovery Policy (EDRP).
EDRP is part of the local security policy in a workgroup environment or part of the
domain security policy for Windows domains. The Security Subsystem in user mode is
responsible for enforcing this policy. Users can use file encryption offline, and the
Security Subsystem is responsible for caching the EES policy, much the way logon
information is cached on the local machine.

The recovery policy must first be set up by the system administrator. The operating
system contains a Recovery Agent Wizard, in which recovery agents are assigned along
with their corresponding key pairs. The Microsoft Base Cryptographic Provider is used
to create a data recovery file for each recovery agent.

Watch the Recovery Agents!

Once you start to think about the power of the data recovery agent in Windows
2000, you soon start to realize the importance of planning a good data
recovery policy for your organization. Having too many or too few data
recovery agents can lead to troubles you would do well to avoid. The worst-
case scenario revolves around having more data recovery agents than you need.
Let’'s examine that situation.

Assume that your organization employs EFS on a rather large scale,
requiring all users to encrypt all documents. Furthermore, all documents are
stored on central file servers that have been delegated for trust. This makes per-
forming backups easier, because all critical files are located on a few centralized
file servers. You have three shifts manning your network operations center
(NOC) Monday through Friday, with an on-call administrator for the weekends.
Since your organization relies so strongly on EFS, you have three data recovery
agents per shift, for a total of nine data recovery agents, plus the built-in data
recovery agent, which has never been removed. Your organization believes
strongly in the diligent use of EFS, but you haven’t been able to sell them on
strong password requirements or the need for network traffic protection (such
as IPSec).

Over the weekend, a member of the cleaning crew has clandestinely
planted a rogue wireless access point on your network, connected directly to
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the network backbone. Your organization does not currently use wireless net-
working, and thus the existence of the access point goes unnoticed, since it has
been cleverly hidden in an out-of-the-way place.

Now the attacker sits in your parking lot (or even further away, depending
on the power output of the access point and the gain on his receiving antenna)
and sniffs your wired network without any notice by you or your other admin-
istrators. Three days later, the attacker manages to capture an administrative
username and password from sniffing the network. It just so happens that this
administrator has data recovery capability. Now, not only can this attacker gain
access to your network (unnoticed most likely until it is too late), he or she can
freely decrypt files located on your network file servers and inspect their con-
tents. What's more, the attacker has also been intercepting all EFS-encrypted
documents traveling to and from the server, because they have been traveling
across the network in cleartext!

A month later, your largest competitor releases a product almost identical
to the one you had slated for the following week and dominates the market,
shutting your product out of contention for consumer dollars. Coincidence or
bad planning?

The default domain recovery policy is configured so that the domain administrator
account is the only recovery agent. We recommend that you change this configuration,
for two reasons:

®  No one should be logging on with the Administrator account (it should be
renamed and not in use).

B You need more than one recovery agent for fault-tolerance purposes.

The next two exercises demonstrate the process of adding recovery agents in
Windows 2000. Exercise 5.06 walks you through the process of adding a recovery agent
for an account that does not already have an EES recovery certificate. Exercise 5.07
walks you through the process of adding a recovery agent for an account that has an
EES recovery certificate.
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EXERCISE 5.06
CREATING A NEw EFS RECOVERY AGENT

1. Open Active Directory Users and Computers (select Start | Programs |
Administrative Tools | Active Directory Users and Computers), as
shown in Figure 5.10.

Figure 5.10 Active Directory Users and Computers
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2. Right-click your domain, and choose Properties. You will see the
window shown in Figure 5.11.

Figure 5.11 The Group Policy Tab of a Domain’s Properties
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3. Click the Group Policy tab.

4. Select Default Domain Policy, and click Edit. You will see the window
shown in Figure 5.12.
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5.

Figure 5.12 Editing the Group Policy Object
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Expand Computer Configuration | Windows Settings | Security
Settings | Public Key Policies.

Right-click Encrypted Data Recovery Agents, and choose Create. This
step starts the wizard shown in Figure 5.13.

Figure 5.13 Welcome to the Certificate Request Wizard
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Click Next to continue the wizard.

Figure 5.14 shows the Certificate Template window. This is where you
select the type of certificate that you want. Select EFS Recovery Agent,
and click Next. You will see the screen shown in Figure 5.15.

Enter a name and description for the certificate, and click Next.

The Completing the Certificate Request Wizard window displays (see
Figure 5.16). Click Finish to complete the request process and start
installing the new certificate.
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Figure 5.14 The Certificate Template Window
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Figure 5.15 The Description Window
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Figure 5.16 Completing the Certificate Request Wizard
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11. After requesting the certificate and completing the wizard, you will see

the message box shown in Figure 5.17. Click View Certificate to look
at the new certificate before you install it.

12. Figure 5.18 shows the certificate. Verify that it is for File Recovery. Once
the user account has a recovery certificate, that user can be added as a
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13.
14.

recovery agent. Note that the certification authority must be configured
to issue recovery agent certificates, and the user must have permission
to request the certificate.

Figure 5.17 Viewing or Installing a Certificate
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Figure 5.18 Viewing an EFS Recovery Certificate
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Click OK to return to the window shown earlier in Figure 5.17.

Click Install Certificate. You'll see the message box shown in Figure 5.19,
indicating that the certificate was installed successfully.

Figure 5.19 The Certificate Request Successful Message Box
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Once you’ve created a new recovery agent certificate, you can complete the process

to link the certificate to the user account that you have designated to be the recovery

agent by performing the steps outlined in Exercise 5.07.This user should normally be a

trusted administrator. Additionally, you will not want to have too many recovery

agents—perhaps two per location or site.
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EXERCISE 5.07

ADDING AN EFS RECOVERY AGENT

1.

7.

Open Active Directory Users and Computers (select Start | Programs |
Administrative Tools | Active Directory Users and Computers), as
shown earlier in Figure 5.10.

Right-click your domain, and choose Properties, as shown earlier in
Figure 5.11.

Click the Group Policy tab.

Select Default Domain Policy, and click Edit to open the Group Policy
Editor, as shown earlier in Figure 5.12.

Expand Computer Configuration | Windows Settings | Security
Settings | Public Key Policies.

Right-click Encrypted Data Recovery Agents, and choose Add. The
Add Recovery Agent Wizard shown in Figure 5.20 starts.

Figure 5.20 Welcome to the Add Recovery Agent Wizard
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Click Next to continue the wizard and open the Select Recovery Agents
window shown in Figure 5.21.

Figure 5.21 The Select Recovery Agents Window
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8. In the Select Recovery Agents window, click Browse Directory to
search Active Directory for recovery agents (see Figure 5.22). Optionally,
you could click Browse Folders to search for the certificate of your
recovery agent.

Figure 5.22 Finding Users to Be Recovery Agents
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9. After choosing Browse Directory, you need to select the users you
want to designate as recovery agents. Type the name of the user, and
choose Find Now. Alternatively, you can click Find Now without typing
a name to see all users, then select the user from the list and click OK
to return to the Select Recovery Agents window shown in Figure 5.21.

10. Click Next to continue. You will see the Completing the Add Recovery
Agent Wizard window shown in Figure 5.23.

Figure 5.23 Completing the Add Recovery Agent Wizard
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11. Click Finish to complete the wizard.
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The recommended steps in the recovery of an encrypted file that an owner cannot
manipulate are performed by a recovery agent as follows:

1. Assuming that you are the person who will be doing the recovery—that is,
you're the recovery agent—use a backup utility to restore a copy of the user’s
ciphertext file on the computer that has the recovery certificates.

2. Using Explorer, display the encrypted file’s properties.
On the General tab, click Advanced.

4. Clear the Encrypt contents to secure date check box, which will use your
private key to decrypt the file. The decrypted file should now be backed up
and restored to the user.

Another method of recovery is to export the recovery agent’s recovery certificate to
a disk and then import the disk’s contents onto the machine that has the encrypted file.

The Windows 2000 operating system also provides a command-line utility, named
EfsRecvr, which can be used to recover an encrypted file. If you use the EfsRecvr
utility, the same steps should be applied in order to back up the file and restore it on
the computer that contains the recovery keys.

The EfsRecvr command-line utility uses this general format:

EFSRECVR [ /S [:dir] ] [ /T 1 [ /9 1 [ filename [..] ]

Table 5.4 summarizes each of the items in the EfsRecvr command line.

Table 5.4 EfsRecvr Command-Line Syntax

Item Function

/S Recovers the files in the given directory and all subdirectories. The
default directory is the current directory.

/1 The recovery process will continue, even if an error occurs. The default
behavior is to immediately stop the recovery process if an error occurs.

/Q Limits the reporting to only essential information needed to load the

appropriate keys.
Filename  Specifies a file, directory, or pattern.

A Exam WARNING

Ensure that you know and understand the different ways that you can perform
EFS recovery operations as detailed in this chapter. They are, for your review:

m  Importing the encrypted files to a recovery computer using your
backup utility and then performing the decryption; after the file is
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EXAM
70-214

decrypted from Windows Explorer, it can then be copied back to its
original location

m  Exporting the recovery agent certificate and private key to the location
of the encrypted files and then performing the decryption via
Windows Explorer

m  Opting to use the EFSRCVR command instead of the GUI in either of
the two previous examples

EFS Architecture and Troubleshooting

The EFS components and the encryption process, along with the EFS file information
and the decryption process, are involved in EFS file encryption. In the following sec-
tions, we examine each of the elements that make up the EFS architecture. After we
examine, in depth, the architecture of EFS, we then look at some common trou-
bleshooting issues that you could encounter while deploying and supporting EFS on
your network. They’re also pretty good stuft to know for the exam!

Test DAy Tip
Don’t get wrapped around the axle here trying to get every last bit of EFS

architectural information down cold. This is not something you should expect
to see on the exam, but it is provided for your reference should you desire to
gain a deeper understanding of how and why EFS works in Windows 2000.

On the other hand, the troubleshooting guide at the end of this section is
extremely valuable and something that you should understand not only for this
exam but also for the daily support of your EFS users.

EFS Components

In order to understand the entire encryption/decryption process, you need to look at
the operating system architecture. Like its predecessor, Windows NT, the Windows 2000
OS structure contains both user mode and kernel mode. When Microsoft developed its
data encryption process, the designers had to decide in which mode the encryption
code should run. This decision presented some important considerations.

For example, if data encryption were left in user mode, temporary files that were not
encrypted would be created, which would defeat the security objective. On the other
hand, applications still run in user mode, so when a user requests encryption using
Explorer or the Cipher Utility, the activity must start here. The solution: When EFS is
implemented, some of the activity occurs in user mode and some in kernel mode.
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In earlier versions of the Windows N'T operating system, the Local Security
Authority Subsystem (LSASS) was in user mode. With Windows 2000, this subsystem
takes on additional tasks and includes some additional functions for the Local Security

Authority Server in order for EFS to work properly. The functions are grouped as EFS
functions. The NTES driver, which was introduced in Windows NT 3.1, is in kernel
mode. Because users can protect sensitive data only on an NTES partition, this driver

has an active role in the overall encryption process. Figure 5.24 shows both old and

new components.

Figure 5.24 EFS Components
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The key components of EFS are:

EFS driver EFS is really a device driver that works in conjunction with the
NTES driver, both of which run in kernel mode. The EFS driver runs on top
of NTES in a layered manner. Whenever a user needs encryption or decryp-
tion, the EFS driver works with the cryptography services in Windows 2000
user mode. The EFS communicates with the KsecDD (the security device
driver) to request many of the required key management services. When the
file system needs to complete an encryption task (which the NTES driver
itself is incapable of performing), the EFS driver takes on the responsibility.

EFS File System Runtime Library (FSRTL) This EFS driver module
uses NTES callouts for tasks such as reading, writing, and opening encrypted
files and folders as well as encrypting and decrypting data when it is read from
or written to disk. Messages are passed between the EFS driver and the EFS
FSRTL via the NTFS file control callouts.

KsecDD This device driver takes the EFS request and “talks” with the
Security Subsystem on behalf of the EFS driver. The KsecDD acts as a con-
nection between the needed local procedure call (LPC) calls and the LSASS in
user mode.
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m  EFS Services These services are stored in the Local Security Authority
Server, which is part of the LSASS. In user mode, the Encrypting File System
Services interface with the Microsoft Base Cryptographic Provider 1.0 to pro-
vide FEKs and to generate the needed data decryption fields and data recovery
tields. The Encrypting File System Service is used to obtain and enforce the
encryption data recovery process and to locate the user’s key pair when it is
needed.

m  Cryptographic Service Provider (CSP) The Cryptographic Service
Provider (CSP) provides the key pairs (public and private key) for EFS users
and recovery agents. By default, DESX is the encryption algorithm used by
EFS.You can configure Windows XP Pro to use 3DES (a significantly stronger
algorithm that provides 128- or 168-bit keys) instead. This is done through
Group Policy. Microsoft’s base CSP is included with the operating system;
Microsoft also provides an enhanced CSP that can be used for EFS encryp-
tion. Note that if you enable 3DES for EFS, all new encryption operations
(both EFS and IPSec) will use it for encryption.

®  CryptoAPI This is the application programming interface that allows devel-
opers to add cryptography services to the Win32 applications that they write
and is used by EFS for all its cryptographic services. Both symmetric and
asymmetric cryptographic operations are supported, including key generation,
management and exchange, encryption/decryption, hashing, digital signatures,
and signature verification.

The EFS Callback Functions

When the EFS driver initializes, it registers seven EFS callback functions with the
NTFS driver. These are the current callback functions:

m EfsOpenFile When an application opens an existing file that has EFS
attributes, the NTFS driver invokes the EFS callback function
EfsOpenfFile.

m EfsFilePostCreate After an NTFS file has created or opened a file for
an application, the NTFS driver needs the EfsFilePostCreate EFS call-
back function’s help.

m FEfsFileControl and EfsFsControl When a user modifies a file's
encryption settings, the NTFS driver makes a request for the EFS
callback functions EfsFileControl and EfsFsControl.

Continued
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m FfsRead When NTFS retrieves data for an application, it petitions
EFS for the function named EfsRead.

m EfsWrite When the user writes information in an encrypted file, the
NTFS driver invokes the EFS callback function known as EfsWrite,
because NTFS cannot encrypt the data itself.

m EfsFreeContext For the sake of security, which is what encrypting
sensitive data is all about, the NTFS driver invokes the EFS callback
function EfsFreeContext when the context data buffer is no longer
required.

The Encryption Process

Before EFS encryption can be used in Windows, the EFS device driver must be
installed. When the EFS driver initializes, it notifies the NTFS driver of its existence,
and it registers seven related functions at that time. In the registration of these func-
tions, the EFS driver seems to be telling the NTES driver, “Here is a list of tasks I can
do for you.” (See the sidebar for the list of the EFS callback functions.)

When the NTES driver receives a request for EFS, it looks into the table of EFS
callback functions and invokes the function that the EFS driver must execute. The EFS
driver will not communicate directly with the LSASS, which runs in unprotected user
mode. The EFS driver sends a request to encrypt or decrypt a file to the LSASS, but an
additional driver intercepts this request in kernel mode. The driver used to send the
actual LPC message to the LSASS, KsecDD, resides in kernel mode. The Local Security
Authority Server, which is part of the LSASS, listens for the LPCs. When the LSASRV
receives a call from the File Encryption Client DLL (FEClient) to encrypt a file, it
invokes the internal function EfsRpcEncryptFileSrv.

EfsRpcEncryptFileSrv handles the following tasks in the early stages of a file encryp-
tion request:

1. Impersonates the user making the encryption request

2. Creates a log file that LSASRV uses to keep a record of the encryption process
from start to finish

3. Loads the impersonated user’s profile into the Registry
4. Makes a call to the internal function EncryptFileSrv
You might be wondering about the first step—impersonating a user. Impersonation

occurs for a reason. The LSASS has always used the System account by default. If this
account were used for the encryption process, the System’s private key would be
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needed to decrypt the file. EFS’s objective is to encrypt the file and then require a
unique private key belonging to the user for any future use. By impersonating the user,
the proper private key is used to manipulate the file.

The log file that is created when an encrypt file request is received is used to record
the events in the encrypting process. The log file is on the same drive as the encrypted
file in the System Volume Information subdirectory. The name of the log file is
EFSO0.log. If an EFS0.log file already exists, the name of the new log file is generated by
incrementing the numeric value by one digit.

This need exists despite the fact that a user’s profile has already been loaded into
the Registry because logging on the system is mandatory. In most circumstances, the
profile would already be loaded, but software engineers cannot leave anything to
chance, especially when dealing with security issues. If the user executed the Run As
command included in the Windows 2000 and XP/.NET operating systems, which
allows a logged-on user to use a different account (such as an administrator’s account)
to perform tasks, the loaded profile would be the result of logging on the system, not
the profile of the user making the encryption request.

When control is passed to the EncryptFileSrv function, an entirely new list of tasks
must be performed. EncryptFileSrv is in user mode, and the EncryptFileSrv function takes
on the remaining tasks in the encryption process. Specifically, the EncryptFileSrv func-
tion 1s responsible for the following tasks:

Queries the NTES driver about the data stream being used in the file
Calls the GenerateFEK function

Constructs the EFS information that is stored with the encrypted file
Creates a backup file

Initializes the log file

SANR A

Sends an encrypted command to the NTES driver to encrypt the file

In order for the EncryptFileSrv function to generate the FEK, a function called
GenerateFek is used. GenerateFek initiates a session with the Microsoft Base Cryptographic
Provider and requests to use the RSA encryption algorithm. When GenerateFek has
established the session, it calls another function to have the provider generate the FEK.
After the FEK is created, the session with the Microsoft Base Cryptographic Provider is
closed, and control is returned to the internal EncryptFileSrv function.

EncryptFileSrv uses the FEK and the user’s key pair to create the EFS file informa-
tion. At this point in the encryption process, a key pair is created if the user does not
have one.The system can easily identify a user’s lack of a key pair by the absence of the
CertificateHash value found in the Registry for the current user.
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After the EFS file information is built, a backup file named EFSO.tmp is created for
the original plaintext file. The security descriptor for this backup file is set up so that
only the system account will have access to the file.

EncryptFileSrv now sends an encrypted control command to the NTES driver to
add the recently constructed EFS file information to the original file. The NTES driver
understands an encrypted command in this way: At boot time, EFS receives from the
LSASS a session key that is used to decrypt any control command received from user
mode. When the NTES driver receives the encrypted control command, the driver
makes a request to the EFS callback function, EfsFileControl. The EES driver applies the
session key to decrypt the control command and adds the EFS file information to the
original file. The EFS driver also creates the $EFS NTFS metadata attribute. This
attribute was added to the Windows 2000 operating system, and it contains the EFS file
information.

After the EFS file information is added to the file, the activity is once again handed
back to the EncryptFileSrv internal function, and then EncryptFileSrv performs these tasks:

1. Records in the log file that the backup file was created

2. Sends another encrypted control command to the NTES driver to encrypt the
file at this time

When the NTES receives the encrypted control command, it makes a request to
the EFS callback function EfsWrite. EfsWrite uses the unencrypted FEK to do secret key
encryption of the file one sector at a time. The data is encrypted before the NTFES
driver writes the data to disk. In the United States, EFS uses a 56-bit standard DESX
encryption key.

When the file is completely written to disk in ciphertext form, EncryptFileSrv is
handed control once again. The EncryptFileSrv function completes the encryption pro-
cess by doing these tasks:

1. Records in the log file that the encryption process was successfully completed
without errors

2. Deletes the backup copy of the original file
3. Deletes the log file

4. Passes control back to the user

These concluding tasks draw together the built-in, fault-tolerant side of the encryp-
tion process. A backup copy of the original file is always available until the encryption
process is completed successfully. It a system crash or other fatal error occurs, the log
file indicates where the encryption process stopped, and the original copy of the file
can be used to redo the entire process.
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The EFS File Information

After the FEK has been created, the EFS file information can be constructed. The
LSASRV function named EncryptFileSrv controls the creation of the EFS file informa-
tion that is stored with the file. The user’s key pair is needed to supply the necessary
information in the encrypted file’s header. The function CryptoAPI is called to get a
handle to the needed key pair. If the user does not have a key pair and if this is the first
file to be encrypted, a key pair must be created. The function GenerateUserKey is used to
create the key pair and returns the signed certificate for the pair.

The generation of the key pair will happen on a domain controller or on the local
machine as determined by the computer’s environment. When the signed certificate is
received, it is stored in the Registry in the subkey HKEY_CURRENT_USERN\
Software \Microsoft\ WindowsNT\CurrentVersion\EFS\CurrentKeys\CertificateHash.

Now that EncryptFileSrv has the user’s key pair, a function is used to obtain infor-
mation about the provider that was used to generate the key pair. The user information
that is needed at this point is the provider’s name and the container used to store the
key pair, which in fact is nothing more than a file specification.

An example of a container is as follows:

D:\Documents and Settings\Administrator\Application Data\Microsoft\
SystemCertificates\My\Certificates\1612DAFAD20EO37F2DBACD4113FC7
55BC23B6711

EFS now uses the function CryptAcquireContext to set up a cryptographic session
with the provider, using the provider’s name, the container’s name, and the fact that it
desires to use the RSA encryption service of the Windows operating system. The
provider’s name must be identified at this point because the operating system allows
software vendors to write their own providers and implement them if they want to.
RSA is the public key encryption algorithm that was written by Rivest, Shamir, and
Adleman. The provider creates 128 bits of random data that will become the file’s FEK,
and then a function is called to close the session with the Microsoft Base
Cryptographic Provider.

Now that EncryptFileSrv has a FEK, the EFS file information can be constructed
and stored with the file. The function GetCurrentKey is used to read the Registry infor-
mation and get a handle to the user’s public key. A Local Security Authority Server
function uses the public key to store the EFS information with the file. Figure 5.25
identifies the components that make up the EFS file information.

The data decryption field (DDF) contains entries for each user who has access to
the encrypted file. Each individual entry is referred to as a DDF key entry. The compo-
nents of the DDF key entry provide information to represent a user’s public key. The
user’s security identifier (SID) is a component of the key entry. Also included in the key
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entry is the provider name and container name, the public/private key pair certificate
hash, and the encrypted FEK. Any collection of multiple key entries in the EFS file

information is called a key ring.

Figure 5.25 EFS File Information

EFS Information
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The EFS file information component of the Encrypting File System is not yet

completed. An entry needs to be created that will provide recovery if the user’s private

key somehow becomes corrupted. The EFS creates another key ring that contains

recovery key entries. All information tied to the recovery process is in the file’s ¢
(DRF).The information in the DRF entries uses the same format as the DDF entries.
The number of entries created here is determined by the recovery agents previously

defined using the Recovery Agent Wizard.

That means the Local Security Authority Server will have to read the recovery
policy at boot time or when it receives notification of policy changes so that the cor-

rect DRF entries can be created. The EFS will use the same provider (typically the
Microsoft Base Cryptographic Provider 1.0) to create a DRF entry key for each

recovery agent.

The EFS adds recovery agent entries to the DRF section of the EFS file informa-
tion for each recovery key pair on the system. The system administrator can create any
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number of recovery agents by assigning their accounts access to an EFS recovery key
pair. The number of recovery agents should be kept to a minimum for security reasons.

The final step in building all this EFS information is to calculate a checksum value
for the DDF and DRE EFS stores the checksum value with the other header informa-
tion. This checksum is tied to the decryption process. In order to guarantee that the
EFS file information has not been changed, the checksum is used for verification
during the decryption process.

The information saved with the encrypted file as the EFS file information must be
current; otherwise, users who are issued new certificates will be unable to access their
protected, encrypted files. To compensate, when the key field that can successfully
decrypt the FEK is located, a function is used to compare the SID, provider name, con-
tainer name, and certificate hash value to the properties of the user’s current EFS cryp-
tographic key pair. If any of the information in the key field does not match the
current Registry values, the key field is updated in the EFS file information. If the key
field needs to be updated, a new key field is created containing the new matching
information, and then the old key field is deleted.

The Decryption Process

When a user accesses an encrypted file, the decryption process begins. Once again, this
lengthy process is transparent to the user. The following discussion 1s highly technical
and discusses what goes on “under the hood” when a file or folder is decrypted. From
the user’s point of view, if he or she has authority to access the encrypted file, the file is
automatically decrypted and displayed as plaintext when the user opens it. (If an unau-
thorized user attempts to open it, he or she will receive an “Access denied” message.)

As is the case when any file on an NTFES volume is accessed, the NTFS driver
looks at the file’s attributes. If the file is indeed encrypted, the NTES driver invokes the
EFES callback function, EfsOpenFile, which EFS registered at the time it initialized. The
task of reading the EFS attribute is now handed over to the EFS driver. The EFS call-
back function, EfsOpenFile, then performs the following tasks:

1. Opens the Encrypting File System attribute

2. Calls the NTFS function NtOfsQueryLength to determine the attribute’s length
3. Allocates the appropriate amount of bufter space based on the length

4. Copies the EFS attribute to the buffer

If the EFS attribute fails to open for any reason, the user receives an error message.
If the EFS attribute successtully opens, the NTFS driver again invokes a registered EFS
callback function, this time named EfsFilePostCreate.
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If all has gone smoothly, EfsFilePostCreate’s job is to make sure that the user
requesting to open the file has access to the file’s encrypted data. In order for the user
to have access to an encrypted file’s data, the user needs a private key to decrypt the
FEK, which in turn is used to decrypt the file itself.

The actual decryption of the FEK is handled by the Local Security Authority ser-
vice, which resides in user mode. To perform the FEK decryption, the EfsFilePostCreate
sends an LPC message to the LSASRV by way of KsecDD. The Microsoft Base
Cryptographic Provider is used to encrypt and decrypt. This cryptographic provider
functions in user mode and is attached to the LSASS.

Much as is the case with the encryption process, impersonation must occur in the
LSASS process when the user opens the file, because the LSASS executes using the
System account. This impersonation must be set up before the KsecDD sends the LPC
message to LSASRV and is handled by the EfsFilePostCreate EFS callback function.

When the LSASRYV receives the LPC message from KsecDD, a function call 1s used
to load the user’s profile into the Registry if it is not already there. A second function
call named DecryptFek is called to perform the actual file decryption.

This DecryptFek has some additional tasks to complete before it actually decrypts
the file. The DecryptFek must use the EFS certificate hash, stored as a component of the
key entry, to identify the private key to be used. DecryptFek uses the user’s private key
to try to decrypt the ciphered FEK in each key entry in both the DDF and the DRF
of the EFS file information.

When every DDF and DREF entry has been tried with the result that the entry’s
FEK cannot be decrypted, the user is denied access to the file, but if a private key can
decrypt the FEK, a cryptographic session with the Microsoft Base Cryptographic
Provider is established. Similarly to the encryption process, in establishing a session with
the Microsoft Base Cryptographic Provider, the container name and the provider name
must be known, but this time the information is indicated by the key fields of the EFS
file information.

After the session with the provider is created, the FEK decryption is completed via
the user’s private key. As an added security step, the hashing of the EES attribute and
the decrypted FEK take place and are compared with the checksum value located in
the header information. Any difterent values seen here indicate that the file has been
compromised in some way, and an error results. If the file isn’t compromised in any
way, Windows establishes another session with the Microsoft Base Cryptographic
Provider. This session uses the plaintext FEK and the RSA algorithm to completely
decrypt the file.
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Even though EFS is almost foolproof, you could encounter trouble with it from time to

time. Table 5.5 outlines some of the more common problems and their corrective actions.

Exam WARNING

These troubleshooting issues are all likely exam questions. The most important
point to remember when trying to troubleshoot EFS issues is to determine
what has changed and what has not changed. Remember the finer points of
working with EFS, such as delegating remote servers for EFS encryption and
the effects of encrypting a document with a different user account than you
are trying to decrypt it with. Some of the EFS questions can be quite tricky if
you do not approach them carefully and methodically.

Table 5.5 Troubleshooting EFS

Problem

Corrective Action

| cannot add multiple users to
an encrypted document.

| cannot add multiple users
to an encrypted folder.

I've lost my private keys and |
need to decrypt some
important documents.

| want to create a new EFS
Recovery Agent, but | cannot.
| keep getting an error
message at the end of the
process.

| try to encrypt files, but |
cannot.

This feature is only supported in Windows XP
Professional and Windows .NET Server, not in
Windows 2000.

You must add additional users to individual files
themselves, not to folders. Note that this feature
only works in Windows XP Professional and
Windows .NET Server, not in Windows 2000.

The EFS Recovery Agent will have to decrypt
these files for you. The best way is to recover the
files from backup onto a decryption workstation,
remove the encryption bit, and then copy them
back to their original location. You can then re-
encrypt the files with your new certificate and
keys.

The most likely reason for this error message is
either that you have no CA in place or the CA
cannot be contacted to complete the process.
Ensure that you have a functioning CA installed
and configured on your network and that it has
basic network connectivity with the computer
from which you are performing your request.

Any number of things could be the cause of this
issue. Check to see that you have proper NTFS
permissions for the file, that you have an EFS
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Table 5.5 Troubleshooting EFS

Problem

Corrective Action

| cannot open a file that | had
previously encrypted.

| can't tell if my files are
encrypted or not.

| cannot decrypt files on my
portable computer. | just
encrypted them last week.
We have a Windows 2000
Active Directory network.

My antivirus program
complains that there are
several files on the volume
that it cannot read.

| am trying to encrypt a file
on the file server and get
an error message saying the
server is not trusted.

Recovery Agent Policy in place, that the file is not
NTFS compressed, and that the volume the file is
located on is NTFS formatted.

Most likely, the certificate that you used to
encrypt the file has expired. If it cannot be
located (they can be deleted), you will have to
initiate an EFS Recovery procedure to decrypt the
file again.

The easiest way to get a detailed listing of file
encryption status is to use the cipher command
from the command line. Execute it from the
directory where your files are located, and it will
report back the encryption status of each file.

It is possible that the files were encrypted using a
local user account instead of a domain user
account. Attempt to decrypt them using a local
user account. You can then later re-encrypt them
using your domain user account.

This is a common occurrence where multiple
users have encrypted files on a particular volume.
The virus-scanning program is only able to scan
the files that have been encrypted by you.

Remote file servers that you will enable EFS
encryption on must be trusted for delegation.
This is done from the server properties in Active
Directory Users and Computers.
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Summary of Exam Obijectives

In Windows 2000, Microsoft provided users with the ability to encrypt files that con-
tain sensitive information via a feature called the Encrypting File System. In Windows
XP/.NET, improvements were made to EFS that added functionality. With EFS,
encryption can be set both at the directory level and the file level. This new security
feature is efficient in that the encryption/decryption process is totally transparent to
users after the files are marked for encryption.
~ Basic file encryption is accomplished using two methods: secret key and public key.
Secret key encryption uses the same key for encrypting and decrypting data (and thus is
considered less secure than public key encryption). The secret key algorithm is relatively
fast and therefore is appropriate for encrypting large amounts of data. Public key cryp-
tography uses a key pair.

The public key is used to encrypt a file, and the private key is used to decrypt the
file. This method of encryption provides more security because only a private key
(which is never shared with anyone) can unscramble the ciphertext into plaintext.
Slower performance is the price you pay for this higher level of security. Because the
process 1is slow, public key cryptography should only be used on small amounts of data.

Windows EFS uses both methods of encryption. A file is encrypted using a secret
key called the FEK, with the DESX (or in Windows XP, 3DES) algorithm. To further
protect the FEK from unauthorized access, the FEK is then encrypted by the owner’s

public key.

When it comes to the user actually working with sensitive data, no additional con-
figuration steps are needed. When a file or directory is marked for encryption, the
whole encrypting/decrypting process is transparent to users. A user can identify for the
Windows 2000 operating system the files that are to be encrypted through either the
Windows Explorer interface or a command-line utility called the Cipher Utility.

File encryption does not modify the normal file operations of renaming or moving.

" When you move an encrypted file on the same partition, the pointer in the directory is
h changed, but nothing in the encryption fields is modified. A rename operation on an
encrypted file changes only the filename, once again modifying no field tied to the

encryption process. Encrypted files can be copied or moved only by those with autho-
rization to access the files.
The new Cipher Utility allows users to encrypt and decrypt files or directories at
P the command prompt. The included switches for this utility allow users to indicate
whether a requested operation should be performed on all files and subdirectories and
whether the operation should continue in the event an error has occurred and to force
encryption of already encrypted files.
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The EfsRecvr Utility can be used to recover an encrypted file if the owner’s private
key is corrupted or lost. The EfsRecvr utility has switches that are similar to the Cipher
Utility in that the recovery agent can indicate how much of the directory structure is
to be recovered and whether the process should continue, even if an error occurs.

EFS follows the Windows NT/2000/XP/.NET operating system architectural
model. Some of the encryption activity is handled in protected mode, known as kernel
mode, whereas other tasks are performed in user mode. Windows 2000 added the EFS
driver in kernel mode, which, at initialization time, registers seven EFS callout functions
with the NTFS driver. When the NTES driver needs to do any EES operation, the l
NTFS makes a call to one of the appropriate callout functions. The other component
employed in kernel mode is known as the KsecDD driver. The role of the KsecDD
driver in the encryption process is to send the LPC messages from the EFS driver to
the Local Security Authority Subsystem, or LSASS. ‘

Windows 2000 also added to the LSASS, which runs in user mode, a series of
internal functions for encryption/decryption operations. In the encryption process, the
internal function EncryptFileSrv plays a major role. Also located in user mode is a cryp-
tographic provider, the Microsoft Base Cryptographic Provider. One major responsi-
bility of this cryptographic provider is to provide the RSA encryption operation after a
session has been established.

The EFS file information is created by the EncryptFileSrv function call. The infor-
mation includes a checksum, the data decryption field (DDF), and the data recovery
field (DRF).The checksum is used at decryption time to verify the integrity of the
EFS file Information. The DDF is a list of owner key entries, and the DRF is a list of
recovery agents’ key entries. This EFS file information is used with every occurrence of
decryption.

The addition of file encryption to Windows provides added security for sensitive
data stored on the hard disk and makes it unnecessary for users to seek third-party solu-
tions when they need to ensure the highest level of protection for their data.

Exam Objectives Fast Track

The Role of EFS in a Network Security Plan

M A good network security plan is multilayered and includes perimeter control,

internal security, and object-specific security.

M File encryption, such as that afforded by EFS, provides security for specific,

valuable/sensitive objects (files or folders).

WWW.syngress.com



306 Chapter 5 « Managing and Troubleshooting the Encrypting File System

4]

An important part of security planning i1s determining the assets that most
need protection. You should assess your data to determine which files and

folders should be encrypted.

Using the Encrypting File System

4]

‘k 4]

4]

User

T
|

4]

EES uses both public key encryption and secret key encryption.

An encrypted file can be read by anyone with a private key that can decrypt
the File Encryption Key (FEK) used to encrypt the file.

The default recovery agent in a workgroup environment is the local
administrator. The default recovery agent in a domain environment is the
domain administrator.

Operations

The user operations that use file encryption are encrypting a file, accessing an
encrypted file, copying an encrypted file, moving an encrypted file, renaming
an encrypted file, decrypting a file, encrypting a directory, and recovery
operations.

The only requirement for EFS i1s an NTES partition. Accessing an encrypted
file requires no special action by the user.

Renaming an encrypted file changes the file’s name but does not change the
encryption attribute.

When an encrypted file is moved on the same NTES partition, it retains its
encrypted status. When an encrypted file is moved to a difterent NTES
partition, the file is first decrypted and then encrypted.

Windows 2000 allows users to use file encryption from the command prompt
using the Cipher Utility.

EFS allows encryption to be set at directory and file levels.

EFS Architecture and Troubleshooting

4]

4]

Windows 2000 contains both a user mode and a kernel mode. EFS activity
occurs in each of these modes.

In Windows 2000, the Local Security Authority Subsystem performs
additional functions in order for EFS to work properly. The functions are
grouped as EFS functions.
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M The new EFS components include the EFS driver, EFS callouts, KsecDD, EFS
services, and the cryptographic provider.

M Users who cannot decrypt files can have their files recovered by the data
recovery agent.

M Files encrypted while logged in with a local computer account cannot be
accessed by a domain user account (and vice versa). This is a common problem
for portable computer EFS users.

M Windows XP and Windows .NET Server add the functionality of having
multiple EFS users on a single document. Windows 2000 does not support this
functionality.

Exam Objectives
Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book, are
designed to both measure your understanding of the Exam Objectives presented in
this chapter, and to assist you with real-life implementation of these concepts.

Q: Do encrypted files have be stored on the local hard drive, which would result in
users’ having to be responsible for backing up their hard drives daily?

A: EFS is not limited in design to storage only on the local hard drive. The encrypted
file can be stored on any file server located on the network. EFS is responsible for
file encryption and is not assigned the additional task of securing packets on the
network. The functionality of packetisecurity on the network is part of Secure
Sockets Layer (SSL).You might need to configure a remote server to be trusted for
delegation.

Q: Our corporation is an international company. Can I use the 128-bit encryption at
some locations and not at others without having encryption problems?

A: By default, EFS provides standard 56-bit encryption to its U.S. customers. For secu-
rity reasons, customers can obtain the 128-bit encryption by ordering the
Enhanced CryptoPAK from Microsoft. The files encrypted with the Enhanced
CryptoPAK cannot be decrypted, accessed, or recovered on a system that supports
56-bit encryption only.
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Q: How would you summarize the basic steps that occur in Windows 2000 when a file
is encrypted?

A: The basic steps are:

1.

10.

X o N oou

When a user executes an encryption request, the NTFS driver makes a request
to the appropriate EFS callout function.

The requester’s user profile is loaded into the Registry if it is not already there.

A log file is created that records events as they occur during the encryption
process.

EFS identifies the user’s key pair and then uses the public key to create an
entry for the user in the data decryption field.

Entries are created in the data recovery field for each recovery agent.
A backup file is created and used to guarantee a fault-tolerant EFS.
All entries in the DDF and DREF are added to the file’s header.
Encryption of the file occurs.

The log file and the backup file are deleted at the end of the encryption
process.

The requester’s profile is unloaded from the Registry if needed.

Q: How much training is needed for users of sensitive data that requires encryption?

A: The Windows Encrypting File System is transparent to users after a file or directory

is marked for encryption. Setting the encryption attribute through the graphical
interface is a simple matter of checking or unchecking a check box. Minimum
training might be needed to introduce the Windows Explorer interface and the

new switches for the copy command and to introduce the Cipher Utility.

L Q: What happens to data if a system crashes during the encryption process?

A: EFS is designed to be fault-tolerant. Throughout the entire encryption process, a log

file keeps track of certain operations as they are completed. If a system crashes
before a file is completely encrypted, the Local Security Authority service looks for
F log files at boot time. If the LSASRV locates any Encryption log file, the contents
are read. Usually, the LSASRV copies the backup file over the original semi-
encrypted file and then deletes the backup and log files. If the LSASRV finds that

the original file has not been modified, it deletes the backup and log files.
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Q: When does encryption actually occur when reading or writing to an encrypted file?

A: The NTFS driver calls the EFS callback function EfsRead, when an encrypted file
needs to be read. The data is decrypted as the NTFS driver reads it from the hard
drive and before it is placed in the file system cache. When an application writes to
an encrypted file, the data in the file system cache is in plaintext. When the applica-
tion or the Cache Manager flushes the data to disk, the NTES driver calls the EFS
callback function, EfsWrite, to encrypt the data.

o ) 4

: Can I use compression and encryption at the same time on a file? '.

A: No. Compression and encryption are incompatible. The Windows graphical inter-
face clearly shows that compression and encryption cannot both be enabled at the
same time on a file. The interface has check boxes for the compression and encryp- ﬁ
tion attributes. Selecting one check box deselects the other check box. I

Q: Can I store an encrypted file in an unencrypted directory?

A: A user who is trying to mark a file for encryption in a directory that is not marked
for encryption receives a message stating, ““You have chosen to encrypt a file that is
not in an encrypted directory. The file can become decrypted when it is modified.
Because files saved in encrypted directories are encrypted by default it is recom-
mended that you encrypt the file and the parent folder.” The user can then choose
whether to encrypt the file and parent folder or to encrypt the file only.
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Self Test

A Quick Answer Key follows the Self Test questions. For complete questions, answers,
and epxlanations to the Self Test questions in this chapter as well as the other
chapters in this book, see the Self Test Appendix.

& The Role of EFS in a Network Security Plan

1. Jon uses EFS to encrypt his files on the network file server. By using EFS, has Jon
protected his files at all times?

A. No, because the files are decrypted on the file server and then sent in plaintext
across the network.

B. Yes, because the files are sent in ciphertext across the network and decrypted
on his local computer.

C. Yes, because EFS also provides end-to-end security for data.

D. No, because EFS cannot be used on network file servers, only on a local
computer.

2. Andrea is attempting to encrypt a folder on her Windows 2000 Professional com-
puter. When she encrypts the folder, she notices that it is no longer NTES com-
pressed. Why is this so?

A. Andrea is not logged in with a domain account. Domain accounts are required
to implement both encryption and compression at the same time.

B. Andrea is not a member of the Administrators group. Only Administrators can
implement both encryption and compression at the same time.

C. EFS encryption and NTFS compression are mutually exclusive. You cannot
implement both encryption and compression at the same time.

D. Extra users have been added to the files contained in the folder. You must not
have extra users added to a file in order to apply both encryption and com-
F pression to it.

3. Catherine is the senior member of the accounting department in your company.
She has several database files that need to be protected from access by other mem-
bers of her department who have NTFES permissions allowing them read and

write access to the network share where the database files are located. What 1s the
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easiest thing you can do to help Catherine secure her database files without
adding to your administrative workload or changing any user’s NTFS permissions?
(Choose all that apply.)

A. Instruct Catherine to create a new folder and place her database documents
inside it.
B. Create a batch file for Catherine that uses the cipher command to encrypt her

files for her in their current folder.

C. Instruct Catherine to configure EFS encryption on the folder itself from : "
Windows Explorer. P .

D. Remove all the other users in Catherine’s department from the OU they are
located in and place them in a new OU with difterent effective NTFS per- ??'1
i

missions.

Using the Encrypting File System

4. Chris wants to use EFS encryption on some of her files that are stored on the
network file server. The file server is running Windows NT 4.0 SP6. Will she be
able to use EFS encryption? Why or why not?

A. Yes. SP6 upgrades NTES v4 to NTFS v5, which is the version used by
Windows 2000.

B. No. EFS encryption cannot be used on a network file server, only on a local
computer.

C. No. EFS encryption can only be used in Windows 2000, Windows XP, and
Windows .NET, not in Windows NT 4.0 or any other Windows product.

D. Yes. As long as her computer is using Windows 2000, it makes no difference
what operating system the file server is running.

5. What is the result of applying a public key to an unencrypted file called?
A. Plaintext
Encoded

B.
C. Ciphertext
D. Signed
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6. Hannah has several critical payroll files on which she would like to increase secu-
rity by encrypting them with EFS encryption. The files are named payrolll.pay,
payroll2.pay, and payroll3.pay and are located in the Payroll folder on her com-
puter. What does she need to encrypt to ensure maximum security is obtained for
these files and the data they contain?

A. Hannah needs to implement EFS encryption on the payrolll.pay file, the pay-
roll2.pay file, and the Payroll folder.

B. Hannah needs to implement EES encryption on the Payroll folder only.

C. Hannah needs to implement EFS encryption on the payrolll.pay, payroll2.pay,
and payroll3.pay files only.

Hannah need to implement EFS encryption on the root of the volume on
which the files are stored.

User Operations

1.

7. Austin is preparing to copy several hundred EFS encrypted files from one
Windows 2000 NTFS folder to another Windows 2000 NTES folder. All the files
are EFS encrypted. The source folder is EFS encrypted. The destination folder is
not EFS encrypted. What will be the result of his action to copy these files?

A. EFS encrypted files cannot be copied, thus nothing will happen. He will need
to decrypt them before copying.

B. The files will become decrypted because the destination folder is not

encrypted.
C. He will be prompted to choose whether or not each file should remain
.. encrypted after the files have been copied to the destination folder.
k D. The files will remain encrypted because the files themselves are encrypted.
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Chan has identified several folders on several of his Windows 2000 file servers that
he would like to encrypt using his EFS certificate. Rather than perform the
encryption process manually through Windows Explorer, he wants to use the
cipher command. He plans to use the cipher command in a script and does not
want it to stop running if an error is encountered during the process. What com-
mand should be used on these folders to achieve this result?

A. cipher /e /d /s directory
B. cipher /e /i /s directory
C. cipher /d /i /s directory
D. cipher /e /f /s directory

On a local computer, who is the default data recovery agent?

A. There is no default data recovery agent on a local computer.

B. The first user added to the Administrators group after installation is complete.
C. The first user to log into the computer after installation is complete.

D. The built-in administrative account.

In a Windows 2000 Active Directory domain, who is the default data recovery
agent?

A. The built-in administrative account on each computer.
B. The built-in domain administrative account.

C. The first user to be added to the Administrators group after creating the
domain.

D. The user who installs the first Enterprise Root CA in the domain.

You want to create a new data EFS data recovery agent for your Windows 2000
Active Directory domain. From where will you perform this task?

A. The Certificate Authority console.

B. The Local Computer Security console on the first domain controller.
C. The System applet on the Root CA.
D

. The Group Policy object that is applied to the root domain.
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12. What is the effect of running the cipher command from a directory without speci-
tying any switches?
A. It will encrypt all files and folders in the directory except for those that are
already encrypted.

B. It will decrypt all files and folders in the directory that are currently
encrypted.

C. It will prompt you for action (encryption or decryption) for every file and
folder located in that directory.

D. It will provide an output showing the encryption status of every file and
folder located in that directory:.

EFS Architecture and Troubleshooting

13. You are the data recovery agent for your Windows 2000 Active Directory domain.
i Pat informs you that she can no longer access files that she had previously

encrypted. You discover that her EFS certificate has expired and issue her a new
one. She still cannot access the files. What do you need to in order for her to be
able to access these files? (Choose all that apply.)

A. Use Windows Explorer to decrypt the files for Pat.

B. Delete Pat’s Windows user account and recreate it for her.

C. Place the files in the location where Pat had saved them originally.
D

. Restore the files to a recovery computer that has the recovery certificates
installed.

14. You are the data recovery agent for your Windows 2000 Active Directory domain.
Jon informs you that he can no longer access files that he had previously
L encrypted. You discover that Jon’s EFS certificate has expired, so you issue him a
new one. Jon still cannot access the files. What do you need to do in order for Jon
to be able to access these files? (Choose all that apply.)

A. Export your recovery certificate.

B. Restore the encrypted files from a backup tape.
C. Issue Jon an EFS Recovery Agent certificate.
D

. Import your recovery certificate onto the computer that contains Jon’s
encrypted files.
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15. Andrew is one of your traveling salespeople. Andrew has a Windows 2000 portable
computer on which he uses EFS encryption. While Andrew was traveling last
week, he encrypted several files on his computer. This week when he placed his

portable computer in the port replicator and logged into the corporate network,

he reports to you that he cannot access these files any longer, although they are

still on his computer. What is the most likely reason for this problem?

A.
B
C.
D. His hard drive is not NTFS formatted.

His EFS certificate expired since last week.
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He encrypted the files using his local computer user account. *g .é

He encrypted the files using his cached domain user account. i

*
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Self Test Quick Answer Key

For complete questions, answers, and epxlanations to the Self Test questions in this
chapter as well as the other chapters in this book, see the Self Test Appendix.

1. A 9. D

2. C 10. B

3. AC 11. D

4. C 12. D

5. C 13. A,C,D
6. B 14. A, D

7. D 15. B

8. B

A

oL
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Chapter 6

MCSE/MCSA 70-214

Configuring and

Troubleshooting
Windows IP Security

Exam Objectives in this Chapter:

3.1 Configure IPSec to secure communication between
networks and hosts. Hosts include domain controllers,
Internet Web servers, databases, e-mail servers, and client e
computers. 5

3.1.1 Configure IPSec authentication.
3.1.2 Configure appropriate encryption levels.

3.1.3 Configure the appropriate IPSec protocol. Protocols include
AH and ESP.

3.2 Troubleshoot IPSec. Typical issues include IPSec rule
configurations, firewall configurations, routers, and
authentication.

Summary of Exam Objectives

Exam Objectives Fast Track

Exam Objectives Frequently Asked Questions
Self Test

NNEEX

Self Test Quick Answer Key
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Introduction

Chapter 5 discussed how encryption (in the form of the Encrypting File System [EES])
can be used to protect data stored on disk. Equally important to today’s network
administrator is the protection of sensitive data as it travels across a network. In the early
days of networking, local area networks (LANs) were lone entities. These isolated net-
works typically ran NETBIOS Extended User Interface (NetBEUI) in small work-
groups of fewer than 200 computers and were not connected to any other networks.
The major security concerns in this isolated environment typically revolved around
employees located at the site. Security eftorts focused on local access controls, such as
locking down disk drives on employee workstations and checking briefcases and hand-
bags for printed materials. Extremely sensitive data was encrypted onto disk.

Today’s networks are very different from the isolated NetBEUI networks of
yesteryear. Most likely, your network is connected to other networks, including the
global Internet, by way of dedicated leased lines or your organizational remote access
server (RAS). Some workstations on your LAN might even have their own link to the
outside via a modem and phone line.

Each of these points of access represents an ever-increasing security risk. In the
“old” days, electronic documents had to be copied to a disk or printed in order to leave
the company’s premises; now, transporting data is as easy as sending an e-mail attach-
ment over the Internet. Your organization’s prized database can easily be posted to an
electronic newsgroup. Hackers can penetrate the network and gain usernames and pass-
words that allow them to bypass normal access controls. Innocent experimentation by
fledgling systems engineers and power users can corrupt or destroy data just as eftec-
tively as the actions of the most malignant hackers.

Effective network security standards are the sum total of a well-planned and care-
tully implemented security infrastructure. These measures include hardware security, file
and folder access controls, strong passwords, smart cards, social security, physical seques-
tration of servers, file encryption, and protection of data as it moves across the wire
within the organizational intranet and as it moves outside the organization.

This chapter focuses on protecting the integrity and confidentiality of information
while it is in transit across a network. First, we look at some of the common security
risks incurred as data moves across the wires. Next, we discuss the basics of cryptog-
raphy and how these basic tasks function within the framework of Microsoft’s imple-
mentation of the industry-standard Internet Protocol Security (IPSec). Finally, we cover
the specifics of implementing IPSec in your network.
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The Need for Network Security

Today, the vast majority of networks are connected to the Internet, allowing users to
take advantage of fast and efticient world wide e-mail communication, newsgroups, file
transfer, and the tremendous research capabilities oftered by the World Wide Web
(WWW). Unfortunately, this connectivity makes the network vulnerable to all the “bad
guys” lurking out there, looking to break into systems for fun or profit. Who they are
and why they do it is beyond the scope of this book. In this chapter, we confine our dis-
cussion to what the “bad guys” do and how you can defend your network against them.

Hackers, crackers, and network attackers (including “script kiddies” who have little
technical expertise) can use a number of methods to circumvent network security and
gain access to information, including:

B Snooping

®  Spoofing

B Password compromise

m  Denial-of-Service (DoS) attack

®  Man-in-the-Middle (MITM) attack
®m  Application-directed attack

®  Compromised Key attack

Test DAy Tip
As the network administrator or security administrator you must become inti-

mately familiar with the various types of attacks your network is subject to, but
you do not have to memorize every detail of them for this particular exam.
What you do need to know for this exam are the basics of how each attack
works and how IPSec can be used as part of a multilayered security solution to
help prevent them.

Snooping
Most data sent over a network is transmitted in cleartext. An individual with a network
snifter such as the Network Monitor program that comes with Systems Management
Server or a third-party program such as Sniffer Pro, can easily read cleartext messages as
they traverse a network.

This is also true of sensitive data, such as user account passwords. Some server applica-
tions that maintain their own username and password lists allow for this type of critical
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logon information to cross the network in cleartext format. A network snooper, using
easily accessible sniffing programs, can plug into an available port in a hub or switch and
access the information. The person using the snooping program can now use the stolen
credentials to access the network at any time, posing as an authorized user. Other infor-
mation that can be intercepted includes credit card numbers, Social Security numbers,
contents of personal e-mail messages, and proprietary organizational secrets.

Spoofing

The source and destination Internet Protocol (IP) addresses are prerequisites for estab-
lishing sessions between computers on a Transmission Control Protocol/Internet
Protocol (TCP/IP)-based network. The act of IP spoofing involves assuming the identity
of a legitimate trusted host computer on a network in order to gain access to com-
puters on the internal network. This is done by forging someone else’s source IP
address. Another term for spoofing is impersonation, because the intruder impersonates a
computer with a legitimate IP address. A common spoofing-based attack is the TCP/IP
sequence number attack. Further, some software tools are available that allow people
without technical skills to easily spoof addresses.

The TCP/IP Sequence Number Attack

TCP is responsible for the reliability of communications on a TCP/IP-based network.
This responsibility includes acknowledgment of information sent to a destination host.
To track bytes sent over a network, each segment is given a sequence number. A sophis-
ticated attacker can establish the sequencing pattern between two computers because
the sequence pattern is not random.

First, the attacker must gain access to the network. Then, they must connect to a
server and analyze the sequence pattern between the server and a legitimate host with
which it is communicating at the time. The TCP/IP sequence number attacker then
attempts to connect to the server by spoofing (falsely assuming) a legitimate host’s IP
address. To prevent the legitimate host from responding, the spoofer starts a DoS attack
on the legitimate host.

Because the legitimate host cannot respond, the spoofer waits for the server to send
its reply and then responds with the correct sequence number. The server then believes
that the spoofing computer is the legitimate host, and the spoofer can begin data transfer.

Spoofing Tools

Hackers are all too willing to share their knowledge with others. Many hackers will not
only teach hacker “wannabes” how to perform various attacks, but they will even create
software tools to perform these tasks so that people with little or no technical expertise
can use the same techniques. Those who run these scripts instead of performing the
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steps manually themselves are known as “script kiddies.”

IP spoofing utilities are commonly found on hacker sites. Additionally, many dis-
tributed attack tools (those used to launch distributed DoS attacks) use source 1P
address spoofing to hide the origin of an attack.Tools such as Mendax (for Linux),
Spoofit, and detailed spoofing guides can be downloaded from the Web or exchanged
in hacker newsgroups. Some of these are marketed as legitimate systems administration
tools designed to test a network’s vulnerability to spoofing, but they can also be used
for nefarious purposes.

Password Compromise

Users who gain illegitimate access to network passwords can access resources they
would not otherwise be able to use. An attacker can gain knowledge of passwords in a
number of ways, including:

®m  Social Engineering The attacker contacts an individual who has access
rights to the information of interest. Often using an assumed identity, the
attacker makes a request for a password from the individual, using a persuasive
story and/or a charming personality to con the victim into revealing the pass-
word. Many infamous hackers, such as Kevin Mitnick, have used social engi-
neering to aid in their hacking efforts.

®  Sniffing Many network applications (for example, Post Office Protocol
[POP] and File Transfer Protocol [FTP]) allow a username and password to
cross a network in cleartext. The attacker can use a network snifter application
(also called a network monitor or protocol analyzer) to intercept the information
and look at the data inside the packet.

m  Cracking A cracker uses a number of techniques to gain illegal access to
passwords. Examples of cracking techniques include dictionary attacks and
brute-force attacks. Crackers also rely on the tendency of many users to select
easily guessed passwords, such as Social Security numbers, a spouse’s name, or
other information that can be obtained through a little investigative research.

If an administrator’s password is compromised, the attacker has access to all network
resources that are protected with access controls. The intruder also has access to the
entire user account database and can use this information to access all files and folders,
change routing information, and alter information without the knowledge of users who
depend on the information.

323

www.syngress.com



324 Chapter 6 * Configuring and Troubleshooting Windows IP Security

The Importance of Password Policies

A good password policy is the first line of defense in protecting a network from
intruders. Careless password practices (choosing common passwords, such as
“God” or “love” or a user’s spouse’s name; choosing short, all-alpha, one-case
passwords; writing passwords down; or sending passwords across the network
in plaintext) are like leaving your car doors unlocked with the key in the igni-
tion. Although some intruders might be targeting a specific system, many
others are just “browsing” for a network that is easy to break into. Lack of a
good password policy is an open invitation.

Best practices for password creation require that you address the following:
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m Password length and complexity
m Who creates the password
m Forced changing of passwords

A few rules of thumb for creating good password policies include:

m Passwords should have a minimum of eight characters.
m Passwords should not be “dictionary” words.

Passwords should consist of a mixture of alpha, numeric, and
symbol characters.

Passwords should be created by their users.

Passwords should be easy for users to remember.

Passwords should never be written down.

Passwords should be changed on a regular basis.

Passwords should be changed anytime compromise is suspected.

Password change policies should prevent users from making only
slight changes when creating new passwords.

In a high security environment, you might need to go beyond the use of
just passwords (something you probably already know) in authenticating users
to access the network. A multifaceted authentication scheme also requires that
users provide something they have (such as smart cards or tokens) and/or
something they are, that is, biometric identifiers, such a fingerprints or retinal
scans.
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DoS Attacks

A common type of network attack is the DoS attack. Rather than actually breaking
into a network to access its data, this type of attacker attempts to overload a network or
server to cause a shutdown, thereby denying network services to legitimate users. A
DoS can be created in a number of ways. All DoS attack techniques have the ability to
disrupt normal computer or operating system functioning on a targeted machine. These
attacks can flood a network with useless packets, corrupt or exhaust memory resources,
or exploit a weakness in a network application. DoS attacks include:

m  TCP SYN attacks
®  SMUREF attacks
®m  Teardrop attacks

B Ping-of-Death attacks

TCP SYN Attacks

When computers on a TCP/IP-based network establish a session, they go through a
three-way handshake process as follows:

1. The originating client sends a packet with the SYN flag set to On. This host
includes a sequence number in the packet. The server uses this sequence
number in the next step.

2. The server returns a packet to the originating host with its SYN flag set to
On. This packet has a sequence number that is incremented by 1 over the
number that was sent by the requesting computer.

3. The client responds to the request with a packet that acknowledges the
server’s sequence number by incrementing the sequence number by 1.

Whenever a host requests a session with a server, the pair goes through the three-
way handshake process. The attacker can take advantage of this process by initiating
multiple session requests that originate from bogus-source IP addresses. The server
keeps each open request in a queue while it waits for Step 3 to occur. Entries into the
queue are typically emptied every 60 seconds. If the attacker is able to keep the queue
filled, legitimate connection requests will be denied, so service is denied to legitimate
users of e-mail, Web, FTP, and other IP-related services.

SMURF Attacks

A SMUREF attack attempts to disable a network by flooding it with Internet Control
Message Protocol (ICMP) echo requests and echo replies. In a SMUREF attack, the
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attacker spoofs a source IP address and then issues an ICMP echo request to a broadcast
address. This action causes all the machines on a segment to reply to the bogus request.
If the attacker can maintain this attack for an extended period of time, no useful infor-
mation can be passed though the network due to the flood of ICMP echo request and
reply messages traversing the wire.

Teardrop Attacks

A Teardrop attack is executed using a program such as teardrop.c, that causes fragmenta-
tion similar to that seen in a Ping-of-Death attack (described next). A teardrop attack
takes advantage of a weakness in the reassembly process and can cause a system to hang
or crash.

Ping-of-Death Attacks

The Ping-of-Death attack exploits features of the ICMP and the maximum transfer unit
(MTU) sizes of various network architectures. The PING command issues an ICMP
echo request and is returned an ICMP echo reply by the destination host. The ICMP
echo request message is encapsulated in an IP packet that is limited by 65,535 octets.
The MTU defines the maximum size of a unit for a defined network architecture,
which varies with the media type.

If the size of a packet is larger than the MTU, the packet is fragmented and then
reassembled at its destination. It is possible to send a packet with more than the legal
number of octets. When packets are fragmented, an offset value is included with the
packet. This offset value is used to reassemble fragments at their destination. The
attacker could include with the last fragment a legal offset and a larger packet size.
This will exceed the legal number of octets in the data portion of the ICMP echo
request. When reassembly is attempted, the destination computer could respond by
rebooting or crashing.

MITM Attacks

A MITM attack occurs when two parties believe that they are communicating only
with each other, but in fact there is an intermediary silently listening in on the conver-
sation. The man in the middle can intercede in the conversation by impersonating the
identity of either the sender or the receiver. During the attacker’ intercession, they can
alter or destroy messages during transit.

Using a network snifter, an attacker can record and save messages for later use,
allowing the attacker to issue a subsequent replay attack. The man in the middle, having
recorded aspects of a conversation, can replay this information to get around network
authentication mechanisms in the future. This is known as a replay attack.
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Application-directed Attacks

Application-directed attacks seek to take advantage of weaknesses inherent in certain net-
work applications. By exploiting weaknesses in network applications, an intruder can:

®m  Corrupt or alter important operating system files
®m  Change the content of data files

®m  Cause a network application or an entire operating system to operate abnor-
mally or even crash

®  Disrupt normal security and access controls maintained by the application or
operating system

®m  Plant a program or programs that can return information to the attacker; Back
Orifice is an example of such an application

Numerous types of application-directed attacks exist. Web servers are often the tar-
gets of such attacks. One example is the Code Red worm that caused considerable
damage to numerous systems a few years ago. This worm exploits vulnerabilities in the
Internet Information Services (IIS) running on Windows NT 4 and Windows 2000 sys-
tems. It can deface Web sites running on a server. It can also install DoS tools. After
affecting a system, the worm attempts to propagate itself to other unprotected IIS
servers. Variants of the Code Red worm have been created as well, each with its own
symptoms. Microsoft creates security patches to protect against known application vul-
nerabilities such as Code Red. Always check the http://microsoft.com/security site for
information about the latest attacks and their patches.

These application-level attacks provide the most fertile ground for would-be
intruders. Many network applications have not completed the degree of security
assessment and testing that is required to optimize their immunity to attacks aimed
against them.

Compromised Key Attacks

A key is a number, or cipher, that can be used in combination with an encryption algo-
rithm to either verify the integrity of a communication or encrypt the contents of a
communication. Various types of keys are available. One type is known as a secret key. A
sending computer encrypts the contents of a message using a secret key, and the
receiving computer decrypts the message with the same secret key. Using this shared
secret, two computers can communicate in private.

Another type of secret key is the private key. The secret private key can be used to
confirm a sender’s identity. This process is known as signing a message. A recipient who
receives a message signed by someone’s private key can be confident that the person
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who claims to have sent the message is indeed that person. The private key is part of a
key pair, two mathematically related keys. The other part of the pair is a public key. The
private key is kept secret, and the public key is published to the world. If the public key
belonging to a certain person can be used to decrypt their messages, that affords assur-
ance that the message was encrypted with the related private key, which is known only
to the person. As discussed in Chapter 9, key pairs can also be used in the opposite way:
A message can be encrypted by a sender using the recipient’s public key, and only the
person who holds the associated private key can decrypt the message, providing confi-
dentiality for the data.

An attacker who somehow gains access to secret or private keys can decrypt mes-
sages intended for someone else or communicate with an assumed identity using
someone else’s private key. When secret or private keys no longer remain secret and pri-
vate, they are said to be compromised. After keys are compromised they can no longer be
used to secure identities and information. Detecting whether a key has been compro-
mised is difficult. Often, the compromise of a key is discovered only after some vital
piece of information is found to no longer be secret, as in cases of corporate espionage.

IP Security Overview

[PSec defines a network security architecture that allows secure network transmissions
for an enterprise while introducing a minimum of overhead. IPSec allows you to secure
packets at the network layer. By performing services at the network layer, IPSec secures
information in a manner that is transparent to users and to the protocols that lie above
the transport layer. IPSec provides layer 3 protection.

The IPSec architecture exercises an end-to-end security model. Only the endpoints
of a communication need to be IPSec-aware. Computers and devices that serve as
intermediaries of message transfer do not need to be IPSec-enabled. This allows a net-
work administrator to implement IPSec for end-to-end security over diverse network
infrastructures, including the Internet. Network connectivity devices such as bridges,
switches, and routers can be oblivious to IPSec without compromising its efticacy. This
end-to-end capability can be extended to various communication scenarios, including:

m  Client-to-client

B Gateway-to-gateway

When IPSec is used to protect communications between two clients—for example,
on the same LAN—the machines can utilize IPSec in transport mode. In transport mode,
both clients must use TCP/IP as their network protocol. In this example, the endpoints
of the secure communication are the source machine and the destination host.

In contrast, with a gateway-to-gateway solution, information traversing a transit
network (such as the Internet), is protected by IPSec. Packets are protected as they leave
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the exit gateway and then decrypted or authenticated at the destination network’s
gateway. In this scenario, the host and destination computers do not have to employ
[PSec and can use any LAN protocol supported by IPSec (such as Internetwork Packet
Exchange/Sequenced Packet Exchange [IPX/SPX], AppleTalk, NetBEUI, or TCP/IP).

When gateways represent the endpoints of secure communication, IPSec works in
tunnel mode. In tunnel mode, a tunnel is created between the gateways, and client-to-
client communications are encapsulated in the tunnel protocol headers.You can create
tunnels using IPSec as the tunneling protocol, or you can combine IPSec with Layer 2
Tunneling Protocol (L2TP). In the latter case, L2TP rather than IPSec creates the
tunnel, and IPSec provides the encryption.

! Exam WARNING

You must know the differences in the transport mode and tunnel mode imple-
mentations of IPSec.

Overview of IPSec Cryptographic Services

[PSec ensures security of communications by employing a variety of cryptographic
techniques. Cryptography encompasses encryption, which is the making and deciphering
of hidden or scrambled messages in such a manner that if the message or communica-
tion is intercepted, the thief cannot easily ascertain the contents of the message.

A good security system has several component features. The IPSec security archi-
tecture is designed to provide the following:

B Message integrity
B Message authentication

®m  Confidentiality

A Exam WARNING

Ensure that you are familiar not only with the benefits that IPSec provides, but
also with how it works to provide them for you.

Message Integrity

The term integrity refers to the assurance that the message received is identical to the
message that was sent. Integrity is violated if a communication is somehow altered
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between the sending and receiving computers. Message integrity can be assured via the
creation of digital signatures. A digital signature is like an electronic fingerprint. This fin-
gerprint is a representation of a document’s content. If an intruder were to capture the
message in transit and change its contents, they would leave on the message a finger-
print that 1s different from the original fingerprint. The destination machine would
detect that other hands had touched the document and therefore would consider the
document’s content invalid. Hash functions can be used to create the original fingerprint.

Hashing Messages

A message can be hashed by running it through a hashing algorithm. A key (a variable
called a hash value) is used together with the hashing algorithm to create a hash so that
only computers that know the key can create the same hash output of a message. The
hashed output is always the same length; the algorithm creates fixed-length outputs
from variable-length messages. This hashed output is often referred to as a message digest
or a hash signature.You cannot reverse-engineer a digest to get the original message.
Each packet must have a different hashed result.

For example, if I send you a message that states, “Cash the check,” I will hash the
message using a secret key that only you and I know about. After sending “Cash the
check” through the hash algorithm using the secret key, we get a message digest of 12345.

Now I will send you the message, together with the message digest. In order to
make sure that the original message was “Cash the check,” you will send the contents
of the message through the same hash algorithm and check the result. If you get 12345,
it matches the digest sent to you.You know that indeed “Cash the check” was the orig-
inal content of the message.

If a man in the middle had intercepted the message, they might have changed the
content of the message to state “Don’t cash the check.” When you received the mes-
sage, it would read “Don’t cash the check.”You would then run “Don’t cash the check”
though the hash algorithm, and the result would be 12389. This result does not match
the message digest included with the message. Therefore, you know that the integrity of
the message has been violated and should not be considered valid.

These message digests are also known as hash message authentication codes
(HMAGC:s). To derive an HMAC, Microsoft’s implementation of IPSec uses one of two
algorithms:

®  Message Digest 5 (MD5) This algorithm was developed by Ron Rivest of
MIT and is defined in RFC 1321. MD5 processes each message in blocks of
512 bits. The message digest ends up being 128 bits.

®m  Secure Hash Algorithm (SHA1) This algorithm also processes messages in
blocks of 512 bits. However, the resulting message digest is 160 bits long. This

www.syngress.com



Configuring and Troubleshooting Windows IP Security * Chapter 6

confers a greater degree of security but is a bit more processor intensive and is
therefore slower than MD5.

A shared secret key is required to make the hash method work. To ensure the
validity of the secret key, you must utilize other technologies, such as a public key
infrastructure, which can also take advantage of asymmetric key exchange to provide a
higher degree of assurance.

Message Authentication

Authentication is concerned with establishing the identity of a sender or recipient.
Integrity concerns itself with making sure that the message has not changed during
transit. Authentication focuses on confirming the identities of the conversation partici-
pants. It would be of little value to receive a message of uncompromised integrity from
an imposter.

IPSec uses three methods to carry out message authentication:

B Preshared key authentication
m  Kerberos authentication

®m  Public key certificate-based digital signatures

Preshared Key Authentication

Preshared key authentication schemes depend on both members of the communication
having preselected a secret key that will be used to identify them to each other. Data
leaving the sending computer is encrypted with this agreed-upon key and decrypted on
the other end using the same key.

Both members of the communication assume that if the other side has access to this
preselected key, both members are who they claim they are. This type of authentication
is accomplished in the following way:

1. The sending computer can hash a piece of data (called a challenge) using the
shared key and forward this hashed data to the destination computer.

2. The destination computer receives the challenge and performs a hash using
the same secret key. It then sends this hashed data back to the first sending
computer.

3. If the hashed results are identical, the computers share the same secret key and

are thus authenticated.

Even though preshared keys are effective in authenticating that each member has
access to the same shared secret, this solution is not easily scalable. The shared secret
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must be manually keyed into the IPSec policy, which is not an issue if the same policy
applies to the entire domain tree, but can become cumbersome when subdomains,
organizational units, and individual machines require varying IPSec policies.

Kerberos Authentication

The Kerberos authentication method is also based on the shared secret principle. In this
case, the shared secret is a hash of the user’s password. For more information about the
Kerberos authentication protocol, see the Chapter 8.

Public Key Certificate-Based Digital Signatures

As mentioned earlier in this chapter, a message digest is a hash of a message’s contents.
The combination of a key and a hash algorithm is used to create a message digest. A
digital signature is an encrypted message digest. A message is authenticated when the
digest is first decrypted, and then the decrypted hash must match the hash derived at
the destination host.

The sending computer uses its private key to complete this process. Public key-
based authentication is based on the principle that each computer has a public and pri-
vate key pair created for it in advance. The public key is freely available to anyone who
wants it; the private key is available only to the computer that owns it. For a public key
infrastructure to work, the private key must be kept private. If a private key is compro-
mised, all messages from that computer should be considered suspect and possibly origi-
nating from an imposter. A viable public key infrastructure includes these elements:

m  Private keys that are kept absolutely secret
m  Public keys that are freely available to anyone

m A trusted third party to confirm the authenticity of the public key (to ensure
that the public key does indeed belong to the party who claims it)

The trusted third party is known as a certification authority (CA).The CA is
required to digitally sign each party’s public key to prevent attackers from providing a
public key that they claim is that of another person but is in fact not the public key of
the person they are impersonating.

A CA will digitally sign each user’s public key. In this way, if someone sends you
their public key, you can be sure that it is theirs, because a trusted third party has con-
firmed their identity and signed their public key. Here are two scenarios that illustrate
the need for digital certificates and digital signatures: In the first scenario, say your boss
wants to authenticate your identity using your public key. One way she can do this is
by sending you a challenge message, which you encrypt with your private key. You then
send it back to her after you have encrypted it. She can then use your public key to
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decrypt the message. If the message that she decrypts is the same as the message that she
sent you, she can confirm that indeed it was you with whom she was communicating.

The problem is that she received your public key from you, yourself. How does she
know that you, and not someone impersonating you, sent her your public key? You can
solve this problem by having a mutually trusted third party digitally sign your public
key. Both you and your boss trust that the third party has verified the identity of
anyone for whom the third party signs its public key.

Nothing in Life Is Perfect

No security method is foolproof, and this includes the use of certification
authorities to verify identity. In early 2001, someone tricked VeriSign into
believing that they were a legitimate Microsoft employee and received two dig-
ital certificates from VeriSign that were to be used for code signing (see
www.microsoft.com/technet/security/bulletin/ms01-017.asp). What is even
more interesting (or scary depending on how you look at it) is that this security
failure went unnoticed for a month before VeriSign caught onto the problem
and revoked the digital certificates.

So, if one of the pioneers in the digital certificate game can be tricked by
some slick social engineering into giving out two high-level digital certificates,
what are the odds that the same thing might not happen to you on your net-
work? No matter how secure you think you are or how many layers deep your
defensive posture is, always remember that an attacker may be one step ahead
of you. Eventually every system can and will be penetrated if someone tries
hard enough and has the capabilities to pull off the attack. This is why defense
in depth is such a critical concept. The more layers of defense you have in your
network, the better your odds are of keeping an attacker out, or at worst,
detecting and tracking an attacker should they penetrate your defenses. Never
stop thinking you have done enough to protect your network because nothing
in life is perfect.
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In the second scenario, say you want to be sure that your boss is who she says she
is.You do not have her public key at this point, so you ask her to send it to you. She
sends you her signed certificate (the certificate is essentially her public key signed by
the trusted third party).You already have the public key of the trusted third party. You
use the third party’s public key to verify the signature on the certificate. You know that
this verified key is her public key, which she sent you.You can now send a challenge to
confirm that you are indeed communicating with your boss and not an imposter.
Additionally, you can check the most recently published CRL to ensure that the certifi-
cate being presented is still valid and has not been revoked.
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Public key authentication is used by IPSec when non-Kerberos-enabled clients
need to be authenticated and no preshared key has been established. Public key authen-
tication must also be used when using L2TP tunneling and IPSec. Preshared keys can
be used between a Windows 2000 RAS and a third-party firewall product when the
two are acting as gateways for a corporate wide area network (WAN).

paw | Confidentiality

Neither integrity nor authentication is concerned with protecting the privacy of infor-

mation. Confidentiality is a matter of keeping private information private. To ensure
confidentiality of [PSec communications, data must be encrypted using an encryption
algorithm.

Data Encryption Standard

The encryption algorithm most commonly used with Microsoft’s implementation of
IPSec is the Data Encryption Standard (DES) algorithm. DES has long been the U.S.
government standard for encryption. The DES algorithm is an example of a symmetric
encryption algorithm. A symmetric encryption algorithm has each side of a communica-
tion employ the same secret key for encryption and decryption. This is in contrast to a
public key infrastructure, in which two different keys are used. The public key approach
is referred to as asymmetric encryption.

DES works on 64-bit blocks of data. The DES algorithm converts 64 input bits
from the original data into 64 encrypted output bits. DES starts with 64-bit keys, but
only 56 bits are actually used in the encryption process. The remaining 8 bits are used
for parity.

A stronger version of DES is also available for use in Windows 2000/XP IPSec. This
version is called 3DES, or Triple DES. Triple DES processes each block three times,
which increases the degree of complexity over that of DES.

NoTE

Although not used for IPSec at this time, the Advanced Encryption Standard
(AES) is the new standard for encryption implemented by the U.S. government.
The U.S. government encryption standard is known as the Federal Information
Processing Standard (FIPS). AES uses the Rijndael symmetric encryption algo-
rithm. Effective May 26, 2002, AES became an official government standard.

Cipher Block Chaining

Because the blocks of data are encrypted in 64-bit chunks, there must be a way to
chain these blocks together. The chaining algorithm defines how the unencrypted text,

www.syngress.com



Configuring and Troubleshooting Windows IP Security * Chapter 6

the secret key, and the encrypted text (also known as ciphertext) will be combined to
send to the destination host. These chaining algorithms also solve another problem. If
the same data is sent twice, both blocks would look the same. This knowledge could be
used by a cryptanalyst in trying to figure out the content of a message.

To prevent each block from looking the same, DES can be combined with cipher
block chaining (CBC). This DES-CBC algorithm makes each ciphertext message
appear different by using a different initialization vector (IV), which is a random block
of encrypted data that begins each chain. In this fashion, each message’s ciphertext can
be made to appear different, even if the exact same message is sent a hundred times.

! Exam WARNING

EXAM
70-214

Be sure that you are familiar with the various methods utilized in IPSec for
integrity, authentication, and confidentiality. Expect to be tested on them and
their various combinations on this exam.

IPSec Security Services

[PSec engages the following two protocols to implement security on an IP network:

®  Authentication header (AH)
®m  Encapsulating Security Payload (ESP)

Test DAy Tip

Ensure that you know and understand the differences between the AH and ESP
protocols that make up IPSec. Be aware of how each is used to make secure
communications possible in both transport and tunnel modes of operation.

The AH

The AH ensures data integrity and authentication, and can be used to prevent replay
attacks. The AH does not encrypt data and therefore provides no confidentiality. When
the AH protocol is applied in transport mode, the AH is inserted between the original
IP header and the TCP header, as shown in Figure 6.1. The entire datagram is authenti-
cated using AH.

335

www.syngress.com



336 Chapter 6 * Configuring and Troubleshooting Windows IP Security

Figure 6.1 The Datagram after Applying the Authentication Header in
Transport Mode

IP Header [PSec AH TCP Packet
Header Header Data
L Signed (Authenticated) ——o—1

ESP

The ESP protocol can provide authentication, integrity, and confidentiality to an IP
datagram. Authentication services are available with ESP, but the original IP header
prior to application of the ESP header is not authenticated. The ESP header, in trans-
port mode, is placed between the original header and the TCP header, as shown in
Figure 6.2. Only the TCP header, data, and ESP trailer are encrypted. If authentication
of the original IP header is required, AH and ESP may be combined and used together.

Figure 6.2 The Datagram after Applying the Encapsulating Security Payload Header
in Transport Mode

IP Header IPSec ESP TP Packet IPSec ESP IPSec ESP
Header Header Data Trailer Authenfication
Encrypted
Signed (Authenticated)

Figures 6.1 and 6.2 demonstrate packet configurations when AH or ESP is used in
transport mode. Transport mode is used when point-to-point communications are
taking place between source and destination computers. AH and ESP can be applied
at a gateway machine connecting the LAN to a remote network. In this case, tunnel
mode is used.

In tunnel mode, an additional IP header is added that denotes the destination
tunnel endpoint. This tunnel header encapsulates the original IP header, which contains
the IP address of the destination computer. Figure 6.3 shows a packet constructed for
tunnel mode.

Figure 6.3 A Datagram with ESP Header in Tunnel Mode

New IP IPSec ESP Original IP TCp Packet IPSec ESP PSec ESP
Header Header Header Header Data Trailer Authentication
L Encrypted J
Signed (Authenticated) |
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Security Associations and IPSec
Key Management Procedures

Two concepts you need to understand when looking at how IPSec works are security asso-
ciations and key management. In the following sections, we look at both of these concepts.

Security Associations
When two computers establish a connection using IPSec, they must come to an agree-
ment regarding which algorithms and protocols they will use. A single security associa-
tion (SA) is established for each link a computer maintains with another computer via
IPSec. A security association consists of several parts: a destination address, a security
protocol, and a security parameters index (SPI), which is a unique identifier. If a file
server has several simultaneous sessions with multiple clients, a number of SAs will be
defined, one for each connection via IPSec.

Each security association has associated with it these parameters:

®  Encryption algorithm (DES or 3DES)
m  Session key (via Internet Key Exchange [IKE])
®m  Authentication algorithm (SHA1 or MD5)

A security parameters index (SPI) tracks each SA.The SPI is a value that uniquely
identifies each SA as separate and distinct from any other IPSec connections current on
a particular machine. The index itself is derived from the destination host’s IP address
and a randomly assigned number. When a computer communicates with another com-
puter via IPSec, it checks its database for an applicable SA. It then applies the appro-
priate algorithms, protocols, and keys and inserts the SPI into the IPSec header.

An SA is established for outgoing and incoming messages, which means at least two
security associations are necessary for each IPSec connection. In addition, a single SA can
be applied to either AH or ESP, but not both. If both are used, two more security associa-
tions are created—one SA for inbound and one SA for outbound communications.

[PSec Key Management

Keys must be exchanged between computers in order to ensure authenticity, integrity,
and confidentiality. Key management defines the following:

®m  Procedure used to determine how keys are formed
m  Strength of keys
m  How often keys are changed

®  When keys expire
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The establishment of a shared secret key is critical to secure communications. A shared
secret can be manually established using the prearranged key method, but this tech-
nique does not scale well due to its inherent lack of flexibility.

Automated key management is the preferred method of key exchange. Automated key
management uses a combination of the Internet Security Association Key Management
Protocol and the Oakley Protocol (ISAKMP/Oakley Protocol). This combination of pro-
tocols is often referred to collectively as the IKE. The IKE is responsible for exchanging
key material (groups of numbers that will form the basis of new keys), session keys, SA
negotiations, and authentication of peers participating in an IPSec interaction.

IKE takes place across two phases: Phase 1, in which the two computers agree on
mechanisms to establish a secure, authenticated channel; and Phase 2, in which SAs are
negotiated for security protocols, using AH, ESP, or both.

The first phase establishes what is called the ISAKMP security association (ISAKMP
SA), and the second phase establishes the IPSec SA.

Phase 1: Establishing the ISAKMP SA
The following processes take place during the ISAKMP SA phase:

1. The computers establish a common encryption algorithm, either DES or 3DES.
2. A common hash algorithm, either MD5 or SHAT, is agreed upon.

3. An authentication method is established. Depending on policy, this method
can be Kerberos, public key encryption, or a prearranged shared secret.

4. A Diffie-Hellman group is agreed upon in order to allow the Oakley Protocol
to manage the key exchange process. Diftie-Hellman provides a mechanism
for two parties to agree on a shared master key, which is used immediately or
can provide keying material for subsequent session key generation. Oakley
Protocol determines key refresh and regeneration parameters.

Phase 2: Establishing the IPSec SA

After a secure channel is established by the creation of the ISAKMP SA, the IPSec SAs
are established. The process is similar, except that a separate IPSec SA is created for each
protocol (AH or ESP) and for each direction of transmission (inbound and outbound).
Each IPSec SA must establish its own encryption algorithm, hash algorithm, and
authentication method.

One important difference is that each IPSec SA uses a difterent shared key than that
negotiated during the ISAKMP SA. Depending on how the policy is configured, the
[PSec SA repeats the Diftie-Hellman exchange or reuses key material derived from the
original ISAKMP SA. All data transferred between the two computers takes place in
the context of the IPSec SA.
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A\ ExAM WARNING

You should have a solid understanding of how the ISAKMP/Oakley Protocol SA
process is conducted and carried out. Make sure you understand what is
accomplished during each phase of the SA process.

IP Security Management Tools

There are a number of utilities you may need when configuring and monitoring IPSec.
Although we are only going to examine the tools available on a local machine here,
you can apply the same strategies to domain-based configuration via Site, Domain, and
Organizational Unit (OU) Group Policy as required. Although local Group Policy is (as
its name suggests) local, it is possible to configure and control these settings centrally
using security templates (refer back to Chapter 1 for a review of security templates).
You can also export and import IP security policies between computers.

If using certificates for IPSec authentication, you will also need the CA Microsoft
Management Console (MMC) snap-in covered in Chapter 4 to issue certificates.
Otherwise you will predominately use the following tools:

m [P Security Policies on local machine
m [P Security Monitor

m  [PSec Policy Agent Service

m  TCP/IP Advanced Options

m  Certificates Snap-in (to confirm valid computer certificates if using these for
authentication)

B Security Log

IP Security Policies on Local Machine

We first saw the computer’s Local Security Settings in Chapter 1 when looking at con-
figuring and securing Windows 2000 computers.You can either access the IP Security
Policies by loading Local Security Policy under Administrative Tools, or use the Local
Group Policy Editor (gpedit.msc) and navigate down the tree.

The IP Security Policies on Local Machine will be the utility you use most to
configure what policies you want, how they are configured, and whether they should
be in use. By default no IPSec policy is active on a Windows 2000 computer—a policy
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has to be specifically assigned. As shown in Figure 6.4, you will see three preconfigured
built-in policies that will be covered later.

Figure 6.4 IPSec Policies Snap-in and Tasks
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Right-clicking on IP Security Policies | All Tasks allows you to create a new
policy, manage filter lists and actions (covered later), check a policy’s integrity, restore
the default policies, and import/export policies. The last two options allow you to both
backup and restore known, working policies. But perhaps more usefully, they also pro-
vide the means of quickly transferring [PSec policies between computers.

IP Security Monitor

This is a rather strange Windows 2000 utility, somewhat lacking in elegance and cohe-
sion when compared with the standard utilities. There is some important information
missing from this utility (which will be covered later), but it does provide a basic graph-
ical display of what is happening on a computer with regard to IPSec traffic.

The IP Security Monitor can be used to monitor IPSec status and test IPSec
policies. In Windows 2000, the monitor can be started by typing ipsecmon.exe
computer_name at the command line. With no computer name specified, it will default
to loading on the local computer. When monitoring a remote computer, the following
will be displayed on the title bar, for example: “IP Security Monitor on W2KSRV005.”
A locally monitored computer will simply have “IP Security Monitor” on the title bar.

The first thing the IPSec Monitor will tell you is whether IPSec is currently enabled
on the selected computer (bottom right hand corner). If it is and a computer is currently
connected using one of your policies that results in transmitting data from the computer,
this will be displayed in the active window with limited details such as the security pro-
tocols in use, the source and destination computer, and so on. If it is using one of the
built-in policies, the policy name will be displayed in readable form. However, any new
policies created will be displayed rather unhelpfully as a hex string identifier. A later sec-
tion of this chapter shows how to tie this back to the actual policy in use.
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The example shown in Figure 6.5 shows the IPSec Monitor, with IPSec enabled on
the computer, but no traffic having traversed the network yet. Over time, all of the
counters will allow you to track the status of IPSec secured and unsecured communica-

tions on your network.You can use the IPSec monitor to view statistics regarding the
following:

Active security associations with other computers (for a log of SAs not cur-
rently active, see the Security Log in Event Viewer; SAs are shown as
Netlogon events)

Number of bytes of data sent using ESP for confidentiality
Number of bytes of data received that were sent using ESP
Number of bytes sent with authentication

Number of packets with invalid security parameters index
Number of packets that could not be decrypted

Number of packets that could not be authenticated

Number of keys sent by ISAKMP to the IPSec driver

Number of SAs established during the first phase of ISAKMP
Number of SAs established during the second phase of ISAKMP

Number of ISAKMP negotiations in which cleartext data transfer was negoti-
ated (known as soft associations)

Number of failed authentications

Figure 6.5 The IPSec Monitor
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Test DAy Tip
Become familiar with the information that is made available in the IPSec

Monitor. It will prove useful in managing and troubleshooting IPSec policies on
your network and on this exam.

For comparison, the IPSec Monitor in Windows XP and .NET has been turned
into a modular MMC snap-in. To access it, you will need to create a custom MMC
console and add the snap-in as you would any other snap-in. The Windows XP IPSec
Monitor is shown in Figure 6.6.

Figure 6.6 The Windows XP IPSec Monitor Console
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IPSec Policy Agent Service

A Windows 2000 computer will automatically have installed and started the IPSec
Policy Agent, which is responsible for retrieving the assigned IP Security Policy (if one
1s assigned) from the registry and passing the information within the policy to the
[PSec driver.

The policy is retrieved at system boot up and checked at regular intervals for any
changes (modifications). By default, the IPSec policy is checked every three hours, but
this can be changed under the policy’s General tab. This setting is more relevant if you
are running within an Active Directory and are centrally changing IP Security policies
across the network or if you want to ensure that any locally changed policies cannot
stay in place for a prolonged period of time.

When modifying or changing IPSec values locally, it is recommended that you use
the Check Policy Integrity option seen in Figure 6.4 to ensure that the new values
have been committed to the registry. However, it is often safer to actually stop and
restart the IPSec Policy Agent to ensure the “slate is clean.” Although this can be done
using the Services snap-in, it is much easier to call up a command prompt and type:
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Net stop policyagent

Net start policyagent

Alternatively, you can disable and then re-enable the network interface in a computer
to get IPSec policy changes to take. In some, [PSec does not react well to changes in
policy, even after stopping/restarting the policy agent or disabling and re-enabling the
network adapter. [t can sometimes take a while to renegotiate security options and
settle down, but once going it is very stable and quick. When changing and testing dif-
ferent parameters, be prepared to be patient!

TCP/IP Advanced Options

This provides limited access to the IP Security Policies by selecting the Advanced
button on your adapter’s TCP/IP Properties, and then selecting Options | IP security
| Properties.

As shown in Figure 6.7, you can see whether IPSec is currently enabled and toggle
between using [PSec and not using it. The dropdown list box (“Use this IP security
policy:”) displays all of the available policies with their description displayed directly
below.

Figure 6.7 Changing IP Security Policies through TCP/IP Properties
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The option to select an IPSec policy from the Advanced TCP/IP Properties page
only exists in Windows 2000. In Windows XP and .NET Server, this has been
removed in favor of configuration via the Group Policy Editor.

Certificates Snap-In

This is only used if you are using certificates for authentication. You have to load the
Certificates Snap-in into a new MMC or add it to an existing MMC if not already
done. When adding the snap-in, you will have the choice of selecting certificates for the
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local machine, current user, or services. It is important to remember that IP Security
uses computer certificates, not user certificates, so be sure to choose the computer
account option. Remember that security is in effect even when no one is logged on to
the computer and that it is provided at the network layer, which is why the certificate
has to be a computer certificate rather than service or user.

When deploying IP Security with certificates there are two different folders of
interest within the Certificates Snap-in. The first is the CA certificate, which must be
listed under Trusted Root Certification Authorities | Certificates. The second is
the computer’s certificate which must be listed under Personal | Certificates. If you
do not have these certificates and you plan on using certificate-based authentication in
IPSec, you should get them as detailed in Chapter 4.

Security Log

To record IPSec-related information in the Security Log, you must first enable Auditing
through Security Settings | Local Policies | Audit Policy. We covered group poli-
cies in Chapter 1 and will be covering auditing in Chapter 10 if you need more informa-
tion on how to do this, but essentially you can request auditing for things like account
logon events and object access among other things. For IPSec it is a good idea to request
both Success and Failure audits so that you are as equally aware of when IPSec is failing
as you are confirming that it is working, and with what security parameters.

When auditing is enabled and an IPSec policy is active, this will record various
events such as whether a secure connection was established successfully and what secu-
rity parameters were in place (for example, details on the certificate used for authenti-
cation, whether encrypting, and so on). Equally, when negotiations fail, the reason for
this will be recorded. For example, “IKE security association negotiation failed” with a
Failure Reason such as “No response from peer.” To understand fully the recorded
information in the audit logs, you need a good understanding of the IPSec security
protocols, acronyms, and workings, which were covered previously in this chapter.

Netdiag

NetDiag.exe is one of the Windows 2000 Support Tools that ships with Windows 2000.
More information on its many uses can be found within the following MSKB Q
article: http://support.microsoft.com/default.aspx?scid=KB;EN-US;321708&.

However, specifically for IPSec, NetDiag.exe can read and display all details of a
current IPSec policy—this is where you can match a custom policy name to the long
hex string displayed in IP Security Monitor. Unlike IP Security Monitor, it can display
a more accurate reading of your IPSec statistics.

Type netdiag /test:ipsec /v for full statistical details of your current IPSec policy,
including the name of your custom policy. There is an awful lot of information here, so
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either scroll through it or redirect the output to a text file. If you type netdiag
/test:ipsec /debug you will see configuration information on the policy in use.

Be aware that this will include your password in readable format, if using passwords
rather than certificates. Fortunately, from a security point of view, it can only be run
locally, and users without proper administrative credentials will not be able to see any
sensitive information. They will see information that displays “IPSec policy service is
active, but test failed to get current policy information” with a later “Access is denied.”

Deploying and Troubleshooting
Windows IP Security

Planning takes on special importance when designing a security infrastructure that
includes implementation of IPSec within an organization. After the planning phase
comes the implementation phase. The Windows graphical interface makes it easy to
develop an IPSec policy for any organization. IPSec policy, filters, and filter actions and
interoperability with down-level clients and other operating systems are vital parts of
implementation.

Evaluating Information

The first step in deploying Windows IP Security is to identify the technology assets. A
company can break down their investment in information technology (IT) resources by
enumerating their software, hardware, intellectual property (data), and human assets.
What would it cost the organization if those assets were lost or destroyed? What expen-
ditures in time and money would the organization incur if these assets were to fall into
the hands of unscrupulous individuals?

Developing a security plan starts with the awareness that security represents a bal-
ance. Total security means that no one has access to anything. All assets would be pro-
tected at the cost of no one being able to use them. On the opposite end of the
spectrum is total openness; no security controls are placed on assets or resources. In that
scenario, no one has difficulty obtaining the information or resources they need but
your assets have essentially become public domain.

To implement an effective security policy, accessibility and security must be bal-
anced. The more secure the resource, the more difficult it is to access, even for those
who are allowed access. Keep this point in mind when developing a security plan. Use
Table 6.1 as an sample way to categorize your assets.

345

www.syngress.com



346 Chapter 6 * Configuring and Troubleshooting Windows IP Security

Table 6.1 Categorizing Corporate Assets

Type of Asset Examples

Software Word processor, spreadsheet, database, operating systems,

accounting, inventory, human resource, utilities, diagnostic pro-
grams, drivers, communication programs, and enterprise integra-
tion systems

Hardware Workstations, servers, RAM, hard disks, monitors, network inter-

face cards, hubs, switches, bridges, routers, storage area networks,
tape devices, modems, ISDN terminal adapters, and printers

Intellectual Customer databases, human resource databases, payroll records,
property (data) research and development databases and files, project develop-

Human

ment files, sales information, marketing information, backup tapes,
offline storage facilities, floppy disks, removable hard disks, audit
logs, information crossing the wire, documentation, and help
databases

Executives, administrators, developers, marketing staff, sales staff,
clerical staff, help desk staff, and hardware technicians

Evaluating the “Enemy”

The “enemies” of a security plan are all those who seek to access a resource to which
they have no explicit right. Most administrators envision the “black-hat hacker” as the
foremost enemy of their information store. This image is not entirely accurate. More
likely dangers are:

Power users who are interested in “experimenting” to discover what can be
done over a network

Casual users who stumble upon information that was not secured properly

Authorized users who access documents or files that have poorly designed
access control, leading to misinformation situations that can create havoc in an
organization

Disgruntled employee seeking revenge on a current or former employer

Greed-driven individuals who sell legitimate access controls to others for
a profit

Competitors who hire agents to carry out corporate espionage to access pro-
prietary secrets

A common thread is that many of the risks emanate from within an organization.

Although shoring up portals to the Internet and other external networks is important,
the security analyst’s concern and effort must also be aimed at breaches from within.
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Keep in mind that someone within an organization can easily plug a notebook
computer into an available port at a hub or switch and run snifting software. These
insiders listening on the wire should be of just as much concern as outside intruders.

Determining Required Security Levels

As mentioned, a mainstay approach to assessing security levels is to consider what the
cost would be if resources were lost, altered, or stolen. Consider how important various
resources are to an organization in the short, intermediate, and long term. How much
time and money will it cost to return to normal operations if an organization’s assets
are compromised?

Security-level assessment can be accomplished by assigning an impact level to each
item in the list of secure objects. Objects that do not appear to be the focus of security
concerns should not be considered to have no impact on the security plan, because
unsecured objects can create a backdoor access route to secured objects.

Assets should be rated as high, medium, or low in terms of their impact on the
organization should they be compromised. Table 6.2 provides some examples of how to
categorize security requirements for various types of information.

Table 6.2 Categorizing Impact Levels for Various Data Types

Type of Information Impact Level
Corporate accounting data High
Research data High
Proprietary or patented information High
Marketing information Medium
Human resource information Medium
Prospects database Low

Parking permit database Low

The security-level assessment is not the sole province of the security analyst. It is
important to meet with all department managers to assess their views and level of
understanding of security issues. Polling non-managerial employees is also important in
making a security assessment, because employees are often the first ones to be encum-
bered when they try to access needed information that has been secured.

Building Security Policies with
Customized IPSec Consoles

[PSec configuration and deployment in a Windows 2000 or .NET network are inti-
mately intertwined with Active Directory and Group Policy. A policy must be created
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to deploy IPSec in an organization. A policy can be applied to a forest, a tree, a domain,

an OU, or a single computer.

Within the Group Policy console, the administrator can choose from built-in poli-

cies or create custom policies to meet their specialized needs. These policies are config-
ured by creating a MMC and then using the appropriate MMC plug-in. Exercise 6.01
walks through building an IPSec MMC console. A custom IPSec console can also be

designed that is used to configure IPSec policy and monitor significant IPSec-related

events.

EXERCISE 6.01

BuiLDING AN IPSECc MMC CONSOLE

1.

Create a new console by starting the Run command and typing mmc.
Click OK to open an empty console.

Click the Console menu, and then click Add/Remove Snap in. Click
Add, select Computer Management, and click Add. A dialog box
appears that asks which computer the snap-in will manage. Select
Local Computer (the computer on which the console is running). Then
click Finish.

Scroll through the list of available snap-ins, select Group Policy, and
then click Add. At this point a wizard appears and queries you on what
Group Policy object you want to manage. In this case, confirm that the
text box states Local Computer, and click Finish. If you want to define
a policy for another Group Policy object, click Browse and select from
the list.

Scroll through the list of Group Policy objects again, this time looking
for Certificates. Select Certificates and click Add. A dialog box appears,
asking you for what account you want the snap-in to always manage
certificates (see Figure 6.8). Select Computer Account, click Next, and
then select Local Computer for the computer that you want the snap-
in to manage. Then click Finish.

Click Close in the Add Standalone Snap-in dialog box and then click
OK in the Add/Remove Snap-in dialog box. Expand the first level of
each of the snap-ins (see Figure 6.9).
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Figure 6.8 Adding the Certificate Management Snap-in for the Local
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Figure 6.9 The Custom IPSec Security Management Console
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From this custom IPSec Management Console, IPSec policies are configured and
monitored. In this example, IPSec policy 1s managed for the local machine only. This
might be appropriate if configuring IPSec policy for a file or application server. If you
want to manage policy for an entire domain or OU, you would select the appropriate
policy when selecting the Group Policy snap-in configuration.

Flexible Security Policies

Now that the console is configured, you can begin building your IPSec security policy.
Because IPSec policies are implemented via Group Policy, there is a great deal of flexi-
bility in the places where they are implemented. You can choose from three built-in
[PSec policies or create your own custom policies.

To begin, you need to navigate in the console to where the IP security policies are
located. Expand the Local Computer policy; expand the Computer Configuration
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object; expand the Windows Settings object; then click IP Security Policies on
Local Machine. In the right pane, you will see listed the three built-in IPSec Policies:

®  Client (Respond Only)
m  Secure Server (Require Security)

m  Server (Request Security)
Your screen should look like the one shown in Figure 6.10.

Figure 6.10 The Three Built-in IPSec Policies
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®  Client (Respond Only) The Client (Respond Only) policy is used when you
require secure IPSec connections only when another computer requests them.
For example, if you are using a machine as a workstation that wants to connect
to a file server and the file server requires IPSec security. The workstation with
the built-in Client policy enabled will negotiate an IPSec security association.
However, this client never requires IPSec security itself; it only uses IPSec to
secure communications when requested to do so by another computer.

m  Secure Server (Require Security) The Secure Server (Require Security)
policy is used when all communications with a particular server need to be
secured. Examples include file servers with highly sensitive information and
security gateways at either end of an L2TP/IPSec tunnel. The server with the
Secure Server policy always requests a secure channel. Most importantly, con-
nections are denied to computers not able to respond to the request. Thus, a
non-IPSec-aware computer will be unable to connect.

m  Server (Request Security) The Server (Request Security) policy is used
when you want to request IPSec security for all connections. This policy
might be used for a file server that must serve both IPSec-aware clients (such
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as Windows 2000/XP) and non-IPSec-aware clients (such as Windows 9.x and
NT). If a connection is established with an IPSec-aware computer, IPSec will
be used to secure the session. With non-IPSec-aware computers, unsecured
sessions are established. This scheme allows greater flexibility during the transi-
tion from mixed Windows networks to native Windows 2000 networks.

Test DAY Tip

You should take the time to become familiar with the functions and purposes
of each of the three built-in IPSec policies, both for this exam and for use in
your organization.

Security policies are bidirectional. If a secure server attempts to connect to non-
[PSec-aware network servers (such as Domain Name System [DNS], Windows Internet
Naming Service [WINS], or Dynamic Host Configuration Protocol [DHCP] servers)
the connection will fail. It is imperative that all scenarios be tested in a lab that simu-
lates the production network before implementing IPSec policies on a live network.
During the testing phase, the event logs must be assiduously checked to ascertain what
services fail due to IPSec policies.

IPSec Finer Points

Implementing IPSec security affords a large measure of comfort in knowing
that traffic as it traverses the wire is safe from interception and manipulation.
However, IPSec can significantly impact network service interoperability.

Network servers that run the DHCP, WINS, or DNS services are a point of
concern. This is particularly problematic when you run the Secure Server policy
on a machine providing one of these services. Should you need to do so, be
aware that negotiation will fail on non-IPSec-enabled computers. The result of
the failed negotiation is that those clients will not be able to use that network
service.

A special case is when you use DNS names in the IP filter list, and the DNS
server you are using is not IPSec aware. The unaware DNS server will not be able
to successfully negotiate secure communication, and therefore name resolution
attempts will fail, with cascading results. To solve this problem, create a new
filter list and rule to exempt traffic from the DNS from IPSec negotiation.

When you set the rule, use the Permit option to allow traffic to flow unim-
peded. The filter should be for computer-to-computer IP addresses (not net-
work IDs) and for the port number.
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Rules

An IPSec policy has three main components: IP security rules, IP filter lists, and IP
filter actions. Double-click the Server Policy to see the Server (Request Security)
Properties dialog box, as shown in Figure 6.11.

Figure 6.11 The Server (Request Security) Properties Dialog Box
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Rules are applied to computers that match criteria specified in a filter list. An IP
filter list contains source and destination IP addresses. These can be individual host IP
addresses or network IDs. When a communication is identified as a participant included
in an IP filter list, a particular filter action that is specific for that connection is applied.

The All IP Tratfic filter list includes all computers that communicate with the server
via TCP/IP. Any instructions in the filter action associated with All IP Traffic are applied.

First, double-click the All IP Traffic filter list. This opens the Edit Rule
Properties dialog box for the All IP Traffic filter. You should see a tabbed dialog box
consisting of five tabs, as shown in Figure 6.12.

Figure 6.12 The All IP Traffic Edit Rule Properties Dialog Box
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An option button for the IP filter list is selected and a description is included that
explains the purpose of the list. Double-click the All IP Traffic filter list option to see
the details of the All IP Traffic filter. The name, description, and details of the filter are
displayed (see Figure 6.13).

Figure 6.13 The IP Filter List Dialog Box
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To see more details regarding the addressing, protocol, and description of the filter,
click Edit. Then, click Cancel twice to return to the Edit Rules Properties dialog box.

Filter Actions

Filter actions define the type of security and the methods by which security is estab-
lished. The primary methods are “Permit,” “Block,” and “Negotiate security”’ The
Permit option blocks negotiation for IP security. This action is appropriate if you never
want to secure traffic to which a rule applies. The Block action blocks all traftic from
computers specified in the IP filter list. The Negotiate security action allows the com-
puter to use a list of security methods to determine security levels for the communica-
tion. The list appears in descending order of preference. If the Negotiate security action
is selected, both computers must be able to come to an agreement regarding the secu-
rity parameters included in the list. The entries are processed sequentially in order of
preference. The first common security method is enacted.

Click the Filter Action tab, and click Request Security (Optional) to view the
options, as shown in Figure 6.14.

Checking the Accept unsecured communication, but always respond using
IPSec check box allows unsecured communication initiated by another computer but
requires the computers to which this policy applies to always use secure communica-
tion when replying or initiating. This is essentially the definition of the secure policy.

The Allow unsecured communication with non IPSec-aware computer
option allows unsecured communication to or from another computer. This is appro-
priate if the computers listed in the IP filter lists are not IPSec enabled. However, if
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negotiations for security fail, this option disables IPSec for all communications to which
this rule applies.

Figure 6.14 The Request Security (Optional) Properties Dialog Box
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Perhaps the most important of these options is the Session key Perfect Forward
Secrecy option. When you select this option, you ensure that session keys or keying
material are not reused, and new Diffie-Hellman exchanges will take place after the ses-
sion key lifetimes have expired.

Click Cancel to return to the Edit Rule Properties dialog box. Click the
Authentication Methods tab. Here, you can select your preferred authentication
method. Kerberos is the default authentication method. Other methods can be included
in the list, and each will be processed in descending order. Click Add to include addi-
tional authentication methods, as shown in Figure 6.15.

Figure 6.15 The Authentication Methods Configuration Tab
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NoTE
Remember that if you are configuring a preshared key that both ends of the
connection must have the same key configured.

Click the Tunnel Setting tab if the endpoint for the filter is a tunnel endpoint.
Click the Connection Type tab to apply the rule to all network connections, LAN, or
remote access, as shown in Figure 6.16.

Figure 6.16 The Connection Type Tab
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You cannot delete the built-in policies, although you can edit them. However, it
is recommended that you leave the built-in policies as they are and create new
policies for custom requirements.

Flexible Negotiation Policies

Security method negotiation is required to establish an IPSec connection.You can use
the default security policies, or you can create custom policies using a wizard-based
approach. To add a new filter action that will be used to create a new security policy,
click Add after selecting the Filter Action tab. When the wizard has completed, you
can edit the security negotiation method.

When you double-click the Request Security (Optional) filter action, you will
see the Request Security (Optional) Properties dialog box. If you select the
Negotiate security option and then click Add, you can add a new security method,
as shown in Figure 6.17.
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Figure 6.17 The New Security Method Dialog Box
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You can fine-tune your security negotiation method by selecting the Custom (for
expert users) option and then clicking Settings. After doing so, you will see the
Custom Security Method Settings dialog box, as shown in Figure 6.18.

Figure 6.18 The Custom Security Method Settings Dialog Box
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Here, you can configure whether you want to use AH, ESP, or both. For each
option, you can select the integrity algorithm, the encryption algorithm, or both. All
algorithms supported by the operating system are included. Session key lifetimes can be
customized by entering new key generation intervals, based on the amount of data

transferred (in kilobytes) or time span (in seconds).

Filters

Rules are applied to source and destination computers or networks based on their IP
addresses. Filters specify the source and destination addresses of the IP traftic as well as
the protocols that will be affected by the filter. To create a new filter, you can avail
yourself of the Filter Wizard. To do this, return to the Edit Rule Properties dialog
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box, click the IP Filter List tab, and then click Add. This brings up the IP Filter List
dialog box, where you enter the Name of the new filter and a description of the
filter. Click Add to start the wizard.

When the wizard starts, you see the Welcome dialog box. Click the Next button.
As shown in Figure 6.19, you choose the source address of the wizard. Your options
appear after you click the down arrow on the list box. Note that you can identify the
source by individual IP address, all IP addresses, DNS name, or subnet. Click Next to
continue.

Figure 6.19 Specifying a Source IP Address for a New Filter

—s— £

i wer

|-

i [ ] cwed |

The next dialog box asks for the destination IP address. You are afforded the same
options as when you designated the source. Click Next to continue with the wizard. At
this point, you can select the protocols that will be included in the filter. All protocols
are included by default, but you can select from a list of protocols or define your own
by selecting Other and entering a protocol number. The IP Protocol Type dialog box is
shown in Figure 6.20.

Figure 6.20 Selecting a Protocol Included in the New Filter
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Click Next | Finish.Your new filter will appear in the IP filter lists included in
the IP Filter List tab of the Edit Rule Properties dialog box.
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Creating a Security Policy

To illustrate the process of creating a security policy, consider the following scenario:
You are the network administrator for a large hospital. The network is subdivided into
multiple subnets. The medical records department contains a large amount of data that
must be kept secure. The hospital would incur significant legal liability if security were
breached. Computers within the medical records department are closely monitored, and
therefore the overhead of confidentiality is not required, but authentication and
integrity should be applied to intradepartmental communications.

The medical records department must regularly send information to the hospital
floor. The network infrastructure is more open to attack between the well-guarded
medical records department and the less secure, open hospital environment. All com-
puters within the medical records department are located in network ID 192.168.1.0,
and all floor computers that access medical records database information are located on
network ID 192.168.2.0. The default Class C subnet mask is used.

In order to implement your new security policy, you need to:

1. Create a security policy for the hospital’s domain. In this way, all computers in
the domain will inherit the IPSec policy.

2. Computers in the medical records department need to communicate with two
sets of computers—machines within their own department and machines on
the hospital floor. Characterizing these machines by subnet, you could say that
machines on subnet 192.168.2.0 need to communicate with machines on
192.168.1.0, and machines on 192.168.1.0 need to communicate with
machines on 192.168.2.0. When selecting the protocols, you select All so that
all IP traffic is filtered. Therefore, you need to create two filters so that you can
assign different filter actions to each filter.

3. Now you need to create two filter actions (negotiation policy); the first filter
action will be applied to intradepartmental communications, in which only
authentication and integrity are important, and the second filter action will be
applied to extra-departmental communication, where authenticity, integrity,
and confidentiality are required. The first filter action might use AH, which
provides for authenticity and integrity. The second filter action might use a
combination of AH and ESP, to provide the highest level of authentication and
integrity while also providing confidentiality.

By implementing these combinations of filters and filter rules, you can effectively
secure traffic in a customized fashion.You can easily implement this solution by
invoking the Security Rule Wizard after you create the new security policy.
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Making the Rule

The rule you make will create a filter for all communications emanating from
192.168.1.0 that are directed to 192.168.2.0. After the filter is created, you create a
filter action. In this case, you need to ensure secure communications, because you are

communicating with the unsecured hospital floor. You need to ensure integrity, authen-

tication, and confidentiality. Perform Exercise 6.02 to accomplish these goals.

EXERCISE 6.02

CREATING A New IPSEc PoLicy

1.

Click Start | Programs | Administrative Tools | Active Directory
Users and Computers. After the Active Directory Users and Computers
console is open, right-click the domain name, then click Properties. In
the Domain Properties window, click the Group Policy tab.

Select Default Domain Policy and click Edit.

This opens the Group Policy Editor. Expand Computer Configuration,
expand Windows Settings, expand Security Settings, and then right-click
IP Security Policies on Active Directory. Click Create IP Security Policy.

A wizard starts, welcoming you. Click Next.

You now need to enter the name of the policy, as shown in Figure 6.21.
Name it MedRecToFloor then click Next.

Figure 6.21 Entering an IP Security Policy Name
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You will see the window shown in Figure 6.22. Remove the check mark
in the Activate the default response rule check box. Click Next.

Now you are at the end of the wizard. Leave the check in the Edit
Properties box, and click Finish (see Figure 6.23).
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Figure 6.22 Handling Requests for Secure Communication
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Figure 6.23 Completing the IP Security Policy Wizard
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8. At this point, you have no IP filter lists. Use the Add Wizard to create a
new filter list and filter action. Together, they create a filter rule. Make
sure that there is a check in the Use Add Wizard check box and click

Add, as shown in Figure 6.24.

Figure 6.24 The MedRecToFloor IPSec Policy Properties
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The Security Rule Wizard opens. The first dialog box is a welcome box.
Click Next.

The next dialog box (see Figure 6.25) asks whether the rule applies to a
tunnel endpoint. In this case, it does not, so select This rule does not
specify a tunnel. Click Next.

Figure 6.25 Selecting a Tunnel Endpoint

Parrrd | i =
v et u b s TR H

S T L i R it R [ D e e Mg
ey el o e e ov——— e o

"y W et S e P iy e
o e s g s s Tl

T T3 T

The wizard now asks what network connections this rule should apply
to, as shown in Figure 6.26. Select All network connections, then
click Next.

Figure 6.26 Choosing the Network Type

e T i

S B et
L
T L ek
¥ Bt mar

T T3 T

Now decide what default authentication protocol should be used.
Select Windows 2000 default (Kerberos V5 protocol), as shown in
Figure 6.27. Then click Next.

Create the IP filter list by adding a filter for all traffic sent from
192.168.1.0 with the destination of 192.168.2.0. Click Add, as shown
in Figure 6.28.
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Figure 6.27 Select an Authentication Protocol

B L e ] T
Dl b s, il I il e e g B
e H

BT Ny T e B ey o e
r D

o B
| .. |
© e
r
|
b [ ] e |

Figure 6.28 Adding a New Filter List
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14. You now see the IP Filter List dialog box. Type Secure from MedRec
to Floor, and make sure the Use Add Wizard check box is filled, as
shown in Figure 6.29. Then click Add.

Figure 6.29 The IP Filter List
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15. The IP Filter Wizard appears. Click Next to move past the Welcome dialog
box. Now you are at the IP Traffic Source dialog box shown in Figure
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6.30. Click the down arrow under Source address and select A specific
IP Subnet. Type 192.168.1.0 and a subnet mask of 255.255.255.0.
Then click Next.

Figure 6.30 Choosing the IP Traffic Source
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Now enter the IP traffic destination shown in Figure 6.31. Under the
Destination address, click the down arrow and select A specific IP
Subnet. Then type the destination subnet 192.168.2.0 with a subnet
mask of 255.255.255.0. Click Next.

Figure 6.31 Choosing the IP Traffic Destination
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You want all the protocols to be included in the filter, so select Any
(see Figure 6.32) for the protocol type, click Next, and then click Finish
to complete the wizard.

This takes you back to the IP Filter List dialog box. Click Edit (see Figure
6.33). Mirrored should be checked. Match packets with the exact oppo-
site source and destination addresses to ensure that machines from the
destination subnet are also included in the incoming filter. Click OK to
close the dialog box, and then click Close.
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Figure 6.32 Choosing the IP Protocol Type
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Figure 6.33 The Filter Properties Dialog Box
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19. You are now back to the IP Filter List dialog box in the Security Rule

Wizard. Select the Secure from MedRec to Floor filter list (see Figure

6.34) and click Next.

Figure 6.34 Selecting the MedRec to Floor Filter List
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20. At this point, configure a filter action. Select the Require Security

option. Make sure there is a check mark in the Use Add Wizard check
box, and then click Add (see Figure 6.35).

Figure 6.35 The Filter Action Dialog Box of the Security Rule Wizard
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21. The IP Security Filter Action Wizard starts. Click Next to move past the

Welcome dialog box. Here (see Figure 6.36) you are asked for a name;
enter SecureMedRec, and click Next.

Figure 6.36 Naming the Filter Action
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22. The Filter Action General Options dialog box shown in Figure 6.37 asks
for a filter action behavior. Select Negotiate security and click Next.

You receive a dialog box that asks whether you want to support com-
munications with computers that do not support IPSec. Select the Do

not communicate with computers that do not support IPSec option
(see Figure 6.38) and click Next.

23.
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Figure 6.37 Setting the Filter Action Behavior
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Figure 6.38 Preventing Communication with Non-IPSec Computers
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24. Now select the security method for IP traffic. To ensure confidentiality,
authentication, and integrity, select Custom (see Figure 6.39) and then

click Settings (see Figure 6.40).

Figure 6.39 Setting IP Traffic Security
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Figure 6.40 The Custom Security Method Settings
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Select the Data and address integrity without encryption (AH) check
box and then click the down arrow and select SHA1. Make sure that
there is a check mark in the Data integrity and encryption (ESP) check
box, and select MD5 and 3DES. Do not set the session key settings; you
will select Perfect Forward Secrecy later. Click OK, then click Next.

The final dialog box appears. Ensure that a check mark is in the Edit
box, and then click Finish.

You are brought to the New Filter Action Properties dialog box. Check
Session key Perfect Forward Secrecy (see Figure 6.41). Click OK to
return to the Security Rule Wizard, then click Next.

Figure 6.41 Enabling Perfect Forward Secrecy
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This is the last dialog box for the Security Rule Wizard. Click Finish |
OK to close the New Rule Properties dialog box.

You are returned to the MedRecToFloor Properties box. Click the
General tab (see Figure 6.42). You can configure how often the Policy
Agent checks for policy changes here. Click Advanced to control the
IKE process.
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Figure 6.42 The General Tab for the IPSec Policy Properties
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30. Here, you control the security of the IKE process (see Figure 6.43).

Figure 6.43 The Key Exchange Setting
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31. Click Methods to configure the security methods that are used to pro-
tect identities during the key exchange process (see Figure 6.44).

Figure 6.44 The Key Exchange Methods
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32. Click OK | OK | Close. Your new security policy appears in the console.

www.syngress.com



Configuring and Troubleshooting Windows IP Security * Chapter 6 369

As can be seen, what looks easy on paper can be somewhat daunting when you
actually apply the principles! With the rule you created, all traffic leaving 192.168.1.0 to
192.168.2.0 will be secured according to the filter rule you set up. Because it is mir-
rored, the same rule applies in the other direction.

Compatibility Notes

To tully engage the capabilities of the IPSec security architecture, the entire enterprise
must use [PSec-aware devices. The only currently released Microsoft operating systems
that are IPSec-aware at this point are Windows 2000 and XP. Windows .NET will also
be IPSec-aware. Communications to or from any other version of Windows cannot be
secured via IPSec.

NoTE

Microsoft released an L2TP/IPSec client for Windows 98, ME, and NT 4, which
will allow the use of IPSec encryption in an L2TP virtual private network (VPN),
but these operating systems do not support use of IPSec alone to secure net-
work communications. The L2TP/IPSec VPN client can be downloaded from the
Microsoft Web site at www.microsoft.com/windows2000/server/evaluation/
news/bulletins/I12tpclient.asp.

Troubleshooting IP Security

[PSec can be a very complicated mechanism to get configured and working properly
on a network. Many problems can occur, but more often than not they are related to
simple design and implementation mistakes that can be prevented or easily corrected.

Before getting to deep into troubleshooting some of the more common problems,
there are two bits of information that you must keep in mind at all times if IPSec is to
be used successfully in your network.

B [PSec cannot be used with Network Address Translation (NAT) which
involves changing the IP and/or TCP/User Datagram Protocol (UDP)
headers, which then invalidates the packet integrity. Make sure you do not
send client IPSec packets to a NAT server. Consider using Point-to-Point
Tunneling Protocol (PPTP) instead, which is NAT friendly but has the disad-
vantage of only securing data between client and VPN server rather than
offering end-to-end security.

®  Routers and or firewalls may need to be configured to properly accommodate
[PSec traftfic. In particular:

www.syngress.com



370 Chapter 6 * Configuring and Troubleshooting Windows IP Security

m  Protocol ID 50 and 51 For ESP and AH traffic

m  UDP port 500 For IPSec negotiation traffic

Table 6.3 outlines some of the more common problems and their solutions when

dealing with IPSec.

Table 6.3 Troubleshooting IPSec

Problem

Corrective Action

| am not able to establish an
IPSec or any other connection
with a server.

IPSec communications are not
occurring as expected after

configuring a new IPSec Policy.

No hard SAs are being created
between IPSec computers.

| have configured IPSec to use
digital certificates and now SA
negotiations are failing.

Test for basic network connectivity between the
two computers using the PING command. In
many cases, basic network connectivity issues
will end up being the root cause of a communi-
cations failure. Ensure also that all required net-
work services (DNS, DHCP, and so forth) are
functioning properly.

Additionally, check to ensure that both com-
puters are part of the same domain, that is,
check that the client is not in a workgroup and
the server is in the domain. Removal of clients
from the domain will cause IPSec communica-
tion to fail.

Check to ensure the desired policy is actually in
place by using the TCP/IP Advanced Properties
window, the IPSec Monitor, or the Group Policy
Editor. If the wrong (or no) policy is assigned,
assign the correct policy and check for secured
communications per the configured and
assigned policy.

Soft SAs may be in place, which will prevent
hard SAs from being formed. You will need to
stop all traffic between the two computers for
a long enough time so that the SA can time
out—usually about 5 to 10 minutes. After the
soft SA has timed out, you should restart the
IPSec Policy Agent on both computers and see
that a hard SA is formed. If not, then you
should check to ensure that unsecured commu-
nications are not allowed.

Either the correct certificates are not installed
on the computers attempting to make the SA
or an incorrect CA is specified in the policy
properties. Ensure that you have the correct
certificates installed. Also check to see that
you have the correct CA specified in the policy
configuration.
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Table 6.3 Troubleshooting IPSec

Problem

Corrective Action

Some of my computers are
unable to establish a
communications session with
other computers.

| am not able to establish an IPSec
connection through my firewall
or router.

Check to ensure that all computers are using
the same policy settings. Secure computers that
are not configured to allow unsecured commu-
nications will not allow connections from unse-
cured computers. Also check to ensure that if
different policies are being used, all settings are
configured correctly to allow the traffic
between the computers.

Check to ensure that the required ports are
open on all firewalls and routers between the
computers to establish IPSec communications.
Ensure also that no NAT devices sit between the
two computers, as NAT is incompatible with
IPSec. Use MPPE if the NAT device cannot be
removed.

Additional troubleshooting tips can be found in the Microsoft Knowledge Base,
article Q259335, located at http://support.microsoft.com/default.aspx?scid=kb;en-

us;259335.
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Summary of Exam Obijectives

Windows 2000 and its successors provide administrators with a new tool in their

defense against security violations. IPSec allows administrators to secure information as

it crosses a network. IPSec secures data at the network layer and carries out its activity

transparently in the background. Users and applications do not need to be aware of

[PSec. IPSec’s implementation at the network layer gives it an advantage over security

protocols, such as Secure Sockets Layer (SSL), for which applications must be specifi-
~ cally written to support.

Hallmarks of secure communications ensure authentication, integrity, and confiden-
tiality. Authentication assures a receiver that a message was indeed sent by the individual
who claims to have sent it. Data integrity ensures that message content has not been
altered during transit. Confidentiality ensures that others cannot read data during
transit. Combining all three provides solid end-to-end security between any two com-
municating hosts.

To meet the goals of authentication, integrity, and confidentiality, algorithms are

used to represent the original data in a different fashion. Authentication methods avail-
able include Kerberos, public key certificates, and preshared keys. Integrity algorithms
used by Windows 2000 IPSec include MD5 and SHA1. Confidentiality is ensured by
scrambling messages using either DES or 3DES.

Algorithms must work with keys to carry out their functions. Computers must have
access to the same shared secret key when they perform forward and reverse operations
using these algorithms. IPSec implements IKE, which is a combination of ISAKMP and
the Oakley protocols. Key management techniques ensure that intruders cannot com-
promise security by accessing a single key.

IPSec uses two protocols that add their own headers to IP datagrams. The authenti-
cation header provides authentication and integrity but not confidentiality. The
Encapsulating Security Payload provides authentication, integrity, and confidentiality.

" The two protocols can be combined to provide a higher degree of security.
h Each IPSec connection a computer establishes has its own security association. The
two types of SA are ISAKMP and IPSec. The ISAKMP SA provides a secure channel

for the exchange of keying information to provide a master key, and the IPSec SA
defines parameters for each secure IPSec channel between computers. A separate IPSec
SA is created for both inbound and outbound connections. Each IPSec SA is individu-
P alized by assigning it a security parameters index.
Planning security requirements involves taking an inventory of all hardware, soft-
ware, intellectual property (data), and human resources. After the inventory, it is impor-
tant to assess the cost to the organization if any of the assets are lost or compromised.
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Assign each asset an impact value, and focus security concerns on the basis of the value
assigned. Also, keep in mind that an enemy is most likely to be inside an organization.

Network security enabled by IPSec is policy driven. Policies are integrated into
Active Directory on domain machines, or implemented as local machine policies. Each
[PSec-aware computer uses a policy agent, which checks for I[PSec policy during
startup and periodically afterward.

[PSec policies are implemented as a series of rules. These rules include IPSec filter
lists and IPSec filter actions. If a computer seeks to establish a session with a computer
whose IP addressing information matches a number in one of the filter lists, a filter
action affiliated with that list is triggered. The creations of IPSec policies, filter lists, and
filter rules can be easily accomplished via wizard-driven interfaces. You can create your
own policies or use one of the three built-in policies. The built-in policies are the
Client, Server, and Secure Server IPSec policies.

Compatibility issues must be taken into account when enabling IPSec in an organi-
zation. Windows 2000 and XP/.NET are the only Microsoft operating systems that are
[PSec aware. Connection failures will result if a computer configured with the Secure
Server policy interacts with non-IPSec-aware machines.

The future of IPSec looks bright. The next generation of the IP—IPv6—has built-
in support for IPSec. See RFCs 2411 and 2401 for descriptions and specifications for
IPSec as an Internet standard.

Exam Objectives Fast Track

The Need For Network Security

M Snooping involves sniffing a cable and looking for information being sent
across the wire in an attempt to gain someone’s username and password.

M Spoofing involves impersonating another user or computer in an attempt to
gain information with the stolen identity.

M Passwords can be compromised via one of the many password-cracking
utilities on the market, by sniffing the cable (snooping), or by using social
engineering to trick users into giving their passwords.

M DosS disrupts the services running on a computer in an attempt to make the
server unavailable to legitimate requests.

M In a MITM attack, an intruder sits between a client and a server and watches
the communications from both parties.
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M Application-directed attacks try to exploit known vulnerabilities in
applications.

M Compromised Key attacks are geared toward obtaining a user’s private key.
After the intruder has the user’s private key, the intruder can use it to
impersonate the user.

[P Security Overview

* M IPSec provides security at the network layer. This makes IPSec completely
' transparent to the applications running on the computer.

M IPSec provides integrity, authentication, and confidentiality.

N

[PSec has two modes—tunnel mode and transport mode. Transport mode uses
TCP/IP to send IPSec-encrypted information directly between two clients.
The clients send unencrypted information to a tunnel endpoint. The tunnel
endpoints use TCP/IP and IPSec to encrypt the client information.

M IPSec uses two protocols—authentication header and Encrypted Security
Payload. AH provides data integrity and authentication but not confidentiality.
ESP can provide authentication, integrity, and confidentiality but does not

= encrypt the entire packet.

M IPSec uses a security association between two computers to determine the
algorithms and protocols to be used by each computer.

[P Security Management Tools

M There are several tools available within Windows 2000 that allow you to
configure and monitor all aspects of [PSec implementation and usage on your

network. They are:
m [P Security Policies

m [P Security Monitor

m  [PSec Policy Agent Service
F m  TCP/IP Advanced Options

m Certificates Snap-in

B Security Log

WWW.syngress.com



Configuring and Troubleshooting Windows IP Security * Chapter 6 375

Deploying and Troubleshooting Windows IP Security

M IPSec is managed through a custom MMC console containing the IPSec
Security Policy snap-in.

M An IPSec policy has three main components—IP security rules, IP filter lists,
and IP filter actions.

=

IP security rules apply to computers that match criteria in the filter list.

M An IP filter list contains source and destination IP addresses.

&

IP filter actions determine the level of security (authentication and
encryption) and the method by which security is negotiated.

Exam Objectives ‘
Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book, are
designed to both measure your understanding of the Exam Objectives presented in
this chapter, and to assist you with real-life implementation of these concepts.

Q: What happens if a computer attempts to connect to another computer with the
Secure Server IPSec policy and it fails to authenticate?

A: The server will not accept connections from that host for at least one minute and as
long as five minutes. This 1s something to be aware of when troubleshooting con-
nectivity problems with IPSec-enabled machines.

Q: Can I use Kerberos authentication for my users who are using an L2TP/IPSec
tunnel to dial into intranet servers?

A: VPN connections in Windows 2000 are designéd to use ¢ertificate-based public key
authentication, although there‘is-a Registry hack that allows you to use preshared
keys for testing purposes. In Windows XP, the interface provides an IPSec settings
option that lets you use a preshared key for authentication.

Q: Our internal network uses NAT rather than public IP addresses. Can I use
L2TP/IPSec tunnels to allow remote access VPN clients to access my internal

resources?
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A: No. Because of incompatibilities between NAT and IPSec, you cannot use both at
the same time. L2TP over IPSec traffic is not translatable by a NAT because the
UDP port number is encrypted.

Q: What is Perfect Forward Secrecy?

A: Perfect Forward Secrecy ensures that a key used to protect a transmission, in
whichever phase, cannot be used to generate any additional keys. If the key used
was derived from specific keying material, that material cannot be used to generate
any other keys. This provides a high level of protection. If an intruder is able to
access data and obtain a key, that key will not be valid on other packets, making the
cracking process very difticult.

Self Test

A Quick Answer Key follows the Self Test questions. For complete questions, answers,
and epxlanations to the Self Test questions in this chapter as well as the other
chapters in this book, see the Self Test Appendix.

._i.

The Need For Network Security

1. Your network currently does not use IPSec to protect internal communications.
An attacker could perform what sort of attack on your network to capture valu-
able information, such as user names and passwords?

A. Snooping
Spoofing

B.
C. DoS
D. MITM
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2. You have detected an unauthorized computer capturing all traffic between two

servers on your network. You suspect that this computer has changed some or all

of the transmissions that have been sent from both servers. What type of attack are

you most likely experiencing?

A.

[P Security Overview “

3. IPSec operates at what layer of the seven-layer open system interconnection (OSI)

B
C.
D. MITM 4 ;‘

Snooping
Spoofing
DoS

Model?

A.
B.
C.
D.

Layer 2
Layer 3
Layer 6
Layer 7

L

4. Jon is interested in deploying IPSec on his network. What benefits can Jon expect

to gain by doing so? (Choose all that apply.)

A.
B.
C.
D.

5. In regards to IPSec, the AH does what for you?
A.

B.
C.
D.

Integrity of traftic on his network
Confidentiality of traffic on his network
Authentication of traffic on his network

Impersonation of traftic on his network

Ensures data integrity and authentication.
Prevents capture of packets.
Provides confidentiality.

Encrypts the packets.
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6. What 1s added to a standard IP datagram when the AH is used?
A. Encryption to protect the contents of the packet.

B. An AH header that provides authentication, anti-replay, and integrity for the
entire packet.

C. An AH header that provides assurance of delivery.
D. An AH header and AH trailer that provides a checksum of the packet.

7. Andrea is configuring a new IPSec policy for her network. What methods does
she have to choose from as far as authentication? (Choose all that apply.)

A. Digital certificate
B. SNMP string
C. Shared secret

D. Kerberos

8. During the process of starting an IPSec communication between two computers,
how many SAs are created?

A. One
B. Two
C. Three

D. Depends on the IPSec policy requirements

9. Chris wants to use IPSec to secure communications between her main office and
a remote office over the Internet. What is this called?

A. Transport mode

|

B. Internet mode
C. Tunnel mode
D

. Transfer mode
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10. You are interviewing a new candidate for the position of assistant network admin-

[P Security Management Tools " I

11.

12.

istrator. Bruno, the candidate, is in the process of answering the question “What

does message integrity mean?” Which of the following answers should Bruno

give you?

A. The assurance that the message received is identical to the message that was
sent.

B. The assurance that the identity of a sender or recipient is verified.

C. The assurance that the message is protected from prying eyes and is kept pri- s ‘
vate. il

|
D. The assurance that the receiving user is authorized to receive the message.

You have recently configured and deployed an IPSec solution on your network

between all computers in the Finance department. What can you use to verify that

IPSec is in fact being used by these computers to secure their communications?

A.
B.
C.
D.

IP Security Policies in the Group Policy Editor
IP Security Monitor
Certificates Snap-in

IP Security Policy Agent

You have configured several different IPSec policies for your organization, one for

each department within the organization. From where can a configured IPSec

policy be selected for use on a computer? (Choose all correct answers.)

A.
B

C.
D

. Certificates Snap-in

IP Security Policies within Group Policy
IP Security Monitor
TCP/IP Advanced Properties
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13. Catherine is interested in deploying IPSec on her network to increase network

security. She currently uses a NAT device to translate one Public IP address for her
25 internal clients (Windows 2000 Professional and Windows 98) using DHCP.
What concerns should Catherine have in this situation? (Choose all that apply.)

No concerns; IPSec is an ideal solution for any size network.

IPSec 1s not compatible with DHCP; she will need to manually assign the
client computer IP addresses.

IPSec 1s not compatible with NAT devices; she will not be able to create
[PSec connections outside of her network.

[PSec is not supported with legacy operating systems such as Wi