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S  FMS Internetservice GmbH

= Value Added Distributor
= Distribution
= Training
= Consulting

= Support

= Founded 1997
= 11 employees

= Southern Germany
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2§  Getin Touch

= \Website: http://www.fmsweb.de

= MikroTik Mirror: http://www.mikrotik-software.de

= Shop: http://www.mikrotik-shop.de
= Wiki: http://wiki.fmsweb.de

= Twitter: https://twitter.com/fmsweb de

" Facebook: https://www.facebook.com/fmsinternetservice

= Phone: +49 761 2926500

" Email: sales@fmsweb.de



http://www.fmsweb.de/
http://www.mikrotik-software.de/
http://www.mikrotik-shop.de/
http://wiki.fmsweb.de/
https://twitter.com/fmsweb_de
https://www.facebook.com/fmsinternetservice
mailto:sales@fmsweb.de

2§  Training Center

= Official MikroTik trainings

= All certification levels

= First German speaking
partner

= Two trainers

= Own training facility

= |nquiries: sales@fmsweb.de

Sebastian Inacker: TR11
Patrik Schaub: TR23



mailto:sales@fmsweb.de
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tm§  Distributor Table

Live Demonstrations:
= Nokia Vplus setup
= Nokia AMS demonstration

= CRS 10G on 10 meter copper

(see tomorrow's CRS presentation)


http://www.mikrotik-shop.de/:::173.html
http://www.mikrotik-shop.de/::1787.html
http://www.mikrotik-shop.de/::1661.html

'-'ér"‘ Distributor Table
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CAPsMAN

What is it about and how to get it running



m§  CAPsMAN Basic Features

= Provisioning (configuration) of access points
= Authentication and access control of clients
= Handling of client traffic

= Monitoring of client connections



'-'én") Client Traffic: Local Forwarding

= Access point handles traffic

= Manual access point configuration

CAPsMAN

Local
network




@3  Manager Forwarding

= CAPsMAN handles traffic
= No access point configuration

= Automatic UDP tunnel

CAPsMAN

Local
network




C§  Getting Started

CAPsMAN configuration

Install CAPsMAN package (on old ROS versions)
Configure CAPsMAN
Create provisioning and config on CAPsMAN

Configure APs (CAPs) to use manager

ion: {192.168.0.15

CAP configuration

ces | Mstreme Dual  Access List

istration

lz] =] (7]

CAP |

Connect List Securty F

Scanner Freq. Usage



2§  \jinimum CAP Configuration (Layer 2)

= Enable
= Choose CAP interfaces

= Choose discovery interfaces

AP = 3
Interfaces: m‘a-".l}' -; ¥ Cancel
Certificate: Ei‘u_u:.-pg. ; Ay
Discovery Interffaces: |etherl ; =

| Lock To CAPsMAN

4k

CAFP=MAM Addresses:

O

CAPsMAN Names:



EWS  \jinimum CAPsMAN Configuration

CAPs Manager

- f = Enable
Certificate: | _
i .:.rHPiﬂ:rh:' I
Bridge =] E3
Bridge | Pots Fiters NAT Hosts
G — -_I 1 '] 1 __—.I
= .|..!=| 12|52 || | T | Settings | | Finc II
v o | _ (2MTU [Tx Rx -
65535 24 6 kbps 6.4 kbps
Bridge
| Bridge Forts |Filters NAT Hosts
_I | o : et i 8 : . I C I:
'|'|__| I2li%] =] (7] _ o LFind |
__ntedace . Bridge_ Prionty (... |[Path Cost |Honzon |[Role Root Pat. | ¥ |
- Create +3ether capsbridge | 80 10 designated port il
bridge
m .
Add port I1'rternuutnf




EWS  \jinimum CAPsMAN Configuration

CAPs Provisioning < 00:00:00:00:00: 00

| CAPS Conbiauration <cfa-6 35165

Radio MAC: |[HiEHiEEEEIREEE oK
Hw. Supported Modes: | - Cancel
|dentity Regexp: Apply
Co Name R 5] |
mmon MName Regexp: | . Disabl
IP Address R Al =
ress Ranges -.-v. o
Action: |create dynamic enabled L
o — . B —— ..-\.. ... an
Master Corfiguration: |cfg-6.36mc 16 | *
- Remove
Slave Configuration: | -
Name Format: f;zg!_p 3
Mame Prefic; B

\enabled

= Provisioning (Condition/Ac

= Wireless Config: SSID
= Datapath Config: Bridge

VWireless | Channel Rates Datapath  Security

Mame: _
/ Mode:

hctg-6 7

d 5510:

capstest

Hide SSID: |

.8 CAPs Configuration <cfg-6.36rc 16>

oK

Cancel

Apply

Comment

[ rimir

Wircless Channel Rates Datapath | Securty oK
Datapath: ' _. - Cancel
Hw. | Bridge: |capsbridge 7| i
Bridge Cost: | - Comment
Diisc Bridge Horizon: | 4 Copy
Remowve
Local Forwarding: | |- ¥
tlon ) Client To Client Forwarding: | B
YWLAMN Mode: [t
WLAN ID: bt




Latest CAPsMAN Features

See what’s new



WS  Changes wireless-rep Package

wireless-cm2

Mew CAPs Corfiguration

wireless (formerly wireless-rep)

| New CAPs Configuration

Wireless  Channel IDatapath Security

I 1
Channel: | |

Frequency® | [
Width: -

Band: |2ghzb

2ghz-b/g

2ghz-b/g/n

Tx. Power. | 2ghz-onlyg
2ghz-onlyn
Bghz-a
Rghz-a/n
bghz-a/n/ac
hahz-onlyac
| Bghz-onhm

Extension Channel:

L]

|

o

Wireless Channel IHates Datapath  Securty

Channel: x
Frequency: .- *
Width: | 1>
Band: Zghz:b ; =
22y |
Edension Channel: | 2ghzb/g

[2onz-aryg

| 2ghz-onhm
|Bghz-a
|Bghz-a/n
|bghz-a/n/ac
| Bghz-onhyac
| Sghz-onlym

To. Power

= Optimize 2.4GHz performance

= Disable 802.11b legacy mode




g  Optimize performance w/o 802.11b

= 802.11b uses DSSS

modulation

= 802.11g/n uses OFDM

modulation

= OFDM node have to take care on DSSS nodes

= DSSS nodes use more air time



oS | atest Changes: Discovery Interface

= |ist of interfaces, CAPsMAN will listen for CAPs

= For bridges: use bridge, not port

Curent Stable Current RC

CAPs Manager =] E3 . CAP= Manager =] E3 |

Enabled K |v} Enabled oK
Certificate: hd Cancel Cerificate: | R

. ] - o ; ==
CA Cerificate: Poply CA Certficate: - Apply
Require Peer Cetificate | Reguire Peer Certificate
. » | Interfaces
Generated Cerificate: Generated Certificate: | _
Generated CA Certificate: Generated CA Cerificate: //
Package Path: | /capsman Package Fath: f"capsrnaﬁ o+ |
Upgrade Policy: |require same version ¥ Upgrade Policy: |require sar Interface |Forbid [ [w]
CAPsBridge na
all yes

| 2 items




s

Latest Changes: Static Virtual

= capsman - added support for static virtual

interfaces on CAP;

Interfaces | Matreme Dual Access List  Registration  Connect List  Securty Profiles  Channels

Lk sl = CAP WPS Cliert || Setup Repeater || Scanner || Freq. Usage

|Actual MTU_[Tx [Rx

0'bps

0 bps

Obps

Alignment | Wireless Sniffer
Tx Packet fp/s) | Rx Packet (p/s)

Wir

R 3 : :
—m Lt ErtlElb|Ed H oK
—35 Interfaces) |wian1 R —
R =
—m Certificate: | none |* Aoply
= =3 Discovery Interfaces: fetherl ¥ —
Lock To CAPsMAN
CAPsMAN Addresses: | =
_ CAP=MAN Names: -
* | ]
3 items CAPsMAN Cerificate Common Names: | v.
Bridge: |*
w| Static Virtual




s | atest Changes: Static Virtual

= Virtual interface e.g. individual: SSIDs, security
setting, traffic forwarding (VLAN, bridging ...)

= New virtual interface with each CAPsMAN connect

. Wireless Tables

Interfaces .Nstren're Dual Access List  Reagistration  Connect List  Securty Profiles  Channels
...I“r i
: Name o Interfaces | Ns:treme D1.|E|I Access IJst Registration Connect IJst Securty Profiles  Channels

— managed by CAF dv|[=] []]s 5 T CAP WPS Cliert Setup Repeater | Scanner
— n:hannel 242272 ! ' — : : ' -

1% 4bwlani Name | Type | Actual MTU :Tx | Rx
| — managed by CHll| — managed by CAPsMAN
L= S0 ateff lneal | — n:hannel 2T ENHCe gn [30d Em 5510: guest, CAP=MA N fu:urv arding
DR 4-twland A =wilan VVireless | Mtheros ARS.. 1500
'}::' '..-u'Eu-_T 'J 3'
— managed by C—LF‘SH-’-&N
| — 5510 staff local forwarding

DR 4-twland Virtual 15040 0 bps




s | atest Changes: Static Virtual

= |ocal forwarding: enabled interface

= |ocal interface configuration necessary
= E.g. local traffic handling:

= Forwarding traffic to VLAN

= By using virtual interface as bridge port



F@

|I’TtEffEICE|htafaceList Ethemet PWR EolP Tunnel IP Tunnel GR

+-||=| [¢]|x%] |a] |7
'Name ¢ | Type |Actual MTU L2 MTU |
R «#ether] Ethemet 1500 1600
RS dvlan WLAN 1500 1556
4irether? Ethemet 1500 1558
#i¢etherd Ethemet 1500 1558
4jretherd Ethemet 1500 1558
4irethers Ethemet 1500 15598
R ftstaffbrdge Bridge 1500 1556
— managed by CAPsMAN
— channel; Edﬂ.-?ﬂ{e.-"gn{.?{hjﬂm} S5510: guest, CAPsMAN forwarding
X dpwlani Wireless (Atheros ARS... 1500 1600
— managed by CAPsMAMN
L — S0l st lncal forwarding
RS  «-#wlan? Srreaa

-+
.H tems (1 selected)

Bridge Forts |Fi|'t&rs NAT  Hosts

Latest Changes: Static Virtual

Interface ||r1tetface List EBEthemet PWR EolF Tunnel [P Tunnel GR

+-||=| [vl[=] |a] [¥]

~ |Name  [Type Actual MTU [L2 MTU

R <ivether! Ethemet 15!]] 1600

RS dpviant VLAN 1500 1596
tirether? Ethemet 1500 1598
4ivetherd Ethemet 1500 1598
4iretherd Ethemet 1500 1598
4irethers Ethemet 1500 1598

R dtstaff-bridge Bridge 1500 1596

- managed by CAPsMAN
- channel: 2422/20-Ce/gn{30dBm), SSID; guest, CAPsMAN forwarding
A woewlar 1 Wirsleas (Atheros ARY 1M ] i)

- managed by CAPsMAN

== SSI0 staff local forwarding
DR 4-pwland Vitual 1500 1600

*| I
Sitems (1 selected)

Bridge Ports |me NAT  Hosts

*|=| |» [#][=] [l =] [¥]
'—‘.:_’..._ac. it |Erlq_r_iffyl|,'r1 | Pat |Hnﬂ'§nn | 'Iﬁiaiﬁa_e: 'Eﬁdge 'Pnunfry_{,‘rl__| F‘ath Cost |Hunmn |
t-tvlan staff-bridge 80 | ftunknown staff-bridge | 80 10

| tdwlan2 staff-bridge 20 0 dtvlan staff-bridge 20 10




i) Latest Changes: Static Virtual

= wilan7 just disabled, not removed

Interfaces | Nstreme Dual Access List Registration Connect List  Security Profiles  Channels
| = | =F|] 52 | | T | CAP WPS Client || Setup Repeater || Scanner || Freq. Usage || Alignm
'Name ¢ | Type \Actual MTU | Tx Rx Tx Packs
—managed by CAPsMAN
L dbeiand Wireless (ftheros ARS... 1500 0 bps 0 bps
X -twlan? Virtual 0 bps D bp=
CAP =1 E3
v| Enabled oK
Interfaces: @_J"_]E] = Cancdd
Cerificate: innne “ * i Aoply
Discowvery Interfaces: iemer'l ” v
|| Lock To CAPsMAN
¢| CAPsMAN Addresses: | -
2items out of 3 CAPsMAN Names: | =
CAPsMAN Certificate Common Names: | | %
Bridge: |none |i * i

[w| Static Virtual




gm§  Static Virtual vs. CAP Bridge Setting

= Dynamic bridge port

= Alternative to static

virtual for

= Only one bridge

= No other settings

(e.g IP, routing ...)

L adif

Mame

| il

— managed by CAPsMAN

=

_ 4 [Type
|  —managed by CAPsMAN
— channel: 2427/ 20 Ce/an(30dBm). 5510 guest?, CAPsMAN forwarding

CAP

rRE, pe
releas | &heme
QLR L =R P S e R

Interfaces | Nstreme Dual Access Lit  Registration Connect List  Security Profiles  Ch

WPS Client Setup Repeater || 5o

|Actual MTU | Tx F

DHS +-wlank Wirtual Bridge Ports | Fiters | MAT | Hosts
| = %] (=] 7
\v| Enabled =i
: cac \_Irrter_f_ar:e | Bridge
Intefaces: | wiEn 7 LA |: '
: “-— 0 4twlans staff-bridge
Cerficate: none ¥ |: —
Discovery Interffaces: \ether1 ¥ ¥
| Lock To CAPsMAN

CAPsMAN Addresses:
CAPsMAN Names:

CAPsMAN Certificate Common Names: |

. \1 b

Bridge:

staff-bridge

[ | Static Vitual

*

-2 items




g | 5test Changes: Save Selected

= Save selected channel
= No frequency set = “auto”

= Speeds up frequency selection on CAPsMAN start

CAPs Channel <channel1=

Mame: oK
Frequency: 7 Cancel
Width: 7 Apphy
Band: b Comment
Extension Channel: b Copy
Tx Power: b Remave
Save Selected: |v o




Save Selected: CAPsMAN Disabled

]
[x]

Wireless Channel Rates Datapath  Secuity Status | Traffic
Wireless Channel Rates Datapatl Last Link Down Time:
Wireless Channel Rates Datapat|  |ast Link Down Time: Last Link Up Time:
Last Link Down Time: Last Link Up Time: Link Downs: [0
Last Link Up Time: Link Downs: [0 o F—
ik Downs: [0 Cument State: |runming-ap Cument Channel: |2412/20-Ce/gn(30dBm)
Current State: running-ap Cument Channel: |2427/20-Ce Cument Rate Set: |CCK:1-11 OFDM:6-54 BW -2 SGI: -2 HT:0-15 Remaove
Cument Channel: |2422/20Ce Cument Rate Set: |(CCK:1-11 OF) Cument Basic Rate Set: |CCK:1-11 Tarch
Current Rate Set: CCK:1-11 O Cument Basic Rate Set: |CCK:1-11
Cument Basic Rate Set: |CCK:1-11
enabled master inactive
enabled master inactive
enabled master inactive




Save Selected: CAPsMAN Reconnect

Wireless Channel Rates Datapat

Last Link Down Time:
Last Link Up Time:

Link Downs:

Cument State:
Cument Channel:

running-ap

2442720 e,

Cument Rate Set:
Cument Basic Rate Set:

CCK:1-11 01
CCK:1-11

Inactive

enabled

Wireless Channel Rates Datapath 5
Last Link Down Time:
Last Link Up Time:
Link Downs: |0

Cument State: |selecting-channel
Current Channel: |2422/20-Ce/gn.

Currert Rate Set: |CCK:1-11 OFDM:£
Cument Basic Rate Set: |CCK:1-11

Channel
selection

enabled

Wireless Channel Rates Datapath  Securty Status | Traffic
Last Link Down Time:
Last Link Up Time:
Link Downs: |0

Cument State: running-ap
Cument Channel: |2422/20-Ce/gn(30dBm)
Current Rate Set: (CCK:1-11 OFDM:6-54 BW: Tx-2¢ SGI: 1x-2¢ HT:0-15

Cument Basic Rate Set: |CCK:1-11

=]

OK

%]

Cancel
Apply

Dizable

Co

g
3 g

Remo

=
3]

Torch

Running
enabled slave master bound
master bound inactive

master I inactive I |




F@

Latest Changes: Save Selected

Auto channel selection sequentially
The more CAPs the longer

Save selected saves last used channel
Speeds up CAPsMAN restart
Especially with many CAPs



Channel Planning and Regulation

Missing CAPsMAN Feature



s 2 4GHz Channel Planning

= No channel 12/13 with FCC
devices
= Public WIFi limited to

channel 1 — 11

= Non overlapping channels:
1,6,11

O 00 N o U A W N =

N S =
W N =B O

20dBm
20dBm
20dBm
20dBm
20dBm
20dBm
20dBm
20dBm
20dBm
20dBm
20dBm
20dBm
20dBm



TS 2 4GHz Channel Planning

'(°d°B‘”n‘:; A 20MHz
-60dBm —— ‘ .
-70dBm —
Channel 1 Channel 6 Channel 11
-80dBm —
-90dBm -

2412 MHz 2437 MHz 2462 MHz  Frequency
(MHz)



WS 2 4GHz Channel Planning

= Without CAPsMAN: Use Scan List & Channels

[=|EY

General Wirgless |HT HTMCS WDS Nstreme Status Traffic

Mode: |ap bridge

Band: ESH:-G,-’N .- Wireleas Tables
Channel Width: | 20MHz | Intefaces Nstreme Dual Access List Registration Connect List Security Profiles  Channels
Frequency: |auto 'I' E T
ol [ maweh de [#] !J_SI ENEI‘HE ;FreguenngHﬂ Wd_'t_h {MHz) 'Band Extension Channel
3 : CH1/6/11 Channel 1 2412 000 20000 2GHz-G/N  disabled
Scan List: [CH 1/6/11 11 _CH1/6/11 _Channel & 2437.000 20,000 2GHzG/N  disabled
' CH1/6/11 Channel 11 2462 000 20000 2GHzG/N  disabled

Wireless Protocol: E'I}E'I'I

Securty Profile: .ﬁ'p_EIE_
WPS Mode: |dizabled
Bridge Mode: ena.blé.ﬂ.

VLAN Mode: |notag
VLAN ID: |1




s 2 4GHz Channel Planning

= Problem: No scan list option in CAPsMAN

= Configure CAPsMAN interfaces one by one?

= Controller advantage reduced

= Work around using CAPsMAN strengths
= Provisioning rules

= Modular hierarchical configuration

= RegEx and Overrides



dmls  Channel 1-6-11 Setup

CAP Inteface Provisioning !Cnrrﬁgwaﬂnns Channels Datapaths Securty Cfg.  Access List Rates

Configurations Channels gDatapa’ms Security Cfg.
+||=| =] ¥

Access List  Hates Remote CAP Radio

[ | o
+) = ][] e (7]
# | |Radio MAC |Hw. Supported Modes | Identity Regesp | Action
0 00:00:00.00:00:00 g -2 4CH0T create dynamic enabled | 2 4GHz EH'I
1. 00:00:00:00.00:00 g -2 4CH create dynamic enabled | 2. 4GHz CH11
2 00:00:00:00:0000 g —2 ACHDE create dynamic enabled | 2 4GHz CHE
3 OO O 0o D0 04D none Missing
.| : :
4 items | £
1 Provisioning Corfigurations |Char1nels Datapaths  Securty Cfg. | Access List Rates  Remote CAP  Radio
+|[=] =] [7] [Firg |
|_N§|11_1_n_3__ ¢ SSID |Country igjannel Frequency | & IDatapath B |Seci"
2.4GHz CH1 FMS germary 2 4GHz Standard 2412MHz [StandardRates  ToCAPsBridge  WPAZ
| 24GHz CH11 FMs gqemarny 2 4GHz Standard 2462MHz [StandardRates  TolCAPsBridge  WFPAZ i
2.4GHz CHE FMS QEMMmany 2.4GHz Standard 2437/MHz [StandardFates  ToCAPsBridge  WPAZ :
Missing ;
. i »
4 tems CAPsMAN

| MName ; |Band

o I Frequency

hd

| 2 4GHz Standard

d|sabled i

i | e




s  Channel 1-6-11 Setup

Use configuration
according to RegEx

o QCheck CAP identity
R

equire 802.11g, no by RegEx for wanted

Legacy support channel
O x
CAP Int Provisioning | Corfigurations Channls Datapaths  Securty Cfg.  Access List Rates /..
kL ISYEE Bay =1k 4 [
# | |Rado MAC |Hw. Supported Modes||idertity Regenp|Action | Master Configuration |+ |
0 00:00:00:00:00:00 |g —2 4CHMN create dynamic enabled |2 4GHz CH1 :
1 00000000000 g —2ACHT] create dynamic enabled 2.4GHz CH11
2 00:00:00:00:00:00 g -2 4CHD6 create dynamic enabled  2.4GHz CHE
3 (00000000000 none Missing
¢ | [+]
4 itemns

Catch-All Rule | Avoids static interface creation
Find unwanted and misconfigured CAP (802.11b or identity not set)



dmls  Channel 1-6-11 Setup

Common central setting blocks for maximum modularity

| CAPsMAN

mesuurung I:'!?'I'TFEIIJIEI'[I'3'7'IE [J'lannels Datagaths | Securty Cfg.  Access List  Hates Pemote CAP Radio
[+][=] [=] [7]
[Name  //sSID  [County |[Channel Frequency |fRate Datapath Secl v
: 2 4GHz CH1 FI5 QEMmarny 2 4GHz Standard 2A12MHzl|5tandardRates ToCAPsBridge WPAZ ;

2.4GHz CH11 FMs Qermany 2.4GHz Standard 2462MHzl|StandardRates  ToCAPsBridge  WPAZ |

: 2.4GHz CH6 FM3 germary 2 4(5Hz Standard 2437MHzljStandardRates  ToCAPsBridge  WPAZ2
Missing

ol .
diems CAPsMAN

Ennﬁgumtmns Channetfs .Datapaths Spfurty Cfg.  Access list  Rates Remote CAFP Radio

.|.. =5 ._ -2 I? =y
Name § Frequency/ Width 'Eand E:dens'.mn Channel Tx F‘nwer 1"|
' 2 4GHz Standard 20MHz Zghz-g/n disabled

Just frequency override within every configuration



dmls  Channel 1-6-11 Setup

CAPsMAN

CAP Interfface F'm'u'lsmnmg Cmﬁgumtmns Channels Datapaths Securty Cfg. Access List FRates Remote:

+. ’ EI T Manager AAA |

e ifpe  [RaieMit  [Cotmemen [SSD [Fegeney
\DSMB  4pcapls CAP Interface D4:CA:6D-4C:21:7D 24GHz CHG -5 2437
DSMB__ <4ircaplb CAP Interface 6C:3B:6B:78.83.27 2 4GHz CH11

IDSME drcapl17 CAP Interface 4C-5EO0CC2-EAF/ 2.4GHz CH1

5 )
| cap=man _

vaisiﬂning Eunﬁgmatiuns Channels Datapaths Securty Cfg.  Access List Ha

| ‘T PI’D-.-'MDH

A\ 4

.F-ladm MAC Remote CAP Name 'Remote CAP Identity
A e O s e Interface uses
P ACHENCCIELET [-!C;EE;{H:;[E.: E-iI:F:-'.I CAP-Lobby~2 4CHOT channel 1 (2412MHz)
—J
4items

A 4

|Identity contains ,--2.4CHO1"




2§  Channel 1-6-11 Setup

CAPsMAN

Provisioning Corfigurations Channels Datapaths Securty Cfg.  Access List Rates Remote CAP  Radio

T | | Provision
dio MAC Remote CAF MName Remote CAP Identity Interface
hC:3B:6B:78:83:26 [6C:3B:6B:78:83:21] CAP-Room12-2 4CH11
D4.CAGD:AC:21:7D [D4:CA:6D:-4C:21:78] CAP-Lobby—-2 4CHDG cap 75
P \6C:3B:6B:78:83:27 [6C:3B:6B:78:83:21] CAP-Room12-2 4CH11 cap 16
P BEOC.CZE4F7 [4C:5E.0C.CZ:E4:F3] CAP-Lobby-2 4CHO cap 17

Interface not provisioned
Catch all rule | Action = none
Reason: not supporting 802.11¢g



c§  5GHz Regulation

= Radar detection/ DFS
= Not yet possible with CAPsMAN

= [s currently being implemented

= Frequencies < 5470 MHz only indoor

= Qutdoor setups without scan list?



5GHz Outdoor Channels

= Solution: etsi 5.5 - 5.7 outdoor

Country:

|etsi 5.55.7 outdoor

Max Station Count:
Mutticast Helper:

HT Tx Chains:
HT Rx Chains:
HT Guard Interval:

o ] 7]

dominican republic
ecuador
eqypt

eqypt 5.8
& salvador

estorma

etsi 24 5.55.7

etsi 2 4 b4 1 luahr rh411ar
etsi 5.7-5.8 srd

finland

franca

france res

french quiana

french polynesia

Inteface <wlan:

General Wireless |Data Rates Advanced HT WDS HNstreme ..

Mode: |ap bridge

Band: |5GHz-A

Channel Width: | 20MHz

Frequency:

~ 5500
S5I0% |sROR
5510
Radic Namg (5515

5520
Scan Lisk | rr25

5530

Wirtgss Protocol | 535

Secu F‘ﬁ: ﬁﬂ
| | 5550
WPS Modg 5EES

Frequency Moddg) 3565

Countnd | 3573
Antenna Gairf [5585

WMM Support™disabled




Forcing 30dBm EIRP

= Use etsi 5.5 - 5.7 even indoors?

= Force high EIRP

= Regulation in Germany: 30dBm instead of 23dBm
= Actually 27dBm due to ATPC missing

Country: |etsi 5.55.7 outdoor |# | | Freq Usage..

Antenna Gain: [I' | dBi Align...

Wireless Tables
Interfaces | Nstreme Dual  Access List Registration Connect List  Securty Profiles  Channels

= (w3 & T CAP | WPS Client Setup Repeater Scanner || Freq. Usage
|Name . | Type |Actual MTU :Tx :F-b:
— managed by CAPsMAN
X Howlan 1 Wireless (fheros ARG . 1500
—managed by CARMAN Y
— channel; 550020 Ceee/ac{Z 7dBm), FSID: guest?, CAPsMAN forwarding
i TS P L = o b i) 0 bpa Obpi

Antenna gain setting of CAP accounted!



S  Tx Power: The more the better?

= WiFi connection is bidirectional

= Mobile devices have small Tx power

High EIRP + low gain AP antenna = pointless

= Mobile device will hear AP but can not reach it
= Unnecessary interference

= Hard to select best AP for client

= Smartphone shows full bars but can’t connect

= iPhone 5 ~12dBm Tx, -0,8dBi = 11,2dBm EIRP



CAPsMAN Security

Keeping CAPsMAN safe



s

Upgrade Policy

automatic CAP CAPs Hanoge EE
v Enabled
RouterOS update Cotcate v
CA Certfficate: hd
Require Peer Certfficate
Generated Certfficate:
none: do nothing enerted CA Cefecte
Package Path: |/capsman
S u g gest: try u pd ate b ut Upgrade Policy: I:T_Iire same version || ¥ |

suggest same version

accept different version

require: try update and reject if not possible

CAP doesn’t need internet connection



C§  yYpgrade Policy

= CAP gets software packet from CAPsMAN
= Same architecture: works automatically

= Different architecture: CAP needs extra .npk

user admin logged in from 00:50:86:12:FD:05 via winbox
[4C:5E:0C.C2:E4:F3/4/c527 Join [4C:5E:0C.C2:E4:F3]] joined, provides radio(s): 4C:5E:0C.C2:E4:F7

[4C:5E:0C.C2:E4:F3/4/c527 Run [4C:5E:0C.C2:E4:F3]] ask to upgrade, version &.35c51
[4C.5E.0C.C2:E4:F3/4/c521 Run [4C:5E.0C.C2:E4:F3]] upgrade status: failed, failed to download file Touteros-smips-6.39rc51 . npk’, no such file
[4C:5E:0C.C2:E4:F3/4/c527 Run [4C:5E:0C:.C2:E4:F3]] uparade failed, do not provision as same version required

= hAP lite (smips) CAP can’t use npk of RB750UP
CAPsMAN (mipsbe)



Upgrade Policy

F@

[4C:5E.0C.C2:E4:F3/4/3598,Run,[4C:5E.0C:C2:E4.F3]] upgrade failed, do not provision as same version required

..,E:DC:CZ:Ei:FE.-"i.-"EEEE,F{un,iiC:EE:L'C:CE:Ei:FEﬁ upglau:le. sjtatus: failed, failed to download file routeros-smips-6.39c51 npk’, no such file

A

0C:.C2:E4:F3/4/3558 Run,[4C:5E.0C:.C2:E4.F3]] removed by user request
0C:.C2:E4:F3/4/91da Join, [4C:5E:0C.CZ:E4:F 3P joined, provides radiofs): 4C:5E.0C.C2:E4F7
E.0C.CZ:E4:F3/4/91da,Run,[4C:5E.0C.C2:E4.FE]] previoushy failed upgrade to version 6.39rch1, now version 6.38.5
[4C:5E.0C.C2:E4:F3/4/91da, Run, [4C:5E.0C.C2:E44 3]] should auto upgrade, retry
[4C:5E.0C.C2:E4:F3/4/91da, Run, [4C:5E.0C.C2.E§.F3]] ask to upgrade, version 6.39ch1
4C:BEQ0C.C2.E4:F3/4/3558 failed to connect, tigeout

[4C:5E.0C.C2:E4:F3/4/91da, Run, [4C:5E.0C: 4:F3]] upgrade status: rebooting, disconnect

ether3 link down
ether3 link up (speed 100M, full duplex)
4C:5E0C.C2:E4:F3/4/91da faied to conn
ether3 link down

ether3 link up (speed 100M, full duplex)
[4C:5E.0C.C2:E4:F3/4/Thed Join, [4C:HE.0C.C2:E4:F3]] joined, provides radiolfs); 4C:5E.0C.C2:E4.F7
[4C:5E.0C:C2:E4:F3/4/Thel Run [ E.0C:C2:E4:F3]] previoushy tried auto upgrade to version 6.39c51, now version 6.39c51

, timeout

28 Backup Restare Upload...
Type Size Creation Time
directony Mar/1
capsman./routeros-mipsbe-6.37 npk package 54

17 22:05:25
Mar/12/2017 Z2:15:41

& capsman/routeros-smips-5.39c 51 npk package Mar/ 1372017 21:26:46
; directony Jan/01/1570 01:00:53
Hitems 40.1 MiB of 63.8 MiB used AT free

w
CA Cedificate -
Require Peer Catificate
@E Generated Certificate:
Generated CA Cerificate:
| Pack Path: | /capsman ‘
- - age . |feaps
Upgrade Policy; require same version ¥

| Intesfaces




WIFI Security

Security types supported by CAPsMAN



2§  Security Overview

= Common WPA2 PSK
= Conditional WPA2 PSK

(Access List)
= MAC based WPA2 PSK

= WPA2 EAP using local
certificates (EAP-TLS)

= WPA2 EAP using Radius (passthrough)

= Hotspot



s  CAPsMAN with Hotspot

= UDP tunnels directly to hotspot

Servers  Server Profiles  Users  User Profiles A
+ ! | | Reset HTML || Ho
Mame: | ToCAPsBridge ?
MTU: | @ hotspot 1 CAPsBrdge
L2 MTU: |
ARF: | Bridge Ports Fiters MAT Hosts
— -
o Bridge: |CAPsBridge | ¥ || | ¢ '|'_ = v
biacige Coek | Ji% DI Hhcapd CAPsBridge
Eridge Horizon: | v QPO Fcaps CAPsBridge
D 4£dcaph CAPsBridge
Local Forwarding: bl -
- - Jitems

Secure | Efficient | Scales well | Easy traffic handling



2y  HSNM a MikroTik Hotspot Extension

Tight MikroTik integration

M/Kr 11k

= |nstallation + update scripts

= PPPoE support lHSNET
= Experienced support team A

Excellent addon

= High level Captive Portal features

= Emphasis on graphical design



eSS Network Manager

Responsive login Social login
'PayPar m .
o Payment options jl Redundancy,
Authorize.Net load balancing

GPS tracking
(e.g coaches)

SMS authentication

: : oY | .
Ticket printer O®o@<>§;>0\ Advertising, surveys,
@A

quizzes



Fg

HS e
Admin Data
4+ ¢8 System
4« gl Coffee House Ltd
4 Coffee House Ltd
4« $#& CoffeeHouse
%" CoffeeHouseHotspot
» & HeadOffice
4+ &} World Travel Agency

™ Venice Campaign

2
E

12
<

BN <X

Search

A

HS Network Manager

-~
s

Dashboard
System dashboard

Number of connections

Chart
8
6
a
2
13. 0ct 27.0a 10. Nov 24 Nov
Connections Traffic New users
Last 30 days Last 30 days Last 30 days
30 5Gb 3
66.67% 100%+ 0%
Top domains connections
Last 30 days.
CofieeHouse 18
HeadOffice 12

8. Dec 22. Dec

Clicks

Last 30 days

74
100%+

Top users traffic
Last 30 days

0014445556667 @HeadOffice
001222333444@HeadOffice
00233344455@CofleeHouse
00112345678@CofleeHouse
00187654321@CofleeHouse
00133344455566@HeadOffice

5. Jan

Impressions
Last 30 days

23
100%+

19. Jan

CIR

Last 30 days

21.21%

——%

1Gb
1Gb
1Gb
935 Mb
466 Mb
224 Mb

2. Feb

16. Feb

Gw sold

Last 30 days

20.00 %
53.85%

Social users
Last 30 days

2

Detsis
§ Facebook
W Twitter
& Google
# standard

2. Mar

I Ll

16. Mar

Adv sold

Last 30 days

160.00 $
100%+

Users count by domain
Chart

HeadOffice

HDD
Free space

17 Gb 1Gb

Context data
Details

Number of registered retailers
Number of registered managers
Number of registered gateways
Total number of connections
Number of registered users
Number of activated users

Total sold by retailers and by invoice
1 ‘Sales of other services (SMS)

Total sold by managers fo end users
Clicks number

Clicks amount

Impressions number

Impressions amount

100%

o N o

it amount

Looking for a Captive Portal? Contact sales@fmsweb.d

CoffeeHouse

NET

Bandwidth (bit)

5Kb -
7 Kb

1

2

2

53

1

6
58.00
260.00
81.00
12
4205
a8
176%
1,154,045


mailto:sales@fmsweb.de

S  MAC based PSK with Usermanager

= Separate PSKs per MAC
= Stored in Usermanager
= Easy to setup

= No full Radius necessary
= Enhanced security

= Access restrictions by device

MikroTisk
Mikrotik User Manager

Login

Password

Login

= Configuration not nicely embedded in CAPsMAN concept




S  MAC based PSK with Usermanager

= Device wants to connect

= CAPsMAN sends MAC to
Radius

= Radius returns personal
PSK

= CAPsMAN compares PSK

= Grant or decline access

MikroTak
Mikrotik User Manager

Login

Password

Login




Zm§  \JAC based PSK: Radius

Radius Server <10.10.0.635

= Setup Radius connection
= Service
= |P Address

= QOptional secret

+' p— :q.r x |“:|' 5?! Reset Status Incoming |

.#.'Q_ :S?fﬂw. ;.C.a_i'%d '.D' ?IE!ﬂ.ﬂ'?_ain .'.fﬂ.:'r#r%?-s. Swet
0 wircless 1010063 123

General | Status oK
Service: | lppp | login Cancel
hotspot | (v wireless
dhep Apply
Colled 10 | s Disable
Domain: | |- Commenrt
Address: [10.10.0.63 Copy
Secret: 12.3 Remove
B Reset Status
Authertication Port: | 1812
Accounting Port: 'IE'IE-
Timeout: BD‘D | ms
|| Accounting Backup
Realm: | -
Src. Address: [0.0.0.0 o

enabled




FW§ \|AC based PSK: CAPsMAN

Interfaces |Fmvisicntng Corfigurations Channels = Datapaths Securty Cfg.  Access List  Femote CAP Radio  Registration Table

#| =| || 3] @] | T] | Manager || ana [Find
iName / |T',Ipe
DRSMB ' 4fcaph I 25
DB $hcaps Interfaces MAC Address: | |~
_ MAC Mask: | |~
/ @? Interface: | |
MAC Format: | 3040000400000 | 9}/ e — |
MAC Mode: |as usemame ¥ Anc.el Signal Range: | -
MAC Caching: [00:00:10 |- fooy | br-Tine v
Interim Update: |
/ Action: |query radius " |-
I / _
4 o B r
Mame: |wpa?securit'_.r | oK | i
Authentication Type: [ | WPA PSK |E WPA2 F'Sl{l [ IWPAEAP [ IWPAZEAP 4 Cancel >
Encryption: | | h Apply
Group Encryption: | | ¥ Comment :
v
Passphrase: | | i Copy |




gm§  \MAC based PSK: Usermanager

User details

Router details E3  Main
Username: |ﬁ4:9h:EE:QB:25:59|
& Main -
Name: CAPSMAN-1 St
; i Disabled: [ |

Chwner: admin

Cwner: admin
IP address: 10.10.0.63 w Actual profile
Shared secret 123 M
& \Wireless
Time zone: | Parent time zone i Freshared key: 87654321
Disabled: || :
[w] Authorization success o R
Log events:lﬂ Authnnzgtmn failure Encalgo: | AES-CCM e
lvl Accounting success w Private information
[ Accounting failure w Statistics
w Radius incomming w Hill
CoA support: [] w All profiles
CoA port: (1700 + | | default [ W

* Request statistics Save

Save




Zm§  \WPA-Enterprise

CAPs Securty Configuration <EAP-Passthrough

MName: |Eﬁ.F‘—F‘assthmugh | QK
Authertication Type: [ | WPAPSK | WPAZ PSK [ | WPAEAP | (vl WPAZEAP = Cancel
Encryption: |+ aes cem | | tkip - Apply

e | i

Group Encryption: | | ¥ Comment

Passphrase: | 4 Copy

EAP Methods: | passthrough o

EAPTLE Remove

EAF Radius Accourting: |

TLS Mode: |

TLS Cedificate:

Internally Supported  Externally Supported
= EAP-TLS = all EAP methods
= passthrough



FWS  \WPA-Enterprise releated Terms

= 802.1X =802 AA Standard

= EAP = Extensible
Authentication Protocol

= EAP-TLS

= EAP-TTLS

= PEAP (EAP-PEAP)

Protected Extensible

Authentication Protocol

= PEAPvO with MSCHAPV2 often called PEAP



2§  pEAP with MSCHAP

= Authenticate server by server
side certificate

= Create TLS tunnel

= Create EAP session through
encrypted tunnel

= Use EAP-MSCHAP for client

authentication

= WARNING: not secure if server certificate isn’t validated at

client. MSCHAP isn’t secure if fake AP can collect handshakes




Prepare CAPsManager for PEAP

=0

Name: | EAP-Fassthrough | OK

Authertication Type: [ | WPAPSK [ | WPAZPSK [ | WPAEAP | v/ WPAZ EAP & Cancel

Encryption: [ aes cem [ | tkip .

Group Encryption: | Radius Server <10.10.0.108>

|
Fassphrase: | General | Status oK

EAF Methods: |passthrough I Service: | fippp’ i [ llogin Cancel

[ | hotspot | [w! wireless

EAP Radius Accourting: | Bl Apphy
TLS Mode: | . ;
| Called ID: | - Disable
TLS Cerificate:
Domain: | - Comment
- rddross. 1010.0.108 | Copy
Secret: {123 | Remove

+| = (|| |a] [T | Resetstatu
# | |Service |CaledID |Domain |Address| Authentication Port: |1812 |
i M0, Accounting Port: [1813 |

1 wireless 070D

Reset Status




Y  RADIUS Server Selection

= No support in Usermanager
" Freeradius common choice

= Microsoft offers Radius

Zeroshell

= Ready to run appliance
= Linux based

= |ncludes Freeradius

= |ncludes certificate handling

ZEROSHELL

Net Services

www.zeroshell.org




2y  Zeroshell Setup

= Download the image
= |nstall VM from CD image
= Change IP / set DHCP

= Change admin password

Default IP: 192.168.0.75
User: admin

Pass: zeroshell

ZEROSHELL

Net Services

www.zeroshell.org




Zeroshell Configuration

= Enable the Radius Server

| ZEROSHELL

? Net Services = About Logout Reboot Shutdown

23.03 Kbit/s (Connections: 54 Load: 0%) ' CNTop cPu
kerng
Memd
Lt

| o Setup
® |Logs
® LHilities
® Monitoring

Users
Groups
RADIUS

Accounting

' |raDIUS ' Accounting Authorized Clients

| | Status: DOWN [] Enabled
B02.1x Configuration
%.502 Host Certj
| || Loca | =Hosts, CH=zeroshel.example.com | v
| View | Status: OK [] check CRL

RADIUS Server for Wireless and Identity Based Networking Se




2§  Zeroshell Configuration

= Add an authorised client

@ RADIUS Authorized Clients - Mozilla Firefox =
10.10.0.108/ cgi-bin/kerbynet?Section=RadiusBSTk=56eT42760efcc0306a TZdEfEEI:dTﬁﬂéﬁf&-ﬁ ction=ListMas
RADIUS AUTHORIZED CLIENTS + || - || Change | Close
Client Name IP or Subnet Shared Secret
Client Name IP or Subnet . Shared Secret

e CAPSMAN-1 10.10.0.63 123




F@

Zeroshell Configuration

= Add an user account

| USERS Add De 0g bere
Alerts: None
John Testuser (capsuser) Submit | | Reset |
SYSTEM
* Setup
®* Logs Account Information
& [Hilities i T
& Monitoring ‘ UG (st 0 I:I Primary Group GID _55534
EEF ‘ Home Directory |,"hcrme,"mpsuser | Default Shell © bash O sh O tcsh  ® other |fbin/false
* Groups
® RADIUS _
® Accounting User Information
® Captive Portal Firstname |John Lastname |Testuser Organization (? |
NETWORK
® Hosts Description |Juhn Testuser ‘ E-Mail |? Phone |? |
* Router ;
* DNS
* :
3 EPHI'('iP RADIUS Accounting
® QoS Expiration (mm/dd/yvyvyy) ivl)r !vlf’ !vl —. a— |
: T Authentication Protoco
* Net Balancer Accounting Class DEFAULT | v Password SR
SECURITY . [sese Kerberos 5 O |
* Firewall Credit: 0.00 € | + Costs (postpaid) Confirm
® HTTP Proxy . -MB|-h|-Mmb/s| | 0.006/MB ]| 0.00€/h | ened RADIUS (vian| | ||

T % X509 CA




Connect an iPhone with PEAP

eeeco Telekom.de = 18:45 X 38 %MW eeeco Telekom.de F 18:46 X 38 %MW
Passwort eingeben fir ,mastercap2” Passwort eingeben fir ,mastercap2”
Abbrechen Passwort Abbrechen Passwort Verbinden
Benutzername Benutzername capsuser
—

Passwort Passwort Yy
q w e I tgzju I O p q w e I tgzju I O p

a s d f g h j k | a s d f g h j k |
B v xlcliviblinim s B v xlcliviblinim &
123 ) Leerzeichen Return 123 Leerzeichen Return




Connect an iPhone with PEAP

eeeco Telekom.de LTE 18:46 $ 37 %W eRSaiielckam.deis 108 36 % W)

Abbrechen Zertifikat Vertrauen < Einstellungen WLAN

WLAN [ )
zeroshell.example.com
Ausgestellt von ZeroShell
¢ v mastercap2 &= @
Nicht vertrauenswiirdig
Gilltig bis  28.05.18, 11:45:53 NETZWERK WAHLEN ...

Weitere Details fi a= (D
FMS HausMesse 2GHz &= @
slavecap &= @
Anderes ...

Auf Netze hinweisen

Bekannte Netzwerke werden automatisch verbunden.
Falls kein bekanntes Netzwerk vorhanden ist, missen
Sie manuell ein Netzwerk auswahlen.




THANK YOU

... and enjoy the Usermeeting
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