How can Quantum Cryptography
Contribute to Cyber-Security ?
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* Quantum as an entropy source :

Quantum Random number Generator QRNG

* Quantum as a building block for cryptography :
Quantum Key distribution QKD
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Key generation

A conceptually simple entropy source
Only quantum physics offers fundamental randomness

Easy to pindown the origine of the randomness
A practical random number generator



Quantum Random Number Generator
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4 Mb per second of balanced random bits 2



Why are we convinced that the bits
are truly random?

= The very same hardware can be used in a
nonlocal game:
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Why are we convinced that the bits
are truly random?

= Promise: a®b=x-y
No signaling (no communication at a distance)

Normalization: 2p=1
distance
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Why are we convinced that the bits

are truly random?

= Promise: a®b=x-y

No signaling (no communication at a distance)

Normalization: 2p=1
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Random Sequences

Intuitive Definition Rigorous Definition
Sequence of numbers Sequence for which a
which are unpredictable definition shorter than
itself does not exist

00000...00000 = n x ‘O’

Concept applies only to an infinite sequence
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Finite Random Seqguences

= Impossible to prove randomness

= But possible to prove the existence of random
processes.
= A random process produces with unit

probability a sequence of maximal Kolmogorov
Complexity (Per Martin-Lof, Information and Control 9, 602-

619, 1966)

When generating random numbers, it is very important to
understand the method used.
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Mind your Random Number Generator!

To appear in Proceedings of the 21st USENIX Security Symposium, August 2012. Initial public release; July 2, 2012.
For the newest revision of this paper, partial source code, and our online key-check service, visit https://factorable.net.
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Advantages

 Truly random process
—> produces truly random sequences

» Simple process that can be modelled
- influence of environment can be ruled out

* Live monitoring of elementary components

 Speed
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Evaluation and Certification

Non-Deterministic (Physical) RNG

 PTG.1

Physical RNG with internal tests that
detect a total failure of the entropy source
and non-tolerable statistical defects of the
Internal random numbers

e PTG.2

PTG.1, additionally a stochastic model of
the entropy source and statistical tests of
the raw random numbers

* PTG.3

PTG.2, additionally with cryptographic
post-processing (hybrid PTRNG)

Federal Office of Metrology METAS
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Quantum Key Distribution (QKD)

= Nature offers more than mere randomness:

Nonlocal distributed randomness:
a random event that manifest itself at more than
one location.

= ]t looks like magic, but is well mastered physics.

= [t would be absurd not to exploit this gift of
nature.
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Nonlocal distributed randomness

* The same random sequence of bits is produced
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= b+c = x.(y+2)
= If y+z=1, Bob and Charly can deduce Alice’s input
out of their outputs
= Signaling !!
= In a non-signaling world, quantum cloning is impossible.
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When shall we have a
Quantum Computer ?

-
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HOME

Defending Our Nation. Securing The Future.

ABOUT NSA  ACADEMIA  BUSINESS CAREERS INFORMATION ASSURANCE  RESEARCH  PUBLIC INFORMATION CIVIL LIBERTIES

“In the current global environment, rapid and secure information sharing is important

to protect our Nation, its citizens and its interests. Strong cryptographic algorithms
and secure protocol standards are vital tools that contribute to our national security
and help address the ubiquitous need for secure, interoperable communications”.

“IAD will initiate a transition to quantum resistant algorithms in the not too distant

future.”

"Qur ultimate goal is to provide cost effective security against a potential quantum

computer,”
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Quantum Safe Crypto

= Post-Quantum Crypto = QKD

= Complexity-based classical = Physics-based, proven
algorithms resistant to resistant do Q attacks
known Q attacks + provable security.

+ not much change for the + packward security.

security experts.

- expensive.
- again a wild bet on the big change of
unknown. infrastructure and
- vulnerable backwards. mentality.

 Likely that each will find some applications,
the real question is about the size of each market.

e Each needs true random bits.
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Integrated QKD Engine

» Built on the Advanced Telecommunication Computing
Architecture (ATCA).

»= Provides standardized mechanical, power, and data
interfaces. _ o g

= Provides network

services, cooling,
power supplies.

= Scalable architecture, :
familiar to potential
clients.
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w QKD over 307 km with real time secret
99 key distillation and finite key analysis

. Integration into ATCA blades

* A vision of a QKD engine producing 1 Gb/s of
provably secret bits i1s on the horizon.
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What does QKD achieve

. Attacks have to be launched on the spot
= immune to future progress

2. With only the assumption of proper implementation
= key expansion
3. Assuming short term secure of 1-way function
= Cryptographic Key Distribution with long term
security

1. QKD with one-time-pad (limited to the bit rate of QKD,
i.e. Mb/s)
= allows for information theoretical everlasting
security.

2. QKD allows to change the session key of AES very
frequently
= limited data available for cryptanalysing and
limited motivation for an adversary.
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QKD versus AES

1. Today’s commercial QKD engines are slow
= they only provide cryptographic keys for AES
sessions.

2. Why not merely use another AES system to distribute
the session keys (re-keying)?

. The keys should be produced by the best random
number generators, i.e. by Quantum RNG.

AES is vulnerable forwards and backwards,
QKD is immune backwards (and forwards the
adversary can’t miss a single photon).

3. The security of the principle of QKD is based on a well

tested mathematical model.
The security of the principle of AES rests on faith.
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There iy nothing like cracking QKD

The principle of QKD will never be attacked,
only the implementation may be faulty.

.~

The implementation must be checked, as Is the case
for all hardware and all software.

August 29, 2010
The Norwegian University of Science and Technology (NTHNU) and the University of
Erlangen-Nurnberg together with the Max Planck Institute for the Science of Light in
Erlangen have recently developed and tested a technique exploiting imperfections in
quantum cryptography systems to implement an attack. Countermeasures were also
implemented within an ongoing collaboration with leading manufacturer ID Quantique.


http://www.vad1.com/photo/family-archive/vm-20081016-adresseavisen-1.html
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http://www.vad1.com/photo/stock/a300-28.html

WDM: multiplex the Quantum and
Classical =~ 10° times more intense 11!

BoB CONFIDENTIAL DATA CONFIDENTIAL DATA ALICE
AN i
DATA ENCRYPTION LAYER ]

[ DATA ENCRYPTION LAYER

A
L ]

A
_‘I’

s
[ KEY DISTILLATION LAYER KEY DISTILLATION LAYER ]

A
A

Y

Ay
| [

v
. ™\
QUANTUM LAYER

( QUANTUM LAYER

APD,
HeV
c a M
—C) £ > [voa} [

Storage
line

A
100 GHz DWDM
Wama zHo ool

N
o

A

QBER = QBERopT + QBERdeT + QBERnoise/WDM

What are the noise sources?
» Crosstalk of other wavelengths into quantum channel
- Generation of parasitic light at the wavelength of the Q channel
- by Raman scattering (dominant for lengths > 10 km)
* by Four Wave Mixing (FWM) 26
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Experimental Results
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